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Abstract

A blockchain is a distributed network of nodes that records transactions in a digital ledger. To ensure trust
in a network with untrusted nodes, blockchain uses consensus algorithms to record transactions in its ledger.
Although various consensus protocols have been proposed and implemented for blockchain lately, they still
have drawbacks. The last decade has seen a lot of attention and rapid growth in artificial intelligence and
blockchain technologies. The performance of blockchain can be improved, and its problems can be solved
by incorporating artificial intelligence. The concept of cognitive blockchain is related to Al functionalities
into blockchain systems to enhance their utility and capabilities. Cellular Goore Game-based consensus was
recently proposed as intelligence consensus in the cognitive blockchain. Although this consensus algorithm
improves scalability, fault tolerance, and performance, it has problems, such as high communication
complexity. In this paper, we proposed an improved Cellular Goore Game-based consensus protocol, which
increases fault tolerance and decreases communication complexity. We also studied theoretically the
Cellular Goore Game used as a distributed model in the proposed consensus and proved the convergence of
CGG in the proposed protocol in this paper. We evaluated the performance of the proposed protocol by
conducting several experiments. Empirical results show that this approach improves fault tolerance and
communication complexity.
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1. Introduction

Blockchain technology, a decentralized and distributed digital ledger system, has gained significant attention
in the health [1]-[3], smart contracts [4]-[6], and Internet of Things [7]-[10] domains due to its potential to
disrupt traditional processes. The blockchain technology initially created for Bitcoin [11] has advanced
significantly and recently has many uses [12]. Blockchain is a chain of interconnected blocks containing
transactional or data records linked via cryptographic hashes and maintained by a node network [13].
Consensus mechanisms ensure that each block is verified before it is added to the chain. The transparency,
security, and immutability of data are guaranteed by the decentralized nature of blockchain, which eliminates
the need for intermediaries and opens up new opportunities for trust and collaboration in established and
emerging industries [14].

While blockchain has the potential to create new internet infrastructure [14], its usability is limited by
scalability, environmental cost, security, and privacy concerns. Blockchain's inability to serve as a general
platform for a wide range of services and applications is primarily due to scalability issues [15]. Moreover,
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the majority of blockchains available today use a significant amount of energy. In pursuing transactional
throughput, many new blockchain platforms overlook other crucial performance characteristics like
decentralization, security, and latency.

Recently, Al-based blockchain solutions have been presented in various areas, including and
performance optimization scalability [16]-[18], security improvement [19]-[25], and prediction model
provision on blockchain data [26]-[30]. The optimal design of the blockchain mechanism can be facilitated
through Al's efficient data analysis and system behavior prediction. In [31], a cognitive blockchain was
proposed to combine intelligent cognition and blockchain to enhance performance and achieve intelligence.
A cognitive blockchain is a blockchain that incorporates a cognitive process to enhance performance by
making intelligent decisions based on the network's state and using the outcomes to improve future
decisions. In the cognitive blockchain, network nodes have a cognitive engine set embedded, which assists
them in making intelligent decisions because of the decentralized nature of the network. The cognitive
engine may or may not be used by nodes. There are several cognitive and simple nodes on the cognitive
blockchain. Cognitive nodes are those that have cognitive engines embedded, whereas simple nodes lack
them. Different approaches, such as centralized, semi-centralized, and fully distributed approaches, are
available to implement cognitive blockchain based on whether all nodes have permission to use the cognitive
engine. Figure 1 depicts an example of a cognitive blockchain network.
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Figure 1: an example of a cognitive blockchain network.



For the stability of the blockchain, it is necessary that all nodes agree on the protocol for updating the
ledger's content, and the acceptance of blocks requires a majority agreement among nodes. If faulty and
malicious nodes exist in a decentralized distributed network, the only safe way to update is by using the
consensus technique. [32] proposes an intelligent Cellular Goore Game-based consensus mechanism for
cognitive blockchain in a semi-centralized manner. The embedded cognitive engine and proposed consensus
protocol's CGG-based consensus protocol, named CGG-CP, in a partially synchronous timing model enable
all consensus nodes (including owner, referees and players) in the blockchain network to reach an agreement.
CGG-CP decreases the impact of failure nodes while improving the performance and scalability of
consortium blockchain. For CGG convergence and consensus, nodes need to send a considerable number of
exchange messages, resulting in high CGG-CP communication complexity. Also, CGG-CP is not resistant
to owner failure. This protocol used CGG as a distributed model, and CGG, formed between consensus
nodes, should converge to add a block. Despite this, no theoretical study has analyzed the behavior of CGG
and proved its convergence. In this paper, we propose an improved consensus protocol to address the
problems highlighted in CGG-CP and increase its resilience to faulty referees. We give the following
contributions in this paper:

o We introduce a new consensus protocol that can be employed as intelligence consensus in the
cognitive blockchain. The presented consensus protocol is an improved version of the Cellular
Goore Game-based consensus [32] that reduces communication complexity and improves fault
tolerance.

e To the best of our knowledge, we are the first to theoretically study the behavior of the Cellular
Goore Game. Also, we prove the convergence of CGG in the proposed protocol in this paper.

e We conducted a qualitative analysis of the proposed consensus protocol. We thoroughly evaluate
its performance in our blockchain implementation, considering the defined evaluation metrics
like throughput, average block time, average latency, and the average number of communications,
and compare it to CGG-CP. Results indicate that the proposed protocol reduces communication
complexity and enhances fault tolerance.

This paper is organized as follows: Section 2 provides some background and preliminaries for this paper.
The improved CGG-based consensus protocol is proposed in Section 3. In section 4, we study the behavior
of the Cellular Goore Game and prove its convergence in the proposed consensus protocol. Section 5
summarizes the simulation results used to assess the proposed approach. Section 6 concludes the paper.

2. Background and preliminaries

In this section, we briefly discuss Learning Automata, the Goore Game, the Cellular Goore Game, and the
Consensus Mechanism to prepare the context for the rest of the paper and provide the literature review.

2.1. Learning Automata

Learning automaton as an adaptive decision-making system [33] can improve performance by repeatedly
choosing the optimal action from a list of possible options in a random environment. A learning automaton
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has a limited number of actions with an uncertain probability of environmental reward. Through repeated
system interactions, the goal is to choose the action with the most significant possibility of reward. Iteratively
interacting with the environment using a proper learning algorithm can discover the best action [34]. LAs
can be divided into two categories: fixed and variable structure.

The variable structure LAs is represented by (B.¢.a..P.G.T). Set f comprises input actions, while set ¢

represents internal states and set , o is for outputs. P refers to the state probability vector, G is the output
mapping, and T is the learning algorithm. The learning process adjusts the probability vector. The
characteristics of B could be used to classify environments as P-, Q-, and S-models. In a P-model
environment, success and failure are the two components that form the output. In S-model environments, 8
lies within [0, 1]; however, it can take a finite number of values in Q-model environments. Assume that o
is the selected action at step t, which is a sample from distribution P(t). Equation 1 defines the update of
probability vector P(t) in a linear learning algorithm for a positive response (f=1), while equation 2 defines
it for a negative response (B=0). The two parameters a and b represent the reward and penalty parameters,
respectively.. By adjusting the parameter a (b), you can increase (decrease) the action probabilities. The total
number of possible actions the LA may do is represented by r. If a=b, it is called the linear reward penalty
(Lre), and if a>>b, it is called the linear reward penalty (Lr.r); however, if b=0, it is known as the linear
reward inaction (Lri) technique [35].

pi(t+1) =pi(6) + a(1—p; (1)) 1)

pj(t+1) =p;(t) —ap;(t) .Vj#i

pi(t+1) = (1-b)p;(t) )

b

2.2. The Goore Game

This section explains the Goore Game and LA. Tsetlin [36] introduced it, while Narendra & Thathachar [37]
and Thathachar & Arvind [38] provided detailed studies. The characters in The Goore Game are captivating
and can be solved through distributed methods without player-to-player communication. Participants can
choose between "yes" or "no" options in this cooperative game. The players' chosen voting is evaluated by
the referee. The referee contains an unimodal performance evaluation function G. The referee calculates the
ratio A, which is the proportion of players that voted “yes” to all after each player chooses one of their
options. Next, the referee randomly gives a dollar to one player with a chance of G(A) and gives a dollar to
each player independently with a chance of 1 - G(A). Based on their profits and losses, players decide how
to vote for the next iteration. There's a correlation between the maximum of G(A) and the number of players
who will eventually answer yes. The existence or total number of participants may go unnoticed by a player
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in many cases. Areas where the GG has made critical applications are cooperative, mobile robotics [39], and
Quality of Service (QoS) management in wireless sensor networks [40]. Further research was carried out in
LA, and numerous families in LA solve the Goore Game successfully. Thathachar et al. [38] proposed the
use of Variable Structure Learning Automata (VSLA) [41] as a solution to the Goore Game. Each player's
strategies are represented by a Learning Automata (LA) that performs actions. The Lg. learning algorithm
[42] is used to update the action probability of each LA.

2.3. The Cellular Goore Game

Cellular Goore Game (CGG), presented in [43], is a model for simple identical elements with local
interactions that can optimize one or more criteria. CGG is a network of Goore Games where a subset of
nodes act as referees and participate in Goore Games with their neighboring players. Players, like in GG,
independently select the best action from two options, considering the penalties and rewards given by the
nearby referee. CGG players are unaware of other players and the factors that determine rewards and
penalties. In CGG, the neighborhood structure is included, which distinguishes it from GG and is essential
for some applications. Several referees can be contained in the proposed model to optimize multiple criteria
simultaneously.

Each player in the CGG uses a learning automaton with two actions for selecting its actions, and referees
reward adjacent players based on their uni-modal performance criteria. In the first step, the action probability
vector of the LA residing in each player cell is used to specify the internal state of each player cell. In the
second step, the referee cells determine the reinforcement signal for their nearby cells. Finally, the action
probability vector of each LA is updated based on the reinforcement signal received and the internal state of



the cell. Until the desired result is gained, this process will continue. The formal definition of a CGG with
learning automata is as follows:

Definition 1. A Cellular Goore Game is a structure CGG = (N, P, LA, R, G), where

I.  Pisasubset of cells or nodes that act as the role of players, and N, is P's cardinality.

Il. R is a subset of cells or nodes that act as the role of referees, and Nr is R's cardinality. The
intersection of sets P and R could be empty or not.

I1l.  N=(V, E)isadirected network that determines the structure of CGG where V = P U R is the set of
nodes which can be either players or referees, and E = {(P;, R;) | P; € P & R; € R} is the set of
edges.

V. LA={LAyLA;, ..., LAy, }is asetof learning automata, where each of them is assigned to one player
cell of CGG.

V.  G={Gy G, ... Gy,} is a set of unimodal performance criteria for the referees, where Gi is the

performance criterion for referee;.

The goal of CGG is to maximize the total performance criterion that is the sum of G;’s where G;i is the
performance criterion for refereei. Gi(A) is a function of the number of refereei's neighbours who selected
the first action and is optimized when the fraction is exactly A+. CGG's operation occurs in the following
iterations: Each player selects an action from the available options a1 and o> during round k of the CGG
based on its probability vector. Let o represent the action chosen by LA;embedded in i-th player. Then, all
referees count the proportion, Ai, of neighbouring players that selected o1 and reward their players with
probability Gi(A) and penalize them with probability 1 - Gi(). After that, each player adjusts its action



probability vector using the average reward of neighbouring referees (or another predefined policy) and its
chosen action a;. Figure 2 depicts a CGG schematic.

Figure 2 Cellular Goore Game.

2.4. An Overview of Consensus Mechansm

Consensus is a decision-making method where the group's best interest is more important than individual
preferences. Consensus mechanisms govern the agreement process between participants and block addition
to the chain. Safety, liveness, and fault-tolerance features demonstrate the usefulness and practicality of a
consensus method [44], [45]. Safety ensures outputs are valid and nodes produce the same output for the
same input. "Liveness" is when each participating node in the consensus mechanism gets the transaction and
creates a value. The consensus mechanism should be able to recover from the failure of participating nodes
to provide fault tolerance. There are two types of faults in distributed environments for fault tolerance: (1)
stopping failure and (2) Byzantine failure [46]. When the hardware or software fails, the node in the
consensus mechanism stops responding, resulting in stopping failure. The Byzantine failure model permits
faulty processes to exhibit unrestricted behavior.

Proof-based and vote-based are the two classifications of consensus algorithms [47]. By assuming that
the node in the network that gives enough proof will be rewarded with a new block added to the chain, the
proof-based consensus technique works. In vote-based consensus algorithms, a voting process selects
miners. Several proof-based consensus algorithms, such as proof-of-work [11] and vote-based consensus
algorithms, such as PBFT [48], have been presented for use in blockchain. Blockchain technology requires
consensus methods to ensure the network's security, reliability, and resilience. Each consensus algorithm
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has strengths and weaknesses, and the best depends on specific needs and situations. Proof-based consensus
algorithms are decentralized and perfect for public blockchains since they don't require individual trust. They
are unsuitable for fast transaction processing applications due to low efficiency and probabilistic transaction
confirmation. Voting-based consensus algorithms finalize transactions more quickly and efficiently with
less energy usage than proof-based algorithms. Conversely, voting-based algorithms necessitate dependable
validations and are less secure on open networks. When there are more network nodes in most voting-based
algorithms, efficiency declines, and decentralization is restricted by a specific limit.

The BFT algorithm, introduced by Lamport et al. [49], presented an allegory for the challenges of
achieving consensus in a decentralized system. Byzantine Fault Tolerance (BFT) refers to a distributed
network's capability to achieve consensus despite nodes failing to react or providing inaccurate information.
The purpose of BFT-based consensus algorithms, such as PBFT [48], and Tendermint [49], is to address
Byzantine fault tolerance and achieve consensus despite the presence of malicious nodes. Most BFT-based
consensus algorithms are vulnerable to attacks on the primary node and lack the capability to efficiently
eliminate faulty nodes in the blockchain system. Lei et al. [50] proposed a Reputation-Based Byzantine
Fault-Tolerance (RBFT) to address these problems by evaluating both a node's contribution and reputation
during voting. Malicious behavior will result in a lower reputation and diminished influence in the consensus
process for a malfunctioning node. The RBFT algorithm gives priority to nodes with a higher reputation
when verifying new blocks. The Weighted Byzantine Fault Tolerance [51] enhanced system throughput and
consensus delay by introducing a dynamic weighting mechanism for consensus nodes. By reducing the
influence of malicious nodes, this enhances the security of the blockchain system and decreases the
probability of malicious behavior. [52] introduced tPBFT, an enhanced algorithm for high-frequency trading
in consortium chains. This algorithm utilizes a trust-based approach to dynamically adjust the consensus
node list. Reduced network node interaction overhead is achieved by tPBFT by simplifying the pre-prepare
step and verifying the hashed transaction list at the reply stage. RB-BFT [53] is an improved Byzantine fault-
tolerant consensus that proposed a node reputation model to enhance PBFT's primary node reliability and
reduce its communication complexity. To increase system security, the suggested approach statistically
assesses node behavior in consensus to select high-trust nodes as primary nodes.

Recent years have seen the proposal of Al solutions for challenges in blockchain consensus protocols,
which we will discuss below. Salimitari et al. [24] introduced a novel framework for secure and reliable
consensus in 10T networks based on blockchain with the help of machine learning. The proposed framework
in this paper outlines a two-stage consensus process that utilizes an outlier detection algorithm to confirm
data consistency, remove suspicious data, and use PBFT as the consensus algorithm. The majority of
research in this context relates to increasing the performance of BFT algorithms by using Al, and this is
achieved through two methods: optimizing architecture and reducing the number of nodes involved in
consensus using trusted institutions [54], [55]. Bogdi et al. [18] introduced a decision-theoretic online
learning approach for selecting a subset of nodes to participate in BFT-based consensus methods. By
determining reputation value for nodes condidated in consensus committee participation, the presented



model can successfully choose consensus committee nodes with a higher reputation. For evaluating the
validity of nodes, criteria including response type, response type, and response time have been employed.

Liu et al. [16] presented a method that selects block producers and consensus algorithms such as Quorum
[56], Zyzzyva [57], and PBFT [58] and adjusts the block size and interval to enhance the transactional
throughput of blockchain-based Industrial Internet of Things using DRL methodology. The performance of
blockchain systems is quantified in the paper based on scalability, decentralization, latency, and security.
Through reinforcement learning, the Credit Reinforcement Byzantine Fault Tolerance Consensus (CRBFT)
algorithm, as suggested in [59], assigned the credit attribute to the node and adapts it over time. The proposed
technique can increase consensus network security, minimize consensus delay, and maximize energy
savings by automatically detecting malicious nodes in the consensus network.

[60] utilized reinforcement learning to adapt the number of participating nodes based on network
conditions and behaviour, improving scalability in PBFT. The protocol's security and liveness remain
unaffected, even though the number of participating nodes has decreased. Goh et al. [61] proposed a trust-
based delegated consensus blockchain framework that utilizes DRL and delegated consensus techniques to
enhance security performance and blockchain throughput in IoT networks. By evaluating node reliability,
the proposed schema selects reliable nodes for consensus, reducing malicious activity.

Most studies aimed at addressing blockchain consensus protocol issues concentrate on optimizing and
scaling for a specific use case with customized solutions. Additionally, most solutions suggested have only
aimed at enhancing scalability or performance, which might hurt other aspects of blockchain such as security
and decentralization. A more centralized structure, for example, can result from the majority of reputation
point-based proposed methods. Furthermore, the specifics of how to apply their method in a distributed
blockchain environment have not been covered by the suggested solutions in this context.

Ameri et al. [32] proposed CGG-CP, the Cellular Goore Game-based Consensus Protocol, as a new
intelligence consensus protocol to solve the mentioned issues. This consensus method promotes
decentralization and scalability while reducing the impact of failed nodes in consortium blockchain systems.
In addition, the cognitive blockchain framework provides all the necessary details for executing CGG-CP
in a distributed environment. The four roles defined in the protocol are referee, player, owner, and ordinary
role. Referee nodes are nodes that other nodes trust more. If a node has a referee listed as its trusted node, it
will be considered a player role. One of the referee nodes will randomly assume the owner's role. Ordinary
nodes are nodes that are unable to act as players or referees. To verify a new block's validity, created by the
owner, players, and referees, create the CGG. The owner employed the result of CGG according to a
predetermined policy to either approve or reject the block. High CGG-CP communication complexity occurs
due to nodes sending a considerable number of exchange messages for CGG convergence and consensus.
Moreover, CGG-CP is not resistant to owner failure. We will address the mentioned issues by extending the



CGG-CP and presenting an improved Cellular Goore Game consensus protocol, described in the following
sections.

3. An Improved CGG based Consensus Protocol

In this section, we present an Improved Cellular Goore Game-based Consensus Protocol (ICGG-CP) as a
new voting-based consensus mechanism for the consortium blockchain. ICGG-CP enhances the CGG-CP
consensus algorithm introduced in [32], reducing communication complexity and improving fault tolerance,
as the name implies. The proposed Consensus Protocol can be applied as intelligence consensus in the
cognitive blockchain, as proposed in [31], and allows each cognitive peer to reach a consensus on the current
state of the distributed ledger using a partially synchronous timing model. CGG-CP communication
complexity is high because nodes have to send a significant number of exchange messages in order to
converge CGG and achieve consensus. On the other side, CGG-CP is not resilient to owner failure and
assumes that the owner node will not fail. Therefore, this paper proposes new consensus algorithms that
improve fault tolerance and communication complexity by modifying CGG-CP as follows:

e A new feature has been added to ICGG-CP to reduce the cost of communication for player nodes.
When a player's action probability converges to an action in executing the CGG, they can inform
their referees through a special message and avoid sending repetitive actions if they have trust in the
referee. These players are certainly rewarded by adjacent referees for updating their probability
vector; however, they have this permission to not send their action until their probability vector is
outside the convergence range for that action.

o CGG result summary and credit calculated for consensus nodes, includes referee and player nodes,
are saved in the block header of blockchain. When a block is rejected through consensus, its
transactions are deleted, but it with its header and reward-related transactions are added to the
blockchain. There is a possibility that the nodes' credit will increase only as a reward, and the reward
coin won't be considered, in which case a rejected block with an empty body will be added to the
blockchain. The aim of this difference in ICGG-CP as opposed to CGG-CP is to prevent any changes
to the credits of nodes and to preserve the result of the executed CGG for rejected blocks.
Furthermore, we’ll provide more details on how the referees and owner’s behavior will be traceable
with this difference.

e Referees in ICGG-CP are evaluated based on their credibility, which is determined by factors such
as the number of players adjacent to them and their average response time. The owner node is
selected randomly from referees, with probability based on their credibility. Similar to CGG-CP, in
ICGG-CP, the block must be created by the owner, who then decides whether to approve or reject
it based on the CGG's results, distributes the reward to other nodes, and appends the block to the
blockchain. The referees in ICGG-CP have the ability to check the owner's decisions, which helps
to prevent abuse and increase the consensus protocol's resistance to owner faults. Also, during the
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owner selection process, the secondary owner node that acts as the owner when the owner is absent
is chosen from the referees.

ICGG-CP mandates that every player use the weighted average based on the credibility of their
neighbouring referees as their predefined policy. The ICGG-CP has proposed this policy to increase
the influence of nodes with higher credibility in confirming or disconfirming blocks. Because the
probability of a node being Byzantinely faulty has an inverse relationship with its credibility, the
fault tolerance of referee nodes has been improved in ICGG-CP in this way.

In ICGG-CP, to identify Byzantine referees and increase fault tolerance, the ICGG-CP includes a
mechanism for players to report referee-faulty behaviour. Players are able to check the behaviour of
adjacent referees, such as verifying the correctness of the results that were sent to others about them.

The steps in the improved CGG-based Consensus Protocol in block validation are depicted in Figure 3.
These ICGG-CP block validation steps are discussed in more detail below:

Creating the block: Using the queue of unconfirmed transactions received from nodes, the owner
creates the block.

Broadcasting the block: The block is broadcasted by the owner to the referees, who subsequently
broadcast it to the neighboring players.

Validating the block: Referees and players verify the block. Similar to CGG-CP, the referee's
performance criterion in CGG relies on its decision about block validation. Also, the players' action
probability will be determined by their opinion of whether the block should be accepted or rejected.
Executing the CGG: The CGG is executed by players and referees, like CGG-CP. Every referee
plays a GG with their adjacent players. Referees declare the end of their GG to neighboring players
based on predetermined principles such as convergence and maximum executive rounds. If a player
trusts their referee, they can send a unigue message that informs them when their action probability
converges to an action in performing the CGG and avoid repetitive actions. Sending a liveness
message to nearby referees at specific intervals is necessary for players whose automaton has
converged on a specific action. This will help the referee distinguish between these players and
players who didn't send their action due to a stop failure.

Sending the model execution's results: It is the referee's responsibility to provide the owner, other
referees, and their adjacent players with specific data structures with statistical information about
their game with their neighbors, such as their selected criterion function, adjacent players' chosen
actions action and convergence value. In ICGG-CP, through available data, other referees can
supervise the owner's work, and players can supervise their nearby referees, which is not possible
in CGG-CP.

Determining the consensus result: Based on predefined decision rules, the owner approves or
disapproves the block after getting data from referees within a specified period. If the block is
rejected, the owner must remove the transactions in the body of the block.

Calculating the reward and credits for consensus nodes: Based on a pre-defined incentive

mechanism, the owner calculates the reward and punishment for the players and referees. If required,

transactions are included in the block for this purpose. Then, using a predetermined algorithm that
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considers factors like average response time and GG convergence speed, the owner calculates the
credits of consensus nodes.

e Appending block to blockchain: The owner adds the block to the blockchain after completing it with
the necessary metadata from previous steps, such as credits for consensus nodes.

Creating the block from Broadcasting Broadcasting
valid unconfirmed the block to the block to
transactions referees

Sending the model Executing validating Validating
execution's results to the CGG the block the block
other referees and .

adjacent players - Players

acece S KEY -
%““""“ _dh _SHe e

L Computing Calculatin Adding Appending
Detetr;-: ning the reward credit torg metadata block to_
CONSENsus for consensus to block blockchain
result Consensus nodes header

nodes

Figure 3 The steps of the improved CGG-based Consensus Protocol.

The cognitive nodes—referees and players—must perform certain operations in the ICGG-CP process.
But their embedded cognitive engine handles most of them automatically, including broadcasting the block,
executing the CGG, sending the model execution's results, calculating the reward and credits for consensus
nodes, and appending blocks to the blockchain. It's sufficient that their connection to the network remains
stable. The use of cognitive engines can minimize message manipulation for consensus tasks, thereby
improving security and reducing node participation costs.

In ICGG-CP, each player calculates its reward by applying a weighted average of the rewards received
from neighboring referees based on their credibility. Figure 4 illustrates how a player with several
neighboring referees computes reinforcement signals at round k of executing the CGG step. In Figure 4,
player i's selected action is ai(k), while referee m's credit is Cm, and g™ (k) is the reinforcement signal given
by referee mto player i at round k. Players extract the credit of each referee from the header of the distributed
block they are validating.

Voting-based consensus algorithms are limited in achieving prompt consensus in networks with a
significant number of peers, but ICGG-CP, similar to CGG-CP, overcomes these issues. ICGG-CP doesn't
require all consensus nodes to send their vote to every other node, in contrast to some consensus algorithms
based on voting, such as pbft. Instead, the proposed algorithm involves the nodes with referee, player, and
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owner roles as validating nodes in consensus, and the nodes are connected in a neighborhood structure based
on the CGG network graph. To reach a consensus, referees exchange messages with neighboring players
and the owner, while players also communicate with neighboring referees. Additionally, the owner must
communicate with all referees to achieve consensus in accordance with the proposed protocol. The ICGG-
CP ensures network scalability and decentralized consensus with high transaction speed. The proposed
protocol has the potential to serve as a consensus algorithm in consortium and private blockchains.
Consortium blockchains benefit from the CGG-CP consensus protocol, which utilizes organized nodes and
defined roles for achieving consensus. Creating an underlying network and organizing nodes allows the
suggested consensus protocol to be adapted for private blockchains. Various industries, including healthcare,
insurance, and corporate governance, can benefit from the proposed consensus algorithm through intelligent
and automated consensus among parties, leading to a facilitation of tasks and a reduction in human error and
fraud.

Player

& Referee
@
[

— Credit of
m Referee

Reward of
251 player

Figure 4 Example of reinforcement signal computation for a player with multiple neighbouring referees.

The proposed consensus protocol is robust against various types of failures in distributed environments,
including stop, Byzantine, and unavailability failures. The cognitive engine embedded in the nodes is one
of the fault tolerance mechanisms, and it cannot be manipulated via a digital signature in the proposed
consensus. ICGG-CP also has a fault reporting and punishment mechanism for fault tolerance that punishes
faulty nodes if approved by others. If the referee detects an owner's fault, it can broadcast a predefined
system message to change the owner to another referee. If more than half of the referees agree, the secondary
owner will replace the owner. If a player detects a fault from the adjacent referee, they can use a specific
message to inform other adjacent referees. If the request is considered valid by the adjacent referee, the
referee will broadcast a predetermined message to the others. If more than half of them accept, the faulty
referee’s credibility will be reduced. In ICGG-CP, the fault tolerance of referee nodes has been enhanced
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with using the weighted average by players. The fault tolerance level of CGG-CP relies on its decision rules
and predetermined policies, such as block validation rules. The proposed method's fault tolerance has also
been assessed through experimental experiments and is reported in the numerical results section. In the
following, we discuss how the proposed protocol faces these types of failures that may occur in consensus.

Ordinary nodes have nothing to do with block validation; hence, their failure won't impact the consensus
process. Players and referees have the potential to exhibit a Byzantine failure through a false decision on
block approval in the block validation of ICGG-CP. The proposed protocol decreases the incentive for
consensus nodes to engage in byzantine actions by utilizing known identities and a system of rewards and
punishments. If the Byzantine-faulty referee makes an incorrect evaluation of the block, enough non-faulty
players nearby can stop its GG from reaching the desired amount. Also, when a player wrongly validates
the block, adjacent referees with a sufficient number of non-faulty adjacent players will experience slower
convergence, leading to a decrease in rewards for this player. If a node halts during execution in the proposed
schema, it can result in a stopping failure. In the ICGG-CP, failure detection mechanisms that are embedded
in referees' cognitive engines improve fault tolerance in the event of stop-failures by players. If the referee
fails to stop, the consensus process will remain unaffected, and neither the referee nor the nearby players
will receive a reward in that round. If the referee is not available to validate a block, the option to participate
with the players might be selected automatically during the criterion function determination step. In this
scenario, the referee will be punished, while the players will be granted significant incentives. Also, an equal
probability vector serves as the player's initial probability vector when a player is unable to validate a block.

4. Convergence results

In this section, we prove the convergence results of the CGG used in ICGG-CP proposed in this paper. For
this purpose, we first outline requirement definitions, such as configuration, deterministic configuration,
global behaviour, and compatible configuration of CGG, in this section. Then, we approximate the proposed
algorithm with an ordinary differential equation (ODE) by applying weak convergence theorems. Next, we
prove that the proposed algorithm and the resulting ODE converge to the solution of the optimization
problem.

4.1. Basic Definitions and Notations

In order to analyze the CGG later in the paper, we present the problem formulation, definitions, and
preliminary results in this section. The CGG involves Np players and Nr referees in a directed network N.
The definitions related to the CGG network must be provided in the following section for problem
formulation.

Definition 2. The set of players adjacent to referee j in the CGG network is denoted by
NP, = {P)| P, € P,(P,R;) € E}, where P and E represents players and edges, respectively.

Definition 3. The set of referees adjacent to player i in the CGG network is denoted by
NR; = {R;| R; € R,(P,,R;) € E}, where R and E represents referees and edges, respectively.
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Definition 4. The set of players adjacent to player i in the CGG network is denoted by
NPP, = {P|R; €R,(P,R) €E,P, €P,(P,R;) € E},where R, P, and E are referees, players, and edges,
respectively.

Definition 5. The N is a subgraph of the CGG network that includes the referee nodes adjacent to player
i (NR;) and their adjacent players (NPP;), as equation bellow:

Ni= (VLEY. (3)
Vi = NR;UNPP;
E'={(P,R;)| P,R; €V',(P,R)) € E}

Definition 6. Referees in subgraph N'= (V, £) of the CGG network are denoted by Ry ={R;| R; €
R, R; € V'}, while players in subgraph N are represented by P ¢ = { P;| P, € P, P, € V}.

Definition 7. A connected subgraph of a graph to which no vertex can be added and which remains
connected is defined as a maximally connected component [62].

Each playeri (i =1, 2,..., Np) selects an action ai(k) from two available actions a1 and oy, at instant k. The
LA approach for solving CGG involves representing each player as LA and assigning them an action
probability for action selection. At instant k, the player i has a probability of xi(k) to choose an initial action
and (1-xi(k)) probability to select the second action. The action vector and action probability vector are:

a;(k) € {ay,a,};i =12 ..., Np. 4

x(k) = [x;(k), %5 (K), .., Xy, (K]
a®) = [ay(k), ay(k), ... oo, an, (K]

n{ (k) represents the number of adjacent players with referee j that selected the initial action at k and A; (k)
denotes the ratio of that number to all adjacent players with referee j. Every Referee j (i = 1, 2,..., Nr)
provides neighboring players with a reinforcement signal g/ (k) based on G; (G;: A;(k) - B(k)),
and (k). G(k) indicates the vector of the performance criteria values for the referees at iteration k. The
reinforcement signal B/ (k) is assumed to be non-negative and bounded between 0 and 1. The identity of
the players is irrelevant to the environmental payoff; only the number of adjacent players choosing the first
action matters. Thus, all combinations that yield the appropriate number A7 will maximize G;.

(k) = Z Hay (k) = ay) (5)
_nj(k)
= g

ny (k) = [0} (), n? (k), ..., ny * (k)]
G(k) =[G (A (K)), Go (A (KD), -, g O ()]
The CGG's objective is to maximize E[Z?’jl B’ (k) ] by collectively selecting the optimal number of first
actions by players. A player may not be aware of other players or how many players are involved in the most
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applications. Once a player chooses their action, they only need to know the payoff. Once a player selects
their action, they only need to receive the payoff from adjacent referees, which they update their action
probability vector based on. To calculate rewards based on adjacent referees' rewards, CGG players follow
a predetermined policy. For instance, the policy function could be the mean or weighted mean of rewards
attained. Choosing appropriate policy functions is crucial for the performance and convergence of CGG. To
study the convergence behaviour, it is necessary to have the definitions related to the configuration of CGG
that follow.

Definition 8. x(k) = [x, (k), x,(k), ..., xy, (k)] denotes a configuration of CGG at step k, where x; (k) is the
probability of selecting the first action in the action probability vector of the LA; embedded in player i.

Definition 9. If the action probability vector of each learning automaton is a unit vector, the configuration
x is known as deterministic. Therefore, the collections of deterministic configurations, X™ , and probabilistic
configurations, X , in CGG are as follows:

X" = {£ | X = (Xll,JC,z,...,XI(,P), (6)
Vi:x; = 0or 1}

X ={x1x= (X% . X5p),
Vi:0<x; <1}

Definition 10. The dynamics of a CGG can be described by a mapping g: X — X, called its global
behaviour. A sequence of configurations {g(k)}k>0 is formed during the evolution of CGG from an initial
configuration x(0) € X, where x(k + 1) = g(x(k)).

Definition 11. In configuration x € X, equation 7 defines the average reward for action r of LA, d;(x),
where g

function of player i. Also, equation 8 described the average reward for the LA, D;(X).

is the reinforcement signal vector of adjacent referees of player i and policyFunc® is a policy

@)
dir () =E[Bi | x,a; = 7]
B = policyFunci(ﬁ)
Di(x) = E[B; | x] = diy (x)x; + din () (1 — x;) (8)

Definition 12. The sum of average rewards for all LA in CGG is the total average reward for CGG at
configuration x € X, as defined in equation bellow.

D@ = ) D) ©)

iepP
Definition 13. A configuration x € X is considered compatible if equation 10 holds for all configurations
y € X and all players. If the following inequalities hold strictly, then the configuration x is considered fully

compatible.
din(0)x; + dip (O (1 = x) 2 diy (D y; + dip (D1 = ¥;) (10)
16



Lemma 1: Configuration XEX IS compatible if and only if
dir(x) < Di(x) forall i and r.

Proof: If XEX is a compatible configuration, then
din (0)x; + dip () (1 — x) = diy (0)y; + diz(x)(1 — ;) for configuration y € X that contains y; = 1 for fixed i
(1 < i < Np), obtained from equation 8. Then we have d;, (x) < D;(x).

Conversely, let us assume d;,(x) < D;(x); Vi = 1,2,..,Np and V1 € {ay, a,} but x not compatible. There is
a compatible configuration y where, assuming configuration x is not compatible, d;; (x)x; + dip () (1 — x;) <
di1 (0)y; + din(x)(1 — y;) holds for at least one player i. Considering the assumption that is valid for the
configuration x (d;(x) < D;(x)), replacing d;; (x) and d;, (x) with D;(x) should meet the following equation:

din (O)x; + dip () (1 = x;) < Dy(x)y; + Dy(x)(1 — y) = Di(x) < Di(x) (11)

The contradiction above completes the proof of the lemma.

Lemma 2: Assume x € X is a compatible configuration. Therefore, for every player i that satisfy x; > 0
and r € {a;, a,}, the following equation holds true:

dir (E) = D;(x) (12)

Proof: According to Lemma 1, we have dir(g) < D;(x). Assume there exists an action r € {a;, a,} by

player j where d;,(x) < D;(x). The following equation can be obtained from this inequality and Equation 8.
: (13)

Di(x) =i dir ()% = Z dir (x)xir < Di(x) i Xir
r=1 r=1

r=1
Xir>0 Xir>0

= D;(x),where x;; = 1 — x;

The proof of the lemma is completed by the contradiction above. Figure 5 provides an overview of basic
definitions and notations described in this section that are used in the following sections.
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Figure 5: An overview of basic definitions and notations.

4.2. Behaviour of Cellular Goore Game

In this section, we study CGG, where the Lr. learning algorithm is utilized by all learning automata. The

following assumptions are used.
Assumption 1: G;: [0,1] - [0,1]; Vi = 1,2 ..., N, is continuous and unimodal.
Assumption 2: The reinforcement signal 87 (k) is assumed to be non-negative and bounded between 0

and 1.
The evolution of process {g(k)}bo, which follows the Lg. learning algorithm, is Markovian and can be

explained by this difference equation [37]:

x(k +1) = x(k) + bg(x(k), B(k)), (14)
In equation 14, B (k) is comprised of components By, (k) (for1 < i < Npand 1 <y < |NR;|), dependent
on x(k). Also, g is the learning algorithm, and b is a Np X Np diagonal matrix with b;; = b;, where b; is the
LA; learning parameter. According to the type of learning algorithm used, the algorithm for updating the
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probability vector of each player’s actions can be written as follows in equation 15. Also, Ax;(k) is defined

in equation 16.
x;i(k) + bB(k)(1 — x;(k)) if a; (k) = o (15)

xi(k+1) = {xi(k) — bB(k)x;(k) else.

Ax;(k) = E[x;(k + 1) — x;(k) | x(k)]
Ax = [Axy, Axy, ..., Axy, | (16)

Lemma 3: The Markovian process {E(k)}kzo’ which is defined in equation 14, is ergodic.

Proof: We can prove lemma 3 by demonstrating the following two properties in the Markovian process
described by equation 14.

1. {g(k)}k20 has no absorbing states, as no x(k) satisfies x(k + 1) = x(k).
2. {g(k)}k20 is strictly distance diminishing. In Appendix A, we will prove that this Markovian process
satisfies Norman's definition [63] of strictly distance diminishing processes.

Also, x¢and XC denote x(k + c) when x(k) = x, and x(k) = Y, respectively. Regardless of initial
configurations x and Y, x¢ - XC as ¢ » o, We prove the claim in Appendix a. The ergodicity of the
Markovian process {g(k)}k20 can be concluded by considering the two properties above and the results from
this corollary.

Let's assume that referees my, ..., m;yg,| are neighbors of player i and n’1VR"(k) represents the vector of the

the number of adjacent players with theses referees that selected the initial action at k. The conditional
expectation of the reward signals received by player i is calculated as follows:

E [ (0] = E[g]n7 (o), .. ny (0] (17)

my ™M|NR;|
) n, ‘(k n k
= PolicyFunc'| Gp, (ﬁ)’“'Gmeﬂ — @)
™ |NPm|NRi|

= Gt (nf 00, ™ 00) = 67 (n )

o . y mINRy

In the sequel, G'(ny"(k))is used to represent PolicyFunc' (Gml (—7131’ (k)) G (—Tl Uci)) for
n, (k) m NP,

™NR;|

s Omyyg.
1| INR;l

convenience. These definitions in the equation below must be considered to continue with the CGG analysis.
S(N) ={1,2,....,N} (18)
S(N,i))={1,2,....,i—1,i+1,...,N}
P(N) ={W:W < S(N)}
P(N,i) ={W:W < S(N, i)}
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The equation below depicts the probability that the number of nearby players of player i's adjacent referees

who chose the first action is equal to [L,,,, ..., lmINRil], given that player i has selected their first and second

Pr {nifh = lml: ""nl e = lm‘NR,| | X a; = (11} = | | . X § | | Xm | | (1 - xn)
B N € MCC(NY)
WGP(PNi mew nES(PN]il)*W

):VjeRNh;\W,-|:z,-—1

Pr {n;nl = tmy ""nTWR“ = by | X 00 = 0(2} ) (HNLEMCC(N‘) Z (”1;"[’ o 1_[ . xn)))

WET(pNL):VjERNIiL;\Wj\:lj nes@yi )-w

actions.
(19)

Here, MCC(N?Y) is the maximally connected component set of Ni. Also, the event of players in i
selecting the initial action is denoted by W, while the neighbouring players of the jth referee in Ryi who

choose the first action are represented by W;. Ax; can be calculated using the Lr-itechnique, as shown
in equation 20, and f,(x) is as determined in equation 21.

Ax; = byx;(1 - xi)E[.Bi | a; = avé] — bix; (1 — xi)E[,Bi la; = az'ﬁ] =bix;(1—x)f;(®) (20)

NPp, -1 NPmyyg, =1 (2 1)

f@)= D D (G (bt L by + 1)

lin, =0 S

_gi (lmu"'lmeil)) ﬂN,ﬁEmcc(m) Z H X 1—[ (1—xp)

WG.’P(pNh):VjERNa;‘Wj‘dj mew nes(%)_w
The Lg.approach can be used to calculate Ax;, as indicated in the equation below.
Ax; = bix;(1 — x)E[B; | @; = ay,x] — bix;(1 — x))E[B; | @; = ag,x] = byx;(1 — x;)[dis (x) — dip(%)] (22)
= bx; (du(E) — dp(x) — x;di (%) + xidsp (E))

= bix; (dil (E) - (xidil (&) + (1 —x)d;, (E))) = bix; (du(&) - Di(&))

Given that Vb > 0, the Markov process of {g(k)}kzo, is a function of b, and this dependence is explicit
denoted by x” (k). The equation below provides the definition of X (t) as the continuous time interpolation
of x (k).

XP(t) =xP(k)ift € [kb, (k + 1)b) (23)

The learning algorithm, as expressed in equation 14, can be redefined as the equation below, with

6 being a composition of the action vector, a and the payoff, .
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xb(k + 1) = x2(k) + bg (2 (), 8° (K)), (24)
This above algorithm satisfies the following conditions:
o {x(k),0(k- 1)}k20is a Markov process.
e The automata's outputs are limited to finite sets. 8 (k) is limited to the interval [0,1]. Thus 8(k) gets

values from a compact metric space S.
e g isindependent of b and is continuous and bounded.

o {8k}, isan independent identically distributed sequence for a specific configuration, x (k) = x.

e Suppose B be a Borel subset of S. One-step transition function TF(Q, 1, B) = probability(8 (k) €
B|6(k—1) = 08,x(k) = x), is independent of b, k, and 6. In other words, if x(k) is given, 8(k) is
independent of 8(k — 1).

e TF(6,1,.]x) has a unique invariant probability measure called M(x), which is independent of 6.
The probability measures M(x) are trivially tight since S is compact.

o [g(x,0)TF(,1,d6]x) is not dependent on 6 and is continuous for x.

The following theorem results from weak convergence theory [64] provided that the above conditions are
met.

Theorem 1. The sequence of interpolated processes {X?(.)},>0, converges weakly to z(.) when b —
0 for Lr- algorithm, as specified by the following equation.

d
d_i = [ (2), hy(2), ..., Ay, (2)];2(0) = x(0) =

hi(@) = 2:(1 - 20, @) = 7 (du(2) = Di(z)) ;1 = 1.2, .., Ny
4.3. Convergence of CGG in ICGG-CP

First, we propose some assumptions and remarks about ICGG-CP, which are used in our analysis in this
section. Then, we determine the equilibrium points of CGG's ODE in ICGG-CP and analyse the stability of
these equilibrium points in the following subsections. Finally, we present some theorems related to the
convergence of CGG.

Assumption 3: Every referee has a constant credit that is assumed to be non-negative.

Assumption 4: Each player utilizes the weighted average function based on the credits of its neighboring
referees as their policy function.

Assumption 5: From the selected actions of players, if n,(k) equal to [Ly, Ly, ..., Ly,], the function

Z?’jl C; X Gj(k) will reach the maximum possible value based on the CGG network, N, the credits of

referees, C, and the criteria function of the referees, G.
Remark 1: A uni-modal performance criterion of referees be defined generally as follows:

-(a"-2)° (26)
G(A) =c+ae b
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Inround t of the CGG, A, represents the ratio of neighboring player nodes with a "yes" action to all adjacent
players for the referee i, while c, a, and b are learning parameters. A predefined value 1 is assigned to
A;" when the ith referee approves the block, and 0 when rejected.

Remark 2: The predetermined rules for creating the underlying ICGG-CP graph state that a player cannot
have more than a certain number of adjacent referees.

Remark 3: Predetermined rules for constructing the underlying graph of ICGG-CP limit the number of
referees.

Remark 4: The initialization of the players' action probability vector is determined by their opinion of the
block's acceptance or rejection in ICGG-CP. If a player doesn't respond within the duration of the validating
block, an action probability vector with equal probability will be used for it. Consequently, x;(0) should be
in {Papprove: Pdisapprover 0-5}, given that Payyrove and Pyisapprove r€Present the initial of players approving
and disapproving a block, respectively.

Remark 5: According to assumptions 3 and 4, the following statements must be true:

Vi€ 1,2,..,Np,n,VRi = [n’lnl,..,nln'NRi']; In, VR = [} (27)

— [Lml,Lmz, ---'Lm|NRi|] s.tGH(LY)
> gi(ﬁNRi),V&NRi + Li

Remark 6: Based on the referees' sent data and a predetermined decision rule, the owner determines block
validation in ICGG-CP. The threshold of the minimum percentage of referees who agree to approve or reject
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the block, denoted by MA, is one of the predetermined decision rules. Referees will have the same function
as the performance criterion function in CGG if they all agree to validate the block.

Remark 7: The deterministic configurations x* that provide n,(k) equal to L = [Ly, Lo, ., L], are
compatible points.

4.3.1 Equilibrium points and stability property

Theorem 2. The deterministic configurations, X*, are only the equilibrium points of the ODE given in
equation 25.
Proof: Setting % = 0 can determine the equilibrium points of ODE in equation 25. The solutions can be
classified in the following ways (Vi = 1,2, ..., Np):
1. z; €{0,1}
2. 3z, € (0,1):z; = zy and fl-(g) =0
3. combinations of categories 1 and 2; z, € (0,1): z; = z, or z; € {0,1}

According to definition 9, the deterministic configuration z € X'* can be one of the equilibrium points that
Vi=12,..,Np:z; € {0,1}.

The initial probability value of players in ICGG-CP be determined using the method discussed in Remark
4, which results in Vi = 1,2,...,Np: x;(0) € {Papprove Pdisapprove, 0-5}. Thus, the third solution is
impossible for achieving equilibrium points in this application. In the following, we prove that the second
solution is impossible in ICGG-CP. The conditions Vi = 1,2, ..., Np: 3z, € (0,1),z; = z, are only satisfied
when all players agree to approve or reject the block or if no player confirms the block within the time limit.
First, we show that if all players approve a block (Vi = 1,2, ..., Np: z; = Papprove), fi(2) cannot be equal to
zero. The other cases can be proved in the same manner. In this case, if all referees approve the block,
according to Remarks 1 and 6, they will have the same function as the performance criterion function, and
E[Z?’fl Cj x G;] can be maximized through providing n, equal to [INP|,[NP,|,...,|NPy,|]. The

configuration z = [Pappmve,...,Pappmve] is not compatible due to the assumption that P,,prove < 1,
because there exists a configuration z* = [1,1, ...,1] that satisfies the following equation:
diy(2)z; + dp(2)(1 — 7)) < diy (27" + dip(2)(1 — 7,%) (28)
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Based on Lemma 2, we can say that there's a player j and action r € {a, a,} that satisfy d;,(2) < D;(2),
given that we've proven z to be non-compatible. As a result, fi(g) cannot be equal to zero, according to
equation 25.

Theorem 3. Configuration x* is an asymptotically stable equilibrium point of ODE (equation 25) over
X", with components that maximize the function E[ZNR Cj x G;] through providing n, equal to
[L1, Lo, oo L.

Proof: We employ the Lyapunov theorems [65] for autonomous systems to prove this theory. This proof
involves transferring the origin to an equilibrium point x*, followed by the introduction of a Lyapunov
function to assess the stability of this point. According to Remark 7 and Lemma 2, the deterministic
configurations x*that result in n, (k) being equal to L = [Ll,LZ, ...,LNR] follow the following relation:
Vi=1,2,..,Npand r € {a;,a,}: x;* € {0,1} ,dir(g*) (29)
= D;(x")
The origin was shifted to x* using the following transformation.

*

Xir = Xir — Xir (30)

Because x;,- is a probability vector, the value of X;,- must be between -1 and 1. Consider this positive
definite Lyapunov function:

N ) v, _(lifxr=1 (31)
V(2) = Ziniyxln(l xiy),ti—{zl.fxi*zo

y=t;

According to the defined Lyapunov function and x;;," = 1, only —1 < £;,, < 0 are members of the
domain of V(£) (D(V(%)). Also, V£ € D(V(%), V(%) = 0 and is zero only if £;,, = 0 for all i. The following
equation expresses the time derivative of V (.).

. dx 32
VR == > T xv(y) 2

y=tj
In(1— 1—-%;,)—Xx
v( ly) [n( xty) ( xly) Xiy

— xly

To continue the proof, we need to calculate the range of values for £ ‘y . The components of the derivative

of X with respect to time can be expressed as the following equation usmg equation 30.
d)?ir _ dxir _ dxi,,* _ dxl-r (33)
dt  dt dt  dt
The equation 34 can be reformulated by employing 24 and 29 as follows.
dx;
d;r = Xir (dir(z) - Di(z)) = Eir + x57) (dir(é) - Di(&))
According that x;;, = 1, equation 34 can be rewritten using equation 8 as follows:
24
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dz, (G + D20 (du(®) - de(2) if T = (35)

t (Ziz + D(—X;2) (diz(é) - di1(£)) ifr=a,

d’?“ >0, and if t; =2 > djp(x) > dis(x) -

Since —1< 5C\iy <0, if t; = 1- dil(X) > diz(X) g

dxtz dxlr

> 0, thus implying

> 0. The following cases can occur for each term of this derivative, depending
on the value of £;,:

1. —1<xly<0v(xly)>0and W>0—> ‘yx v(%y) >0

2. Ry =0:v(%,)=0 - Ly v(%,) =0
Therefore, the inequality V(g) S 0 holds for all configurations x, and is zero only when X equals zero for
all i and r. Thus, by applying Lyapunov theorems to autonomous systems, we can prove the asymptotic
stability of equilibrium point x* for ODE 25.
Lemma 4. Configuration x*, which is an asymptotically stable equilibrium point of ODE (equation 25)
over X, is compatible.
Proof: Imagine about a solution x* , where x*; € {0,1}, is an asymptotically stable equilibrium point of
ODE (equation 25). From the expression for h; in equation 25, we can obtain equation 36.

oh; _ of (36)
| T x (1 —x;) axj,V] * 1

dh;
[ | _ax:- = (1-2x)f;

Equation 37 gives the matrix [%] of this solution x*. It is easy to verify from equation 20 that equation
J

38 is correct for this soloution.

| %(f) =0;Vj#1i i
fi(x?)if x*=0
m ) { fi(x) if % =1
- ?(f _ {— (dil(ﬁ) - dzz(&)) if x* =1 (38)
i di1(x) = dia(x) ifxi*=0
H

According to x* is an asymptotically stable equilibrium point of ODE (equation 25), the eigenvalues of

the matrix [%] :i > 1,j < Np must be negative. Therefore, the following equation holds for x*. As a

J

25



consequence of this equation, dir(g) < D;(x) for all i and r, and x* must be compatible based on Lemma
1.

6hi . if Xi*=1 using Equation 6
T (1) <0 P50~ (dn(®) ~ da(®)) < 0 - da®) < dun() D (x) = dn () - i) 39)
> dip(x)
%(5*) <o %3 = di1(x) — dia(x) < 0 = djy (x) < dp(x) Loing Fauation S Di(x) = di(x) - Di(x)
> di(x)

Lemma 5. The equilibrium points over X that are not compatible in the system are unstable.

Proof: Assume that the not compatible deterministic configuration x* is an ODE equilibrium point that is
asymptotically stable. So, according to Lemma 4, x* must be compatible. The proof of the lemma is
completed by contradicting the assumption of non-compatibility x*.

4.3.3 Convergence results

Theorem 4. The CGG in ICGG-CP always converges to a stable and compatible configuration with the
initial configuration x € X — X* when the value of b is sufficiently small.

Proof: According to Remark 4, the initial probability value of player i in ICGG-CP isx;(0) €
{Papprove: Pdisapprove, 0.5} for i = 1,2, ..., Np. Thus, x(0) belongs to X — Xx*. Equation 14 describes the
evolution of a CGG with Lr.i learning algorithm. {g(k)}k20 is a discrete-time Markov process, as implied
by this equation. According to Lemma 3, this Markovian process is ergodic, and CGG can reach a maximum
of z(.) , where % = 0, as described in Theorem 1. Only for all deterministic configurations, Theorem 2

shows that the derivative of z(.) is zero. Therefore, the solution to ODE (25) converges to a set that only
contains equilibrium points of the ODE (25) for any initial configuration in x € X — X*. As all equilibrium
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configurations that aren't compatible are unstable, the theorem is proven. Figure 6 shows an overview of the
steps involved in studying the behavior of CGG and its convergence in ICGG-CP.
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Figure 6: An overview of steps involved in studying the behaviour of CGG and its convergence in ICGG-CP.
5. Numerical results

In this section, we provide several experiments to assess the proposed consensus protocol. We use Python
to simulate a consortium blockchain as a decentralized peer-to-peer network, and we utilize multiple ports
to simulate the blockchain's multi-node environment. Table 1 shows the simulation parameters. We perform
the experiments on a PC with a single Intel(R) Core i7-8550U 1.80 GHz CPU and 12 GB of RAM. We
repeated all experiments described in this section 20 times to eliminate statistical bias and are reporting their
average. Our evaluation of the performance of ICGG-CP is based on several metrics, including average
entropy, average performance function, success percentage, throughput, average latency, average block
time, average number of communications, and average reward, as described in detail in [32]. Weighted
average Gavg (G, 4vy) and weighted total average Gavg (G, 4v4) are another performance evaluation metric of
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ICGG-CP, which shows the average of the weighted scaled performance function during the execution of
the CGG model in episode t and all episodes, respectively, according to the equation below.
VA;, A € [0,1] (40)

>R Cox Gy(A) .
Ng X TiR €; x Max([Gy (A7), ..., Gy (A, )])

Gw_avg ® =

T
1
Gw_avg = T X Z Gw_avg (®)
t=1

The equations above use T to represent total episodes of block production, C; to represent the credit of
referee R, G(t) to represent the scaled performance function value of referee R, and Ny to represent the
number of total referees, N* to represent the total number of neighboring players in referee i. The fraction of
a, votes that referee i obtained from its neighboring players in episode t of block production is denoted by
Ai, Whereas A; denotes the optimal fraction of «, votes in this cell that maximizes G;.

The simulation estimates the referees' credibility by considering the number of nearby players and updates
it based on behavior type and average response time for producing subsequent blocks. In the following

section, we will detail a series of experiments.
Table 1. The simulation parameters

Simulation Description Value
parameter
N Total number of nodes 150
R Number of referee nodes 5
P Number of player nodes 100
X Average size for transaction 1000B
T Size of blocks 2MB
fo Percentage of player faulty nodes 30%
fr Percentage of referee faulty nodes 20%
K Maximum number of executive rounds permitted for each 500
referee
Tmin Threshold for entropy 0.01
Papprove Initial probability for players to approve a block 0.8
Pdisapprove Initial probability for players to disapprove a block 0.2
G Unimodal performance criterion of every referee _[(A‘—At)z]
09e 0.0625
a Reward learning parameter for Learning automaton of every 0.15
player
- Rate of invalid blocks 0.1
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5.1. Experiment 1

In this experiment, we aim to determine how the proposed consensus algorithm performs compared to CGG-
CP [32], PBFT, and RB-BFT [53]. Figures 7-10 and Table 2 present the experiment's results. From this
experiment's results, we can draw the following conclusions:

Figure 7 illustrates the comparison of fault tolerance between CGG-CP and ICGG-CP based on
failure type and role. The results indicate that ICGG-CP has significantly enhanced referees' fault
tolerance, particularly Byzantine fault. Players' credibility-based weighted average policy and a
reporting mechanism for referee faulty behavior enhances referee fault tolerance in ICGG-CP
compared to CGG-CP. ICGG-CP's player fault tolerance is equivalent to CGG-CP's fault tolerance,
as depicted in Figure 7. No attempts have been made to increase the fault tolerance of players in the
improved CGG-CP protocol.

It is evident from Figure 7's results that the fault tolerance rate of CGG-CP varies based on the fault
type and participants' roles in consensus. The lower fault tolerance rate of referees in ICGG-CP is
justified by their higher reliability and responsibilities in the consensus process compared to players.
The fault tolerance rate of PBFT is 33%, while the fault tolerance rate of RB-BFT is 50%. Based on
the results, it can be concluded that the proposed algorithm outperforms PBFT in terms of fault
tolerance rate. Due to the higher number of players than referees in ICGG-CP, this protocol has
more fault tolerance than RB-BFT.

Figure 8 demonstrates that ICGG-CP has a higher throughput compared to PBFT and RB-BFT. Our
proposed strategy of intelligently achieving consensus using the CGG model and grouping nodes
has reduced the time it takes to reach consensus.

Figure 8 indicates that when the number of nodes increases, PBFT and RB-BFT algorithms show a
significant decrease in throughput, whereas the CGG-CP algorithm demonstrates a slow linear
decline.

Based on the results of this experiment, the CGG-CP outperforms the ICGG-CP slightly in terms of
average latency and throughput. ICGG-CP's addition of fault tolerance mechanisms caused a slight
decrease in throughput.

Comparative analysis of communication complexity among ICGG-CP, CGG-CP, PBFT, and RB-
BFT is depicted in Figure 9. The average number of communications is higher in ICGG-CP
compared to RB-PBFT. The reason behind this is the large number of exchange messages sent by
nodes to converge the CGG and reach a consensus. When the node count exceeds 73, ICGG-CP has
lower communication complexity than PBFT, as depicted in Figure 9. Unlike PBFT, the proposed
consensus method doesn't need all consensus nodes to send their vote to every node, justifying this
result.

Figure 10 gives the results of a comparison of the communication complexity of ICGG-CP and
CGG-CP. Players in ICGG-CP have lower communication complexity compared to players in CGG-
CP. Players in ICGG-CP have lower communication complexity compared to players in CGG-CP.
This is because if a player's action probability converges to an action while executing the CGG of
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ICGG-CP, they can notify their referees via a specific message and prevent sending repetitive
actions. However, ICGG-CP has slightly increased the communication complexity of referees. This
protocol requires referees to exchange more messages to increase their fault tolerance and tolerate
the owner's fault, such as sending the results of their GG to other referees and the owner. It's more
crucial to decrease the complexity of communication among players because they usually
outnumber referees.

Table 2 provides the results of a comparison of ICGG-CP with CGG-CP based on several metrics,
such as throughput, average latency, and average block time, after generating 1000 blocks on the
blockchain. According to Table 2, ICGG-CP has a higher weighted total average Gay value than
CGG-CP, but a lower total average Gayg Vvalue. Given that the credit-based weighted average
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mechanism is defined for ICGG-CP players, the value of G,, ., in ICGG-CP is greater than that of
CGG-CP, which employs the average policy for its players.

90
80
70
60
50
40
30
20
10

0

Fault-Tolerance Rate

Stopping Unavailability ~ Byzantine Stopping Unavailability =~ Byzantine
Player Referee
= ICGG-CP 80 55 40 38 55 49
B CGG-CP 80 55 40 33 50 35

Failure Model

= ICGG-CP m CGG-CP

Figure 7 A comparison of the fault tolerance of ICGG-CP and CGG-CP
2500

2000

1500

1000

Throughput (TPS)

500

20 30 40 50 60 70 80 90 100
The Number of Nodes

=== CGG-CP ==@=PBFT e=ll==RB-BFT e=@=|CGG-CP

Figure 8 A comparison of throughput of ICGG-CP with CGG-CP, PBFT, and RB-BFT



20000
18000
16000
14000
12000
10000
8000
6000
4000

2000
0 —_——

10 20 30 40 50 60 70 80 90 100
The Number of Nodes

Average Number of Communications

==@==PBFT e=ll=RB-BFT ==fe=CGG-CP ==0-=|CGG-CP

Figure 9 A comparison of communication complexity of ICGG-CP with CGG-CP, PBFT, and RB-BFT

70000

60000

ications

50000

w B
o o
o o
o o
o o

Average number of Commun

.

10 20 30

50 60 70
The Number of Nodes

80 90

[d Players' communications in ICGG-CP
[ Referees' communications in ICGG-CP

& Players' communications in CGG-CP
M Referees' communications in CGG-CP

Figure 10 A comparison of the communication complexity of ICGG-CP and CGG-CP

32



Table 2. Comparison table of ICGG-CP with CGG-CP in Experiment 1.

Evaluation Parameter ICGG-CP CGG-CP
Success percentage 100% 100%
Throughput (TPS) 579.24 592.31
Average latency (seconds) 8.99 8.72
Total average Gayg 0.933 0.972
Weighted total average Gay 0.991 0.891
Total average entropy 0.01 0.01
Average number of player 165.25 250.41
communications

Average number of referee 4187.65 4091.97
communications

Average player reward 3.37 3.12
Average referee reward 482.14 451.28
Average block time (seconds) 341 3.32

5.2. Experiment 2

In this experiment, we use evaluation metrics, such as throughput, entropy, and the weighted average
performance function, to assess our proposed consensus's efficiency and convergence performance in 1000
block-creation episodes. Figure 11 and 12 shows the weighted average Gayg and the total average entropy
versus block production episode, respectively. Across various episodes, the total average entropy and
average Gw avyg are practically the same, at approximately 0.01 and 0.94. As a result, the convergence of
Gw_avg t0 a desirable value has been achieved in all episodes of block creation. Figure 13 depicts the
throughput in different episodes is roughly between 500 and 550. The throughput was reduced in some
episodes where a block was rejected and a transaction was not added to the new block. Figure 14 shows
credit and the average Gayg Of referees in the proposed consensus in 100 episodes of block creation. The
credentials of referees differ, and their behavior during block generation episodes causes their credits to
change, as indicated in Figure 14-a. Figure 14-b demonstrates that referees with higher credibility achieved

33



a higher average Gayg during the production of 100 blocks. The result is justified because the players' reward
policy in each CGG round in ICGG-CP is based on their referees' credit weighted average.
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Figure 11: Gw _avyg Versus episode in experiment 2.
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Figure 14: The credit and the average Gayg Of referees versus episode in experiment 2.

Experiment 3

In this experiment, we evaluate the effect of faulty nodes on the performance of ICGG-CP. For this objective,
we analyze the referees’ Byzantine failure and owner’s failure in CGG-CP and summarize the results in
Figures 15 to 16 and 17, respectively. One of the five available referees had a Byzantine failure during
episodes 3, 7, 13, 18, 25, 51, 57, 62, 67, 82, 89, and 93 of block production in the faulty referee experiment.
Figures 15 and 16 represent the credit and the Gayg of a faulty and non-faulty referee versus episode,
respectively. Figure 15 implies that the referee's failure will not affect the consensus process since its Gayg
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value decreased drastically during the error episodes. Furthermore, Figure 15 illustrates a decrease in the
credibility of the faulty referee after it commit a mistake. Additionally, it can be deduced from Figure 16
that the Gayg value of the non-failure referee slightly decreased during the episodes of the fault. Figure 17
represents the throughput of ICGG-CP in the referees ' Byzantine failure scenario. Figure 17 indicates a
slight decrease in throughput during episodes with the fault. This is due to the faulty referee taking longer
during its GG process with its players, causing a delay in CGG execution step in ICGG-CP.
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Figure 15: The credit and the Gayq 0f a faulty referee versus episode in experiment 3.
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Figure 16: The credit and the Gayq 0f a non-faulty referee versus episode in experiment 3.
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The owner, one of the referees, faults episodes 3, 22, 44, and 52 of block production in the faulty owner
experiment scenario. Figure 18 depicts the throughput and block time of ICGG-CP in this failure model.
Figure 18 indicates that during fault episodes, there was a decrease in throughput and an increase in block
production time. The reason can be explained in the way that the procedure considered to declare the
owner’s fault increases the block production time, but instead, it has made this method resistant to the
owner’s fault.
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Figure 18: The throughput and block time of ICGG-CP in the owner's failure in experiment 3.
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6. Conclusions

This article presents consensus algorithms by extending CGG-CP to improve fault tolerance and
communication complexity. The proposed protocol, like CGG-CP, has three roles - referee, player, and
owner - that act as consensus nodes. However, other referees also perform some of the owner's duties
simultaneously to monitor the owner's tasks. Additionally, a secondary owner has been selected from the
referees to take on the owner's responsibilities in the event of the owner's failure. Therefore, the proposed
protocol is resistant to owner failure, unlike CGG-CP. Also, ICGG-CP increases referees' fault tolerance by
proposing a mechanism for players to report referee-faulty behavior. Using a weighted average to calculate
player rewards based on their adjacent referees, the ICGG-CP aims to increase the impact of nodes with
higher credibility in validating or invalidating blocks, which ultimately enhances the referee’s fault tolerance.
Furthermore, ICGG-CP introduces a new feature that reduces player node communication costs. If players
trust their referee, they can send a unique message informing them when their action probability converges
to action in performing the CGG and avoid repetitive actions. This paper studies comprehensively and
theoretically the Cellular Goore Game behavior and proves the convergence of CGG in the proposed
protocol. Finally, several experiments were performed to assess the performance of the proposed protocol.
According to empirical results, this approach improves fault tolerance and communication complexity.

In the future, we intend to design a new approach to accelerate the convergence of the CGG, leading to a
decrease in communication complexity and an increase throughput the proposed consensus algorithm. Also,
we plan to apply other Al techniques, like outlier analysis and clustering, as knowledge discovery methods
in the cognitive engines of the presented consensus algorithm.

Appendix A

Proof of Lemma 3: Let ES(k) = {a]|a = (a;(k), ay(k), ... ... ,ay, (k))"} be the event set that evolves
state x (k). Therefore, we can express the following equation, where the definition of fz) is in accordance
with equation 14.

x(k+1) = fespo(x(k)) (41)

Consider Probability[ES(k) = e|x(k) = x| = p.(x), wherein p, (x) is a real-valued function on ES x
X. Let us define d(x,y), m(pe) and u(f,) using the equations below.

d(xy)= Z,Ixi — il (42)

L0 = 00(5) @
m(,De) = Supyti d(z'i)

d —feld a4

W) = Supyes (fe(dﬁ) fel&) (44)
(2. %)

The following statements are true:
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Hown e

The set ES is finite.

(X, d) is a compact metric space.

Foreverye € ES, m(p,) < co.

Forevery e € ES, u(f,) < 1. To prove this statement, suppose x and y as two states of the process

{g(k)}kzo. The equation below shows that u(f,) < 1since 0 < b; < 1,0 < (k) < 1,Vi from

equations 15 and 44.

d (fe(l) —fe (X)) _ Yilfe, () = fo, )| )

u(fe) = Supyzx 4 (K'X) ilxi — yil

_ i1 = bBU)|x; — yil
Xilxi — il

As a result, the Markovian process provided by equation 14 is strictly a distance diminishing process, as
defined by Norman [63] in his definition.
Proof of Corollary in lemma 3: The equation that results from Lemma 3 is as follows:

d(x5y%) = D A= bp)° x | = (46)

As ¢ — oo, the right hand side of the preceding equation tends to zero. As a result, x¢ — XC as regardless

of the initial configurations x and y.
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