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Trust is known as an important social concept and an effective factor in all human interactions
in social networks. Users tend to interact with trusted people with whom they have had positive
experiences. Trust is updated over time as a result of these repeated interactions. Even though
dynamicity is a universally accepted property of the social trust, trust networks are often modeled
as static digraphs. In this paper, we first propose that a stochastic graph model, where the weights
associated with edges are random variables with unknown distributions, may be a better candidate
for representing trust networks. Then, we review the literature on analyzing complex networks and
determine graph measures which are most appropriate with respect to the special properties of the
concept of trust. Considering trust-specific measures, we finally propose a dynamic algorithm for
sampling from stochastic trust networks, which is an extension of Frontier sampling. Even though there
exist a few sampling methods which address edge weights and their variations over time through the
sampling process, these methods are unable to accurately preserve the properties of trust networks.
The proposed algorithm in this paper uses learning automata to tackle the disconnectivity problem of
sampled subgraphs by Frontier sampling and, at the same time, capture the changes of edge weights
through the sampling process. Our experimental results on the well-known trust network datasets
indicate that the proposed sampling algorithm preserves more accurately the trust-specific measures
of trust networks compared to existing sampling methods.

Keywords:

Trust networks
Stochastic graphs
Graph measures
Network sampling
Learning automata

© 2020 Published by Elsevier B.V.

1. Introduction

Social networks have become popular as a medium for dis-
seminating information and interacting with others. The public
accessibility of these networks with the ability to share informa-
tion, opinions, and experience offers great promise to companies
and governments. Social networks are used by companies and
governments to deliver their services to customers and citizens.
These networks are intrinsically non-deterministic, and topolog-
ical structures and human behaviors in them have time-varying
nature. As a result, using a static graph model with fixed weights
for social networks is too simplistic and restrictive for many real-
world network problems. Authors in [1] were the first to address
the dynamicity of edge weights in social networks and propose
using stochastic graphs, in which edge weights are random vari-
ables with unknown distributions, for modeling and analyzing
these networks. They presented new generalizations of some
graph measures for stochastic networks and proposed several
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learning automata-based algorithms for calculating these mea-
sures. Very recently, some research works have been dedicated
to solving various problems on stochastic social networks [2-5].

Trust is considered a vital factor in online social networks.
The success of social interactions depends on the level of trust
that users have with each other as well as with service providers.
In this way, trust influences the quality of interactions in social
networks and reduces uncertainties and risks from unreliable
users. From the other side, the experience of users in their inter-
actions also affects the level of trust between them in such a way
that trust increases between users if the experience is positive
and decreases otherwise. As a result, dynamicity is an important
property of social trust.

Various techniques have been used in literature for addressing
the dynamicity property of the trust, for example, using temporal
window [6-10], aging of old interactions [11-13], giving more
weight to recent interactions [14-16], periodically computing
the value of trust [17,18] and considering only the most recent
interaction [19,20]. However, even though the dynamic nature of
trust has been widely accepted in the literature, most works in
this scope have been modeled trust networks as static digraphs
and developed deterministic algorithms for solving problems on
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these networks [21-36]. In this paper, we propose that a stochas-
tic graph can better represent trust networks with respect to
the dynamicity property of the trust, and therefore it is a more
accurate model for these networks. To the best of our knowledge,
we are the first to introduce the concept of a stochastic trust
network as a model for trust networks.

Since online social networks have gained more popularity
among internet users in recent years, computer scientists and
sociologists have started to study and analyze the characteristics
of these networks. Social network analysis (SNA) as an inher-
ently interdisciplinary field focuses on social relations between
users rather in the users themselves. The main purpose of SNA
is to study both contents and patterns of relations in online
social networks to understand the implications of these social
relations. Trust networks are of the most important directed
and weighted social networks. There exist different generaliza-
tions of the original graph measures proposed in the literature,
which in addition to considering the topological structure, also
address directionality and weights of connections. However, since
these generalizations have been designed with different types
of networks in mind, despite having the same goal they behave
quite differently from each other. As a result, when studying a
network of a special type, the first and most important challenge
is that which definitions must be adopted among several existing
various definitions. To tackle the challenge of selecting measures,
we survey the literature for the existing graph measure general-
izations, and choose the most appropriate of them with respect
to the properties of trust. Wherever it is necessary, we also
propose new definitions of measures, considering the topological
structure, the directionality, and the trust weights assigned to
connections in a trust network.

In addition to the challenge of selecting graph measures, there
exist many other factors that make it difficult, if not impossible,
to study social networks in their entirety. First and foremost, the
huge size of many real-world networks makes it computationally
infeasible to study the entire network. Moreover, some online
networks are not completely visible to the public (e.g., Facebook)
or can be accessed only through crawling (e.g., Web). In other
cases, the size of networks may not be as large but the measure-
ments required to observe the underlying networks are costly. As
a result, network sampling is at the heart and foundation of the
study for understanding network structure.

The main goal of network sampling is to produce represen-
tative subgraphs with a smaller size which can be used to make
inferences about the full graph. Many network sampling methods
have been developed in the literature [37-44]. However, these
methods attempt to only match the structural properties of the
original graph and in the case of weighted graphs, they ignore
edge weights through their sampling process. This is while many
social networks include weights associated with their edges to
differentiate the edges in terms of their strength or capacity [45].
Moreover, the edge weights in many of these networks change
over time, indicating the non-deterministic nature of these net-
works. Authors in [1] proposed that stochastic graphs, in which
edge weights are random variables with unknown distributions,
can better represent social networks. Very recently, some re-
search works have been dedicated to sampling subgraphs from
weighted [46] and stochastic [3] social networks.

In this paper, we also develop a dynamic sampling algorithm
based on learning automata for stochastic trust networks, whose
sampled subgraphs can accurately preserve our trust-specific
measures. The proposed algorithm, called D-LAFS, is an exten-
sion of the Frontier sampling algorithm (m-dimensional random
walk sampling) [43] which uses m dependent random walkers.
It has been shown that sampling methods based on random
walks performs best for preserving the properties of the original
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graph [47]. However, in the presence of disconnected or loosely
connected original graphs, Random walks can suffer from large
estimation errors [43]. Therefore, authors in [43] proposed a new
m-dimensional random walk sampling method and indicated that
this method, called Frontier sampling, exhibits lower estimation
errors while preserving all of the important sampling properties
of a regular random walk.

The problem with Frontier sampling is that this method, be-
cause of using m random walkers, is probable to sample sub-
graphs with multiple disconnected components. Moreover, Fron-
tier sampling does not take into consideration edge weights and
thus their changes over time. To tackle these problems, the sam-
pling algorithm D-LAFS proposed in this paper uses learning
automata to guarantee the connectivity of sampled subgraphs
and, at the same time, perform smart sampling for minimizing
the number of samples taken from the edge weights of the
original graph. In D-LAFS, learning automata are biased to high
degree nodes and learn to sample connected subgraphs. Learning
automata has been successfully used in the literature for graph
sampling [37,38].

To evaluate the performance of the proposed sampling algo-
rithm, we conduct several experiments on the well-known trust
network datasets. Our experimental results indicate that the pro-
posed algorithm more accurately preserves trust-specific statistic
generalizations of the original graph comparing to the dynamic
version of existing sampling algorithms including Random Walk
sampling and Frontier sampling, as well as stochastic sampling
algorithm eDLAS-SG [3].

The rest of the paper is organized as follows. The next section
provides background and related work on social trust, social
network analysis, graph sampling, and learning automata. In Sec-
tions 3 and 4, we respectively describe the proposed stochastic
digraph model for trust networks and the generalizations of graph
measures, namely degree, clustering coefficient, and path length.
Section 5 describes the proposed dynamic algorithm for sampling
from stochastic trust networks. The experimental results on well-
known trust network datasets are given in Section 6. Finally, the
last section discusses and concludes the paper.

2. Background and related work

In this section, we state the importance of trust in social
networks and discuss the dynamic nature of trust and existing
techniques for modeling this dynamicity. We also review the
literature on social network analysis, graph measures, and graph
sampling. At last, a background of learning automata is briefly
presented.

2.1. Social trust in online social networks

Trust is widely accepted as an important component of human
social relationships which affects the decision-making of users
in online social networks [48]. Web-based social networks have
provided an appropriate infrastructure for disseminating infor-
mation and connecting like-minded people. Since the success of
such activities relies on the level of trust between users, trust is
known as an essential and important factor in a successful social
network. A lot of social applications, such as Epinions (www.
epinions.com) and Advogato (www.advogato.org), provide a web
of trust for users to express their trust level in other people. Some
of the most important properties of trust are [49]: subjective,
propagative, non-transitive, asymmetric, and dynamic. We briefly
describe these trust properties in the following paragraphs.

Subjective. The subjective property of trust refers to that if user
A trusts user B, this does not necessarily mean that B also will
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trust A [50]. Mui et al. [51] argued that a user is likely to have
different levels of trust in the eyes of other users.

Propagative. Trust is propagative, namely if A trusts B, who in
turn trusts C, A can derive some amount of trust on C based on
the value of her trust in B and the value of B’s trust in C. Based on
this property, trust information can be propagated from one user
to another in a social network, creating chains of trust [50-53].

Non-transitive. In general, trust is not transitive. If A trusts
B and B trusts C, this does not necessarily imply that A trusts
C [54,55]. Sometimes, the propagative nature of trust is confused
with its transitive nature in the literature.

Asymmetric. The asymmetric nature of trust refers to that user
A may trust user B more than he is trusted back [56]. This
asymmetry occurs because of differences in peoples’ opinions,
expectations, and beliefs.

Dynamic. Trust is built up over time as a result of repeated
direct interactions between users. It can increase or decrease
with new interactions [57]. It may also decay with time. The
experiences of new interactions are more important than those
of old ones, since the experiences of old interactions may become
obsolete or irrelevant with time [49]. This property refers to the
dynamic nature of trust. In general, there are two approaches for
updating the value of trust [58]: event-driven and time-driven.
In the event-driven approach, the trust value between two users
is updated after an interaction or event is made. The various
techniques have been proposed in the literature considering this
approach, for example, aging of old interactions [11-13], giving
more weight to recent interactions [ 14-16], and considering only
the most recent interaction [19,20]. In contrast, in the time-
driven approach, the experiences of interactions are collected
periodically and the trust value is updated by applying a trust
aggregation technique. In the case of no new experiences over
a period of time, trust decay is applied as recent information
should be trusted more than past information. Some examples of
various techniques proposed in the literature considering this ap-
proach include: using a temporal window [6-9] and periodically
computing the value of trust [17,18]. Authors in [6,7] presented
the technique PeerTrust which allows users to choose a temporal
window for dynamic aging of old interactions as per their need.
The technique PowerTrust proposed in [ 17] computes trust values
periodically to ensure that the computed values are up-to-date.

Despite the dynamic nature of trust has been widely accepted
in the literature, most works in this scope have been modeled
trust networks as static digraphs and developed deterministic al-
gorithms for solving problems on these networks [21-36]. In this
paper, we propose that a stochastic graph model can represent
better the dynamicity property of the trust in trust networks and
therefore it is a more appropriate model for these networks.

2.2. Online social network analysis

In recent years, as online social networks have been gaining
more popularity among internet users, sociologists and computer
scientists have started to investigate and analyze the character-
istics of these networks. Social network analysis (SNA) focuses
on social relations established between users rather in the users
themselves. The main goal of SNA is to examine both contents
and patterns of relations in social networks to understand the
implications of these social relations. A substantial body of re-
cent research has been dedicated to investigating the topological
properties of social networks [59-63].

Many social networks display a large heterogeneity in the
strength of social relations [45]. Besides, the relationships in
many of these networks are directed and asymmetric [64]. Since
the graph measures do not consider the strength and directional-
ity of connections, there have been several attempts in the liter-
ature to extend the graph measures to the case of weighted [45,
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65-68] and (or) directed networks [64,69-71]. However, since
measure generalizations have been designed with different types
of networks in mind (for example, airport and collaboration
networks [45], stock correlation networks [72], and gene co-
expression networks [73]), the questions behind them are differ-
ent. Therefore, even though various generalizations of a measure
have the same goal, they behave quite differently from each
other [74] and there is no single general-purpose metric for
computing any of the measures in directed and weighted com-
plex networks [75]. As a result, when analyzing a network of a
special type, the first and the most important challenge is that
among several existing definitions for each graph measure, which
definition must be adopted.

2.3. Graph measures

A network can be described by a graph G(V, E), where V is
a set of N nodes, v; € V, that are connected by a set of M
links, e;; € E. To formally characterize a binary undirected graph,
it is sufficient to provide its adjacency matrix, i.e. a symmetric
N x N binary matrix A whose entry a; = a; = 1 if and only
if a link connecting nodes v; and v; exists, and zero otherwise.
In contrast, a weighted undirected graph is represented by a
symmetric N x N weight matrix W, whose entry w; = wj; > 0
measures the strength of the connection between node v; and v,
and it is zero if no link exists between the two nodes. In the case
of a directed graph, links are oriented and social relationships
are not necessarily symmetric, which implies a non-symmetric
adjacency or weight matrix. These matrices can be used to derive
various graph measures, including the node degree, the clustering
coefficient, and the shortest path length.

In what follows, we discuss the existing literature on these
measures in different types of complex networks.

2.3.1. Degree

The degree of a node v;, denoted as k;, is a measure of the
immediate adjacency and the involvement of v; in the network.
Despite its simplicity, the node degree is known as a natural
measure to assess the importance and centrality of a user in a
social network [76]. The main limitation of this measure is that
it does not consider the global structure of the network [77]. For
a binary undirected network, k; is computed as the number of
links incident on v; or, similarly, as the number of neighbors of
the node v; [78], i.e. ki = Zj#i a;. When analyzing a weighted
undirected network, the node degree is generally extended to
the node strength, which for a node v; is defined as the sum of
weights of all links incident on v; [45,66,67,79-81]. This measure
is formalized as s; = ) . ; wy. This definition is equal to the
definition of node degree if the network is binary, i.e. each link
has a weight of 1. It has been shown that there is a correlation
between the strength of nodes and their degree such that the
average strength of nodes with the same degree increases with
the degree [45].

For a binary directed network, there are two variants of node
degree: in-degree and out-degree. For a node v;, the former is
computed as the number of links that are directed towards v;,
ie. k" = ;@ and the latter as the number of links that
originate from v;, i.e. kM = > i @ [82]. The total degree of
a node v; is the sum of its in- and out-degree. Considering the
definitions of k" and k?*, the measures of in-strength and out-
strength for a node v; in a weighted directed network can be
defined as s" = >, wji and 57 = 3., wy;, respectively.

Since the node strength does not take into consideration the
number of nodes adjacent to a given node v;, authors in [77] pro-
posed a new measure of degree centrality for weighted networks,
which combines both degree and strength of the node v;.

Si ¢
sV = ki x (E) (1)
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where o denotes a positive tuning parameter, which determines
the relative importance of the number of links compared to
weights. For @« < 1, both increments in the number of links
and the link weights will increase the value of the measure, and
conversely for « > 1, a node with on average stronger links
will get a higher degree. The variants of Opsahl’s definition for
weighted directed networks are as follows:

w—in __ ,in S::n ¢ 2
sPTM = K" x @ (2)

S(_)ut o

w—out __ jout i

ST = kS x(kou[ (3)
i

2.3.2. Clustering coefficient

The clustering property of a network refers to that if there are
three nodes v;, vj and vy, in the network such that v; is connected
to v; and vy, the likelihood that v; and vy, are also connected
tends to be greater than the probability of a connection randomly
created between two nodes [83-90]. The mechanisms that are
responsible for this increase in the probability that two users will
be connected when they share a common acquaintance have been
investigated for social networks [91-93]. Two main measures for
assessing the clustering tendency of nodes are the local clustering
coefficient [90] and the global clustering coefficient [82,94-97].
The local clustering coefficient (LCC) is based on the local density
and is computed as the fraction of the number of links connecting
the neighbors of a user over the total number of possible links
between them [90].

C— D it Do iinGin
T ki(ki — 1)

where numerator counts the number of closed triplets centered
on the node v;, namely a set of three nodes, including v;, which
are connected by three links and form a triangle. The coefficient
takes values in the range of [0, 1]. In simple terms, C; is the
mean probability of being neighbor two nodes that are also the
neighbors of the same another node. In a completely connected
network, where all triplets are closed, C is equal to 1, whereas,
in a classical random network, C — 0 as the network size grows.
More specifically, in a classical random network, C is equal to the
probability that two randomly selected nodes are connected [82].

The local clustering coefficient does not take into considera-
tion the weight and directionality of links connecting a node to
its neighbors. Moreover, this coefficient is biased by correlations
with node degrees: a node with a higher degree is likely to have
a smaller local clustering than a node with a lower degree [98,
99]. There are several attempts to generalize the local clustering
coefficient to weighted networks [45,72,73,75,100-103]. Barrat
et al. [45] were the first to propose a weighted clustering measure
as

1 wij + wj
C,-W = Sii(ki - Z Z v 5 th ajajndip (5)
J#L h#Lj

The authors were interested in scientific collaboration and
air-transportation networks. Barrat’s measure quantifies the local
cohesiveness within the closed triplet centered at the node wv;.
However, it considers only the average weight of the links inci-
dent on v; within a triplet and neglects the weight wj,. In contrast,
Lopez-Fernandez et al. [100] presented a generalization of the
clustering coefficient measure which utilizes only the weight of
the link between the neighbors of the node v;. Another version of
this definition has been proposed in [104].

The problem with these two measures defined by Barrat and
Lopez-Fernandez is that they do not capture the total connectivity

(4)
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within a closed triplet. The clustering measure defined by Onnela
et al. in [72] for weighted networks addresses this issue and
takes into consideration the weights of all the links forming a
triplet. As shown in [72], this measure works well for stock
correlation networks. However, it requires the availability of the
degree information related to the underlying binary network. The
binary degrees introduce a bias to the clustering coefficient com-
putation that should be avoided. Zhang et al. [73] addressed this
issue by proposing a weighted clustering measure for gene co-
expression networks, which computes the clustering coefficient
only through the use of link weights. Holme et al. [86] presented
a similar measure, which also includes the possible maximum
weight in the denominator. Another similar definition has also
been proposed in [65,105], where the link weights are interpreted
as probabilities such that in an ensemble network, the nodes v;
and v; are connected with the probability of wj.

Although the measure defined by Zhang presents an alterna-
tive to Onnela’s requirement to utilize binary degrees, it suffers
false positive identification of triplets, which occurs when at least
one of the links forming the closed triplet has a significantly
lower weight than the other ones while the clustering coefficient
is still large [75]. As a result of false identification, a “strongly”
linked closed triplet is identified as equivalently “strong” as an
open triplet. Bolanos et al. [80] proposed a weighted clustering
coefficient definition to decrease the number of false-positive
identifications by incorporating the total triplet intensities within
the denominator, as given in Eq. (6). In their measure, they treat
the link weights as probabilities, namely wj; is the probability of
information flowing through the link between v; and v;.

oW 3 Zj;ﬁi Zh;ﬁi.j WijWjh Win
l Dt dohopij WirWih + D i D i Wi Wik Win
This definition computes the clustering coefficient as the pro-
portion of the total probability of forming a closed triplet to the
total probability of all possible (closed and open) triplets with
respect to v;, and guarantees its value to be between 0 and 1
using all of the link weights. In their proposed measure, authors
consider an open triplet of the node v; as one in which v; is the
starting point (or the endpoint), and not the center node, in a
connected set of three nodes. In this way, they attempt to reduce
the likelihood of false positives.

The literature also presents various attempts at developing a
clustering coefficient measure designed for directed networks [64,
106,107]. Fagiolo [64] has generalized the standard local clus-
tering coefficient defined by Watts and Strogatz for binary and
weighted directed networks. He first presents a general general-
ization of the clustering coefficient measure, in which all possible
directed triplets are considered, no matter the directions of their
links. For binary directed networks, the clustering measure is
defined as the ratio between all directed triplets formed by the
node v; and the number of all possible triplets that could be
formed. The extension of this definition to weighted directed
networks can be obtained by replacing the number of directed
triplets formed by v; with its weighted counterpart.

Since these definitions treat all possible directed triplets as if
they were the same, i.e. directions were irrelevant, they are not
enough to characterize the richness of triplet patterns that take
place in directed networks. In these networks, triplets with links
pointing in different directions have different interpretations.
Therefore, in [64] four more definitions have been proposed,
considering four possible patterns of directed triplets (see Fig. 1).
Herein, we only present the definition given for the Middleman
pattern, which refers to when one of the neighbors of v; holds two
paths towards the other neighbor, one with a direct link and the

(6)
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Fig. 1. A taxonomy of the patterns of directed triplets.

other using v; as the intermediate node. In this case, the clustering
coefficient for a binary network is computed as:

co-mid _ D it 2ohozi (G AnjGni + Ainindi)
1 .
2 [k}“k?“‘ — Zj#i a,-jaﬁ]

and for a weighted network is given as
NENE I
Zj;&i Zh;ﬁi,j Wy Wi Wy + Wiy Wi Wy

2 [ki:nk?m - Zj;éi aijaji]

When measuring the clustering coefficient in directed net-
works, it is important to account separately for each of the above
patterns. Based on this, each measure is defined as the ratio
between the number of triplets of a pattern formed by the node
v; and the total number of possible triplets of that pattern that v;
can form. Fagiolo’s measures have been widely used for analyzing
different directed complex networks [69-71].

Authors in [107] proposed a measure called transitivity for
calculating closure in directed networks, which produces the
same results as the global clustering coefficient if applied to
undirected networks [82,94]. In their work, they considered a
more sophisticated definition of a triplet. A triplet centered on
the node v; is defined as a chain of two directed links between
three nodes such that v; has one incoming and one outgoing link.
Triplets that do not satisfy this condition are termed as vacuous.
A non-vacuous triplet can be either transitive or intransitive. In
a transitive triplet, there exists a link from the first node to the
last node of the chain. In Fig. 1, the In and Out patterns are
vacuous, the Cycle pattern is intransitive, and the middleman pat-
tern is transitive. Considering this definition of transitive triplets,
work in [106] presented a generalization of the global clustering
coefficient for directed weighted networks.

(7)

CiDW—mld —

(8)

2.3.3. Path length

One of the most important measures to analyze the properties
of a network is the path length or the shortest path length
between two nodes (popularly known as the number of “degrees
of separation” in social networks [108]). A path is a sequence of
nodes such that consecutive pairs of nodes are connected by a
link. In binary networks, the path length from node v; to node
vj, denoted as dj;, is defined as the minimum number of links
connecting v; and v; [88,107,109-111].

Z (e} (9)

h,lep(i.j)

dj = min
p(ij)er (i.j)

where p(i, j) denotes a path from v; towards v;, I'(i, j) is the set of
all possible paths between these two nodes, and clearly d; = dj;

in the case of an undirected network. When analyzing the path
length, an important assumption is that the intermediate nodes
increase the cost of interactions.

There are several attempts in the literature to identify the
shortest paths in different weighted networks [109-112]. Di-
jkstra [112] presented an algorithm to find the path of least
resistance in networks where the link weights represent costs.
For example, in the case of transportation networks, the link
weight describes the physical distance and/or time involved in
these networks, and it is inversely proportional to the strength
of the corresponding connection [113,114]. In such networks, the
weighted path length d}f is defined as the minimum of the sum
of the link weights along all possible paths between two nodes v;
and v;.

y = min
p(i.j)er (i.j)

Z Wy (10)

h.lep(i.j)

However, in most weighted networks the weights are a repre-
sentation of link strength and not the cost of them, and therefore
they need to be reversed before applying shortest path algorithms
in these networks [88,115]. For example, in the case of com-
munication networks, the efficiency of a communication channel
between two nodes is proportional to its weight. In such net-
works, the weighted path length dj; is defined as the minimum of
the sum of the inverse weights along all possible paths between
two nodes v; and v; [116,117]. The same measure has been
defined in [118] for computing the weighted path length in brain
networks. To take into consideration both the link weight and
the intermediate nodes, authors in [77] proposed a path length
measure using a positive tuning parameter «.

j = min_ — (1
pli.Her(ij) hlep(t) Wy

In this measure, for @ < 1, shorter paths with weak links are
favored over longer paths with strong links, and conversely for
o > 1, the effect of intermediate nodes is relatively unimportant
compared to the link weights and paths with a greater number
of intermediate nodes are favored.

Bolanos et al. [80] have proposed a different definition in
which the weighted path length between two nodes v; and v;
is considered to be the maximum possible connection strength
between v; and vj, where the connectivity strength of a path is
defined as the product of the weights along that path.

1_[ W (12)

h.lep(i.j)

di = max
p(i.j)el (i.j)
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In this measure, the link weights are assumed to be between
0 and 1 to ensure that as the number of links in a path increases,
the strength of the path decreases. To measure the directed path
length from node v; to node v; in a directed binary/weighted
network, it is enough that in the above measures the symbol p(i, j)
is considered to be a directed path from v; towards v; and I'(i, j) a
set of all such paths [69,71]. In this case, the directed path length
from v; to v; is not necessarily equal to the directed path length
from v; to v;.

2.4. Graph sampling

Existing sampling algorithms can be categorized into two
groups as random and topology-based sampling, based on
whether nodes or edges are randomly selected from the original
graph G (node and edge sampling) or if the selection of nodes
and edges depends on the existing topology of G (topology-based
sampling).

Classic node sampling (NS) chooses nodes independently and
uniformly at random from the graph G. That is, for a required
fraction f of nodes, each node is chosen independently with a
probability of f for inclusion in the sampled subgraph G;. Finally,
the nodes sampled in V; along with all the edges among added
to E; constitute the subgraph G;. While NS is intuitive and rela-
tively straightforward, authors in [119] showed that it does not
accurately capture the properties of graphs with power-law de-
gree distribution. Similarly, work in [120] indicated that although
classic node sampling captures nodes of different degrees well,
due to its inclusion of all the edges for a sampled node-set only,
the original level of connectivity is less likely to be preserved.
Several variations of node sampling have been proposed in the
literature [37,40,47,121,122]. For example, authors in [47] studied
the variations of NS in which the selection probability of a node
is proportional to either its degree or PageRank weight.

Classic edge sampling (ES) chooses edges independently and
uniformly at random from the graph G for inclusion in the sam-
pled subgraph G;. For each chosen edge, both incident nodes are
added to V. Finally, G is constructed by including the edges sam-
pled in E; and their endpoints in V. Classic edge sampling is likely
to capture path lengths, due to its bias towards high degree nodes
and the inclusion of both incident nodes of sampled edges [40].
However, ES is less likely to preserve clustering and connectivity,
since it samples edges independently [120]. There exist some
improved variations of ES in the literature [38,40,47,121,122].

Due to the known limitations of node and edge sampling [47,
119,120], researchers have also considered other sampling meth-
ods based on the topological structure of the graph. The common
idea in this class of sampling methods is to select a set of ini-
tial nodes and then explore the neighborhood of this node-set.
The sampled subgraph G; in these methods is constructed by
including the nodes and edges explored. Examples are Breath-
First Search (BFS) [123-125], Snowball Sampling (SBS) [126],
Forest Fire Sampling (FFS) [127,128], Random Walk Sampling
(RWS) [129,130], Respondent-Driven Sampling (RDS) [131,132],
and Expansion Sampling [133]. Besides, different variations of
Random Walk Sampling have been developed in the literature
such as Weighted Random Walk (WRW) [134], Re-Weighted Ran-
dom Walk (RWRW) [135], Metropolis-Hastings Random Walk
(MHRW) [44,136], m-dependent Random Walk (Frontier Sam-
pling) [43], Random Walks with jumps [137], and Random Walk-
based Node Sampling (ICLA-NS) [37].

Authors in [138] showed that Random Walk sampling per-
forms much better than NS and ES on the Twitter dataset. Kurant
et al. [139] also compared RWS with the BFS method. They found
that the average node degree of the original graph is overesti-
mated by BFS since it is biased towards high degree nodes. In
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contrast, the RW sampling underestimates the average degree.
The authors proposed analytical solutions to correct the bias of
BFS sampling. Forest Fire sampling behaves almost the same as
the BFS method, the difference is that in FFS sampling only a
fraction of neighboring nodes is followed at each round. Work
in [47] showed that FFS matches very accurately the properties
of the original graph. Lee et al. [120] investigated the Snow-
ball sampling method and observed that this method accurately
maintains connectivity within the snowball, however, SBS suffers
from boundary bias in which the nodes sampled on the last
round will be missing a large number of their neighbors. Based
on the basic snowball sampling, Gao et al. [39] developed a
random multiple snowball with Cohen process sampling. Their
simulations indicated that this method can preserve local and
global structures of the original graph. Random jump in MHRW
sampling with the prevention of being trapped in local struc-
tures has been proposed in [42]. Authors in [41] altered the
behavior of MHRW sampling by using spirals as a probability
distribution instead of a classic normal distribution and showed
that their proposed algorithm outperforms normal MHRW in the
case of illusion spiral. Ribeiro and Towsley [43] proposed a new
approach to an m-dimensional random walk that benefits from
starting its walkers at uniformly selected nodes and performs m
dependent random walks in the original graph. They showed that
their method called Frontier Sampling (FS) mitigates the large
estimation errors caused by disconnected or loosely connected
graphs which can trap a random walker and distort the estimated
characteristics.

Many real-world networks are scale-free, i.e. their degree dis-
tribution follows power-law, where P(k) ~ k™7, and most of them
have 2 < y < 3 [140]. Authors in [141] showed that these
networks are extremely vulnerable to removing hubs (i.e. high
degree nodes), breaking into many isolated fragments. Therefore,
Yoon et al. [129] proposed that using the weighted sampling,
where each node has a weight proportional to its degree, for
scale-free networks with y < 3 can produce more connected
subgraphs that capture the topological properties of the original
graph.

The problem with existing sampling methods is that, in the
case of weighted graphs, they ignore edge weights through their
sampling process. Therefore, these methods are unable to pro-
duce sampled subgraphs that can also match the non-structural
properties of weighted graphs. Recently, Rezvanian and Meybodi
have considered the weight of edges in the graph sampling
process and proposed sampling algorithms for weighted [46]
and stochastic [3] networks. In [46], the authors presented the
weighted version of some sampling algorithms and tested the
performance of their proposed algorithms on various real
weighted network benchmarks. They showed that the weighted
sampling algorithms can better capture the weighted graph statis-
tics in comparison with their unweighted versions. In [3], the
authors addressed the temporal variation of edge weights in
social networks and proposed some algorithms for sampling from
stochastic graphs where weights associated with edges are ran-
dom variables. Their experimental results indicated the efficiency
of the proposed sampling algorithms, especially eDLAS-SG, in
preserving the properties of stochastic networks.

2.5. Learning automata

Stochastic learning automata (LA) [142,143] is considered as
an abstract model for adaptive decision making in unknown
random environments. LA attempts to learn the optimal action
through its repetitive interactions with the unknown environ-
ment and in this way improves its performance. At each time step
t, the automaton chooses an action «(t) from a finite set of its
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Fig. 2. The interaction between the learning automaton and its random
environment.

allowable actions based on the probability distribution kept over
the action set, and applies it to the environment. The random en-
vironment evaluates the selected action «(t) and responses with
a reinforcement signal B(t) (either a reward or a penalty) with a
certain probability. At last, the automaton updates its action prob-
ability distribution depending on the reinforcement signal B(t)
received from the environment. By these repeated interactions,
the learning automaton converges to the optimal action which is
the action with the minimum penalty probability. Fig. 2 depicts
the interaction between the automaton and its random environ-
ment. Learning automata has been widely utilized in literature
for solving various problems, such as graph sampling [37,38,144],
fuzzy membership function optimization [145,146], trust propa-
gation [28,147], link prediction [148], community detection [149],
influence maximization [150].

Stochastic learning automata can be categorized into two main
families: variable structure learning automata (VSLA), in which
the transition and output functions vary in time, and otherwise,
fixed structure learning automata (FSLA). VSLA is represented by
a quadruple («, 8, p, T), where:

o o = {ay, an, ..., a ) presents the set of actions from which
the automaton chooses.

e 8 = {B1,PB2,..., P} presents the set of inputs to the
automaton.
e p = {p1,p2,...,Dr} is the action probability vector with p;

indicating the probability of choosing action «;.

e T is the learning algorithm used for updating the action
probability vector of the automaton depending on the en-
vironment’s response, i.e. p(t+ 1) = T [a(t), B(t), p(t)],
where inputs to the algorithm T are the chosen action
a(t), the response B(t) of the environment and the action
probability vector p(t) at time step t.

Let «; be the chosen action by the automaton at time step t.
The action probability vector p(t) of the automaton is updated
according to Eq. (13), if «;(t) is rewarded by the environment, and
it is updated as given in Eq. (14), if ;(t) is penalized.

‘ by +a[1—pit)] j=i
Pt D= {(1 — O p0) vi#i 1
o [a—bhp) j=i
"’““)‘{(,_b])ﬂl—b)pj(t) Vi #i (14)

where r is the number of available actions that can be taken by
the automaton, a, and b denote reward and penalty parameters
which determine the number of increases and decreases in the
action probabilities, respectively. If a = b, the learning algorithm
T is called linear reward-penalty (Lg_p) algorithm, if a > b,
T is called linear reward - € penalty (Lg_.p) algorithm, and if
b = 0, it is called linear reward-Inaction (Lg_;) algorithm in which
the action probability distribution remains unchanged when the
chosen action is penalized by the environment. The parameters
a and b influence the speed and accuracy of convergence [142].
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For a too small value of a, the learning process is too slow and for
a too large value of a, the increments in the automaton’s action
probabilities are too high which results in the low accuracy in
learning the optimal action. The probability of convergence to the
optimal action can be made as close to 1 as desired by setting
the parameter a to a sufficiently small value [142]. In the Lg_.p
algorithm, the parameter b is set to a small value in comparison
with a (b = ea, where 0 < € <« 1) and the action probability
distribution p(t) converges in distribution to a random variable
p*. By choosing ¢ sufficiently small, p* can be made as close to
the optimal probability vector as desired [151].

3. Stochastic trust network

A dynamic graph is one in which any of four entities: the
node set, the edge set, the edge weights or the node weights,
and or any combination of them, changes over time [152]. In the
case of time-varying edge weights, the graph is called an edge-
weighted dynamic graph. It is also referred to as a stochastic
graph in the literature [153-155], in which the weights assigned
to the edges of the graph are random variables with unknown
distributions. Considering the dynamic nature of trust, in this
paper we propose that using stochastic graphs for modeling trust
networks provides a better representation of the properties of
these networks. Based on this, the stochastic trust network and
sampling from this network are defined as follows.

Definition 1 (Stochastic Trust Network). A trust network can
be modeled by a stochastic digraph G(V,E, W), where V =
{v1, v2, ..., vy} denotes the set of N nodes (users), ECV x V =
{ejjlvi, v; € V} is the set of M directed links (trust relationships),
and W = {wjle; € E} denotes the set of trust weights such
that wj refers to the trust weight corresponding to the trust
relationship e; from v; to vj. Since G is a stochastic graph, each
trust weight wy; is assumed to be a random variable with an
unknown distribution. The trusted neighborhood of the user v;
is defined as Nei (v;) = {vjlej € E, v; € V}, such that |Nei (v;)| =
dout (v), the out-degree of a node v;.

Definition 2 (Stochastic Trust Network Sampling). Given a stochas-
tic trust network G(V,E, W) and a sampling fraction f, a dy-
namic sampling algorithm aims to produce a smaller subgraph
Gs(Vs, Es, W) of size |V| = fN such that the sampled subgraph G;
preserves the trust-specific statistics of the original graph G.

4. Trust network measures

In this section, we determine the most appropriate existing
measures with respect to the special properties of trust and
propose new extensions of two graph measures: clustering co-
efficient and path length, which in addition to considering the
topological structure, the directionality, and link weights, also
address the properties of trust.

4.1. Degree

To compute degree measure in trust networks, we propose to
use the metrics given in [77]. The reason is that Eq. (2) can be
considered as a measure of a user v;’s reputation because it is
equal to the average of trust statements incoming in v;, i.e. the
average of what all the trusting users of the user v; think about
him, and Eq. (3) can account for the average trust of v; in its
trusted users, both considering the number of users. Since these
measures indicate well the importance and position of a user in a
trust network, we utilize these definitions for computing the user
strength in trust networks.
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4.2. Clustering coefficient

In this paper, we propose to consider only transitive triplets
for computing the local clustering coefficient in trust networks.
The one reason is that an important property of the trust is prop-
agation and transitivity implies propagation. The other reason is
that, as shown by Granovetter [156], in social networks strong
links are more probable to be part of transitive triplets compar-
ing to weak ones. Therefore, by considering transitive triplets
we count the important patterns constituted by high trusted
relations around a user when computing the local clustering
coefficient. The proposed generalization of this coefficient for a
node v; in a trust network is given as
cow _ Ligi i (1 — [y — wj|) giainan

' KK = D @i

where the denominator is the total number of possible transitive
triplets that v; can form, as given in Eq. (8). In the numera-
tor, (1 — |wjs — wj,|) determines the contribution of each tran-
sitive triplet centered on the node v; to the final result, where
|wjn — wj,| is the absolute error between the real trust value wj,
from v; to v, and the propagated trust value w]fh along the path
(or chain) from v; towards vj,. We assume that the trust values are
normalized by the maximum trust in the network. The less the
absolute error, the more the contribution of the triplet is. There
exist two widely used strategies for propagating trust along a
path including Min and Multi [26,35]. Based on these propagation
strategies, two following versions of the above equation can be
presented:

(15)
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These equations produce the same result as Eq. (7) when they
are applied to a directed binary network and the same result as
the standard local clustering coefficient (Eq. (4)) when they are
applied to an undirected binary network. Also, it is ensured that
0 < CPY < 1, because neither numerator nor denominator in

any of the fractions can be negative, and the contribution of each
existing transitive triplet is at most 1.

Ctifmm —

CiDW—lelti — (]7)

4.3. Path length

In trust networks, the strength of a trust path is computed
by using a propagation function. As mentioned in Section 4.2,
two widely used strategies for propagating trust along a path are
Min and Multi. When multiple trust paths are discovered between
two nodes, the trust path with the highest strength is considered
the best one [32]. Besides, since trust is diluted through the
propagation process, shorter trust paths are favored over longer
ones [157]. Based on this, in this paper, we also take into account
both path factors, i.e. strength and length, for computing the trust
path length from a node v; to another node v; and define the
following measures considering both propagation functions.

; . > hitepiij) i
di—mm — 'mln“ = h.lep(i.j) (18)

p(ij)el (i) | MINp jep(i,j) Whi

A . . ahl
dgw—muln = min Zh,lep(w) (19)
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where for each path p(i, j) from v; towards vj, the denominator in
Eqgs. (18) and (19) computes the strength of the path respectively
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in terms of Min and Multi propagation functions, and the nu-
merator denotes the length of the path in both equations. When
links are unweighted, these definitions produce the same results

as Eq. (9).
5. The proposed dynamic sampling algorithm

In this section, we propose a learning automata-based dy-
namic sampling algorithm for stochastic trust networks, called
D-LAFS, and describe its process in detail.

The proposed algorithm D-LAFS is an extension of Frontier
sampling (FS): an approach to the m-dimensional random walk
which starts from a collection of m randomly selected nodes
and performs m dependent random walks in the original graph.
By using learning automata, D-LAFS attempts to guarantee the
connectivity of subgraphs sampled by FS and, at the same time,
capture the changes of edge weights through the sampling pro-
cess in such a way that the number of samples taken from the
edges is reduced as much as possible. The pseudo-code for the
algorithm D-LAFS is given in Fig. 3. The inputs to D-LAFS are
the stochastic trust network G(V, E, W), the sampling fraction
f, the size m of seed set and the stopping threshold ¥, and the
output is a smaller subgraph Gy(Vs, Es, W;) of size |Vs| = fN
which preserves accurately the trust-specific statistics of G. At
first, a network of learning automata is formed by equipping
each node v; € V with an automaton A; whose action set «;
includes the trusted neighborhood of v;, i.e. o = Nei(v).
The action probability vector of each learning automaton A; is
initialized as given in Eq. (20). Since there might be more than
one optimal subgraph for the original graph, we use the learning
algorithm Ly_.p for updating the action probability distributions
of automata (for more details, see Section 2.5).

pi0) = 2

—=———— v e Nei(v) (20)
kaeNei(vi) Wik

where pﬁ(O) denotes the probability that the trusted neighbor v; is
chosen by A; at stage t = 0. Using this equation for initializing the
probability vectors of learning automata, highly trusted neighbors
are initially given higher probabilities of being selected.

After constructing a network of the learning automata isomor-
phic to the trust network G, D-LAFS randomly selects a set of
m nodes of G as the starting points for random walkers, called
seed set &. The algorithm then iteratively constructs a sample
subgraph and updates the action probability vectors of the learn-
ing automata until the stop condition is reached. Stage t of the
proposed algorithm D-LAFS is described in the following three
steps.

Step 1. Constructing a sample subgraph

This step aims to construct a sample subgraph from the orig-
inal graph G by m chains of automaton activations starting from
the seed set & as follows. At first, one of the nodes in &, say vj,
is randomly selected with probability do,; (v;) /Zvj66 dout (vj). If
the corresponding automaton A; has been already activated in the
current stage or there is no available action for it (i.e. doy (v;) =
0), the current chain cannot continue forward and thus another
seed node will be selected. Otherwise, A; is activated to determine
the next hop along its chain. The activated automaton A; chooses
one of its actions, say v;, based on the action probability distribu-
tion. The seed set & is updated by replacing the node v; by v;. A
sample is taken from the edge weight w; and the edge e; along
with its incident nodes v; and v; are added to the subgraph G;. The
process of selecting a seed node and activating its corresponding
automaton is repeated until the required number of nodes is
sampled (i.e. |V;| = fN) or there is no chain to be continued.

Step 2. Updating the action probability vectors
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Algorithm D-LAFS : LA-based dynamic sampling

01 Input Original trust network G(V, E, W), Fraction of nodes f, Size of seed set m, Threshold T

02 Output Sampled subgraph G, (V;, Eg, Wy)

03 Begin

04 Let t be the stage number and is initially set to 0

05 Associate each node v; € G with an automaton A4; with d,,,; (v;) actions

06 Initialize the action probability vector of each A; according to Eq. 3

07 Let S denotes the seed set and initially includes m nodes randomly selected from G

08 Repeat

09 Let C be the set of traversed chains at stage t with C; indicating ith chain and is initially set to §
10 Let £ be the set of ending nodes of traversable chains in C at stage t and is initially set to §
1 Es«{ } Vie{ }

12 Repeat

13 Select a node v; € L with a probability proportional to its degree

14 If (dyy:(v;) =0 or A; has been already activated at stage t) Then

15 L« L\v;

16 Else

17 Automaton 4; is activated and chooses an action v; according to its action probability vector
18 L« L\v;U {v]}

19 Add v; to the end of the chain C;

20 Take a sample from the edge weight w;;

21 ES<—ESU{ei]-}; 74 <—Vsu{vi,vj}

22 End If

23 Until (|JV;|= fIV| or L=0)

24 For (each chain C; € C) Do

25 If (JVg|=f|V| and C; has at least one node in common with any other chain) Then
26 Reward all the activated learning automata along C;

27 Else

28 Penalty all the activated learning automata along C;

29 End If

30 End For

31 t—t+1

32 Until (all the activated LAs are rewarded or t > T)

33 End Algorithm

Fig. 3. The pseudo code of the D-LAFS algorithm.

In this step, the chains forming the sampled subgraph in the
previous step are evaluated and the action probability vectors
of the learning automata are updated in such a way that the
activated learning automata along a chain receive a reward if the
chain has at least one node in common with any other chain and
the total number of sampled nodes is equal to fN (i.e. |Vs| = fN),
and otherwise, they are penalized. In this way, learning automata
learn to sample connected subgraphs with the required size.

Step 3. Checking stop condition

The algorithm terminates when all the activated learning au-
tomata in the current stage are rewarded (or the sample subgraph
Gs is connected and |Vs| = fN) or the number of stages ex-
ceeds a certain threshold ¥. In this situation, the subgraph G; is
considered as the final sampled subgraph.

6. Experimental evaluation

To investigate the efficiency of our proposed dynamic sam-
pling algorithm D-LAFS, we conduct several extensive experi-
ments on the well-known trust network datasets including Ad-
vogato, Squeakfoundation, and Robots_net, and compare results

obtained for D-LAFS with those of existing sampling algorithms.
In the proposed algorithm D-LAFS, we use the learning algorithm
Lg_.p for updating the action probability vectors of learning au-
tomata and set the threshold ¥ to 100. The size m of the seed
set is set to 50, 30, and 10 respectively for three test datasets
Advogato, Robots_net, and Squeakfoundation. In the experiments,
results are reported as an average of 10 independent runs for the
sampling fraction f ranging from 0.1 to 0.3 with increment 0.05.

6.1. Experimental design

6.1.1. Methods for comparison

In the experiments, we compare the results obtained for D-
LAFS with those of two well-known sampling algorithms, includ-
ing Random Walk Sampling (RWS) and Frontier Sampling (FS),
as well as those of the stochastic sampling algorithm eDLAS-SG
presented in [3]. For the comparison purpose, we extend both
algorithms RWS and FS in such a way that each time an edge
is traversed by the algorithm, a sample will be taken from the
edge weight and the average weight of the edge is updated. The
dynamic version of these algorithms is described as follows.
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Table 1

Characteristics of test datasets.
Dataset Nodes Edges Density
Advogato 5417 51312 0.002
Squeakfoundation 461 2697 0.013
Robots_net 1723 3596 0.001

Dynamic Random Walk Sampling (D-RWS). The algorithm starts
from an initial node. Then, at stage t the random walker at node v;
selects an outgoing edge e; (or a neighboring node v; € Nei (v;))
uniformly at random from the set of outgoing edges of v;. As a
result of this edge selection, a sample is taken from the edge
weight wj;, and the edge e;; along with its incident nodes v; and v;
are added to the subgraph G;. At the next stage, the walker starts
from v; and the sampling process continues until |Vi| = f|V].

Dynamic Frontier Sampling (D-FS). The algorithm starts with a
collection & of m randomly chosen nodes. Then, at each stage t a
node v; € & is chosen with probability dou: (v;) /ZvjEG out (vj).
The walker at v; selects an outgoing edge e; uniformly at random.
As a result, the node v; is replaced by v; in the set &, a sample
is taken from wy, and the subgraph G is updated by adding e;
along with its incident nodes v; and v;. This process is repeated
until the required number of nodes is sampled.

6.1.2. Dataset

The experiments are conducted on three well-known trust
network datasets: Advogato, Squeakfoundation, and Robots_net
borrowed from Trustlet (www.trustlet.org). Advogato is an online
social networking website for free software developers which
consists of 51,312 trust statements issued by 5417 users. The
dataset has extracted from advogato.org on July 07, 2014. Squeak-
foundation contains 461 users and 2697 trust statements ex-
tracted from squeak.org on November 29, 2008. Robots_net is
a web community site related to robotics that has 1723 users
who have expressed 3596 trust statements. The dataset has ex-
tracted from robots.net on July 07, 2014. Users in these networks
are allowed to certify each other on four different trust levels:
Observer, Apprentice, Journeyer, and Master. A summary of the
global statistics of these three datasets has been reported in
Table 1.

To perform the experimental evaluation, we need trust net-
works to be stochastic graphs in which each trust relationship is
associated with a probability distribution. For this purpose, we
utilize the technique proposed in [158] which has been widely
used in the literature [26,28,36,159]. In this technique, each user
v; in the network has a quality measurement ¢; € [0, 1] that
determines the probability that a trust statement issued by the
user is true. In this paper, we consider the reputation of a user as
its quality value. That is, the quality g; of a user v; is computed
as the average of the trust statements incoming in the user
v;. Since trust statements in the three datasets must be real-
valued in [0, 1], we assign 0.2 to Observer, 0.6 to Apprentice,
0.8 to Journeyer, and 1 to Master. After that, the trust weight
wy for each trust relationship e; from v; to v; is assumed to
be a random variable with a continuous uniform distribution on
the interval [max (q; — 8y, 0) , min(q; + 8, 1)], where the noise
parameter §; 16 determines how accurate user v; is at
estimating the quality of its trusted user v.

6.1.3. Evaluation metric

In this paper, we utilize the distance measure Kolmogorov-
Smirnov (KS) for the experimental evaluation and briefly describe
it below.

Kolmogorov-Smirnov (KS) statistic. The KS statistic assesses
the maximum vertical distance between two cumulative distribu-
tion functions (CDF) as given in Eq. (21), where x is the range of
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the random variable, F and F’ denotes two CDFs,and 0 < KS < 1.

KS = max |F(x) — F'(x)| (21)
X
This statistic has been widely used as a measure of the agree-
ment between two cumulative distributions [37,38,40].

6.2. Experimental results

6.2.1. Experiment |

In this experiment, we examine the impact of the learning
parameters a and b on the performance of our proposed algorithm
D-LAFS. For this purpose, various settings for these parameters
are considered and for each setting, we compute the KS distance
averaged on the three datasets for different sampling fractions
varying from 0.1 to 0.3. Fig. 4(a-d) show the results respectively
for in-degree, out-degree, clustering coefficient, and path length
distributions. As one can see from these figures, by setting a =
0.03, b = 0.0003 D-LAFS obtains the least KS distance for three
statistics in-degree, out-degree, and path length distributions,
and for the clustering coefficient statistic, it obtains the results
close to the best ones. Therefore, we use this setting in our
algorithm D-LAFS for the experimentations that follow.

6.2.2. Experiment Il

This experiment aims to study the ability of the proposed
algorithm D-LAFS in preserving the statistics of stochastic trust
networks comparing to the other sampling algorithms, including
Dynamic Random Walk Sampling (D-RWS), Dynamic Frontier
Sampling (D-FS), and eDLAS-SG [3]. We consider the statistics
in-degree, out-degree, clustering coefficient, and path length dis-
tributions and for each statistic, we plot the average KS distance
taken over all test datasets for different algorithms in Fig. 5(a-d).

As shown in these figures, our algorithm D-LAFS yields the
highest performance for all the graph statistics compared to the
other algorithms, and D-RWS performs the worst. For in-degree
and path length, D-LAFS performs significantly better than the
others and for the out-degree distribution, D-FS and eDLAS-SG
provide the results almost close to D-LAFS. Considering these
three statistics, D-FS provides better results than eDLAS-SG for
the sampling fractions up to 0.15 and performs worse for the
sampling fractions larger than 0.15. D-RWS obtains the most KS
distance for the in-degree, out-degree, and path length distri-
butions. For the clustering coefficient statistic, D-RWS performs
almost as good as D-FS and the algorithm eDLAS-SG provides the
results almost close to D-LAFS.

From these figures, we can also see that increasing the sam-
pling fraction decreases the average KS distance. The decrement
is much faster for the algorithm eDLAS-SG for three statistics
in-degree, out-degree, and path length distributions.

In this experiment, we also report the KS distance of the
algorithms for each dataset at the sampling fraction 0.2. The
results for in-degree, out-degree, clustering coefficient, and path
length distributions are shown in Table 2. Based on this table,
D-LAFS significantly outperforms the other algorithms on Ad-
vogato and Robots_net for all the graph statistics. On the Squeak-
foundation dataset, D-LAFS performs almost as good as eDLAS-
SG for clustering coefficient distribution but preserves more ac-
curately the in-degree and path length statistics. For the out-
degree distribution, D-LAFS performs the worst on Squeakfoun-
dation. eDLAS-SG provides better results than D-RWS and D-FS on
Squeakfoundation for four statistics. on Advogato and Robots_net
datasets, D-FS provides better results than D-RWS and eDLAS-SG
for in-degree, out-degree, and path length distributions, and for
clustering coefficient statistic, eDLAS-SG outperforms two other
algorithms.
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As stated in Table 1, the Advogato and Robots_net datasets
have much lower density compared to the Squeakfoundation
dataset. Considering the results reported in Table 2, we can say
that our proposed algorithm D-LAFS performs better in networks
that are generally sparse, which is the case for many real-world
networks [160].

6.2.3. Experiment Ill

In this experiment, we investigate the number of disjoint
connected components in subgraphs sampled by our algorithm D-
LAFS at the sampling fraction 0.2. The less the number of disjoint
components, the more the connectivity is in the sampled sub-
graph. Table 3 compares the number of connected components
for D-LAFS with that of the other algorithms and with the real
number of them for each dataset. According to the results of this
table, our proposed algorithm D-LAFS produces more connected
subgraphs than the other algorithms. For Squeakfoundation and
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Robots_net, D-RWS includes the most number of disjoint com-
ponents in its sampled subgraphs and eDLAS-SG provides more
connectivity than D-FS. For the Advogato dataset, eDLAS-SG has
the highest disconnectivity and D-FS includes a less number of
disjoint components compared to D-RWS.

By using learning automata, the algorithm D-LAFS attempts to
alleviate the disconnectivity problem of sampled subgraphs by D-
FS. As one can see, D-LAFS produces connected subgraphs for the
Squeakfoundation dataset which originally includes four disjoint
components.

7. Conclusion

Trust is built up over time as a result of repeated direct in-
teractions between users. As two parties frequently interact with
each other, their relation strengthens, and trust between them
evolves based on their experience of interactions. Trust increases
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Table 2
KS distance for all test datasets, at sampling fraction 0.2.
Statistic Dataset D-RWS D-FS eDLAS-SG D-LAFS
Advogato 0.5657 0.5688 0.6370 0.1170
in-degree Squeakfoundation 0.8586 0.7532 0.5387 0.3454
Robots_net 0.7163 0.5496 0.6134 0.2081
Avg. for all datasets 0.7135 0.6239 0.5964 0.2235
Advogato 0.5163 0.4703 0.5375 0.0586
out-degree Squeakfoundation 0.2848 0.2526 0.1205 0.5202
Robots_net 0.3056 0.2229 0.2585 0.1586
Avg. for all datasets 0.3689 0.3153 0.3055 0.2458
Advogato 0.5377 0.5399 0.2021 0.0556
Clustering coefficient Squeakfoundation 0.7719 0.7628 0.2213 0.2222
Robots_net 0.3327 0.3236 0.2821 0.1364
Avg. for all datasets 0.5474 0.5421 0.2352 0.1380
Advogato 0.6669 0.5807 0.6479 0.0768
Path length Squeakfoundation 0.6877 0.5870 0.4391 0.4094
Robots_net 0.8397 0.6194 0.6464 0.2457
Avg. for all datasets 0.7314 0.5957 0.5778 0.2439

Table 3
The number of connected components in sample subgraphs versus its real value
for each dataset, at sampling fraction 0.2.

Dataset Real connected D-RWS D-FS eDLAS-SG D-LAFS
components

Advogato 69 8.6 6.1 25.6 31

Squeakfoundation 4 5.9 3.1 1.1 1

Robots_net 106 15.2 106 7.8 3.8

if the experience is positive and otherwise it decreases. Since trust
is dynamic and time-variable, a stochastic graph in which edge
weights are random variables is a more appropriate structure to
model the dynamicity property of the trust in trust networks.
However, most works in the scope of trust have been modeled
trust networks as static graphs. In this paper, we proposed using
a stochastic graph model for representing trust networks and
introduced the concept of the stochastic trust network.

Trust networks are of the most important social networks.
The study of these networks requires sampling methods that
not only capture the trust weights and their variations over
time through the sampling process but also be able to preserve
properties of trust networks. To the best of our knowledge, this
paper is the first to address this issue. Since there exist various
generalizations of graph measures, which take into consideration
topological structure, directionality, and weights of edges, we
reviewed the literature for most appropriate generalizations with
respect to the properties of trust and proposed new generaliza-
tions wherever existing ones were not sufficient, in particular for
the clustering coefficient and path length measures. Considering
the trust-specific measures, we proposed a dynamic algorithm
based on learning automata for sampling from stochastic trust
networks which is an extension of the Frontier sampling (FS)
algorithm. By using learning automata, the proposed algorithm
called D-LAFS, in addition to answering the above needs, can
also tackle the disconnectivity problem of sampled subgraphs by
FS. We investigated the performance of D-LAFS by conducting
several experiments on the well-known trust network datasets.
Our experimental results showed that the proposed algorithm D-
LAFS outperforms the existing sampling methods and preserves
more accurately the trust-specific measures of trust networks.
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