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a b s t r a c t 

Online social networks have provided an appropriate infrastructure for users to interact with one another 

and share information. Since trust is one of the most important factors in forming social interactions, it is 

necessary in these networks to evaluate trust from one user to another indirectly connected user, using 

propagating trust along reliable trust paths between the two users. The quality of trust inference based 

on trust propagation is affected by the length of trust paths and also different aggregation strategies for 

combining trust values derived from multiple paths. While evaluating trust value based on all paths pro- 

vides more accurate trust inference results, it is very time consuming to be acceptable in large social 

networks. Therefore, discovering reliable trust paths is always challenging in these networks. Another 

important challenge is how to aggregate trust values of multiple paths. In this paper, we first propose a 

new aggregation strategy on the basis of the standard collaborative filtering. We then present a heuris- 

tic algorithm based on learning automata, called DLATrust , for discovering reliable paths between two 

users and inferring the value of trust using the proposed aggregation strategy. The experimental results 

conducted on the online social network dataset of Advogato demonstrate that DLATrust can efficiently 

identify reliable trust paths and predict trust with a high accuracy. 

© 2017 Elsevier B.V. All rights reserved. 
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. Introduction 

Social networks have been known as a popular medium for

isseminating information and communicating with other people.

sing such networks, users can connect to old friends, find new

riends, or locate people who have the same problems or inter-

sts they have. In addition, companies can use social networks to

mprove their sales and deliver their services to customers. The

roblem with online social networks is that users have incomplete

nowledge about their environment and other people, and they do

ot know how trustworthy the information on the internet is. As a

esult, trust plays a central role in online social networks. 

Trust is an inherently interdisciplinary concept which is

merged from sociology [1,2] , psychology [3,4] , economics [5,6] ,

nd computer science [7,8] . Each of these disciplines has consid-

red trust from different perspectives. A natural definition of trust

n the context of a social web has been presented by Golbeck as

trust in a person is a commitment to an action based on a belief

hat the future actions of that person will lead to a good outcome”

9] . 
∗ Corresponding author. 
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A lot of social applications, such as FilmTrust [10] and Epinions,

se a web of trust to allow users to express their trust in other

eople. For people who have had no direct interactions, trust infer-

nce can be done via propagating trust through the network when-

ver there is at least one trust path between two users. That is,

n the context of trust propagation approach, there are three basic

perations for inferring the level of trust: discovering trust paths

rom a source user to an indirectly connected target user, propa-

ating trust along each found path, and aggregating trust values

erived from multiple trust paths. Based on this, three important

actors in each trust propagation algorithm are: length of paths,

ropagation method, and aggregation method. 

.1. The motivation 

When measuring the trust value between two users based on

ath discovery, the length of a trust path can become an issue [11] .

esearchers [11,12] have been shown that the evaluating the trust-

orthiness of a target user based on all trust paths improves the

uality of trust inference comparing to only shortest paths. How-

ver, finding all available paths between two users has the ex-

onential time complexity. Since online social networks are usu-

lly massive in size, measuring trust using all paths becomes im-

ractical in these networks. Various strategies have been consid-

red in the literature to overcome this problem, such as: restrict-

http://dx.doi.org/10.1016/j.knosys.2017.06.034
http://www.ScienceDirect.com
http://www.elsevier.com/locate/knosys
http://crossmark.crossref.org/dialog/?doi=10.1016/j.knosys.2017.06.034&domain=pdf
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Fig. 1. Two examples of a trust network. 
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ing the depth of search [13,14] , setting a limit to the search width

[11,12,15] . However, these strategies are still time-consuming, as

well as they reduce coverage of the trust propagation since some

target users may become unreachable because of the limits on

the search process. Moreover, the trust inference accuracy in these

strategies decreases, since it is possible that the most reliable paths

are lost as a result of blindly removing trust paths. Our motiva-

tion in this paper is to develop a new trust propagation algo-

rithm based on learning automata that without considering any

search constraints can address the above problem. Using learn-

ing automata helps our proposed algorithm to intelligently remove

trust paths which are probable to be unreliable and (or) end in

users other than the target user. In this way, because of ignor-

ing only wasteful paths, the prediction coverage and accuracy in

our proposed algorithm are maintained and in addition, the time

complexity of the algorithm reduces. Learning automata has been

successfully used in the literature for solving optimization prob-

lems, such as finding the shortest paths [16,17] which is similar to

finding reliable trust paths in the trust propagation problem under

consideration in this paper. 

Another important issue in inferring the level of trust is the

aggregation method. Two commonly used functions for aggregat-

ing trust values are: maximum and weighted average [12,18] . In-

vestigating the performance of these functions for the trust infer-

ence has been indicated that the accuracy of using the weighted

average function is higher than that of using the maximum func-

tion [11,12] . However, there are some weaknesses when using the

weighted average function for trust aggregation. One problem is

that the weighted average is not robust with respect to certain

differences of interpretation of the trust scale. For example, for

a trust scale from 1 to 10 (with 1 being not trusted at all, and 10

being fully trusted ), one user may mistakenly think 1 means fully

trusted and 10 means not trusted. In this case, a direct trust value

of 1 from this user to the target user must result in a prediction

of the trust value 10 for the source user toward the target user.

Another example can be when one user uses only trust values be-

tween 6 and 10 for his neighbors and the source user only trust

values between 1 and 6. As a result, a direct trust value of 10 from

the first user to the target user must lead to a prediction of 6 for

the source user toward the target user. However, these results will

not be achieved by using the weighted average as the aggregation

function. The weighted average function is not also robust against

some malicious behaviors. As an example of a malicious behavior,

a vicious user gives only low trust values to all of his neighbors

[12] . Since these users attempt to obtain high trust values, their

opinions highly affect the estimated trust value for the source user.

In addition, in the weighted average function, how much an

opinion about the target user affects the final prediction not only

depends on the reliability of the opinion owner, but also on the

reliabilities of other opinion owners (since the weight of a direct

trust provided by a neighbor of the target user is computed as

the reliability of that neighbor divided by the sum of the relia-

bilities of all the target user’s trusting neighbors). This makes a

problem when all users trusting the target user have low relia-

bilities while expressing high trust values toward the target user.

For example, using the weighted average aggregation function the

estimated trust value from S to T in both Fig. 1 ( a ) and ( b ) is 9.

However, it is highly probable that in Fig. 1 ( a ) the real trustworthi-

ness of T for S is less than the estimated value in comparison with

Fig. 1 ( b ). This is while, in the domain of trust inference, clearly

decreasing false positive is more important than decrease of false

negative. 

In this paper, we propose to utilize the standard collaborative

filtering, with a little modification, for aggregating trust values of

direct neighbors of the target user. The standard collaborative fil-
t

ering is a well-known method for predicting the rating of a user

n a target object based on his like-minded users [19,20] . 

.2. Our main contributions 

The main contributions in this paper can be summarized as fol-

ows: 

1. In order to overcome the weaknesses of the weighted average

aggregation function, we propose a new strategy for aggregat-

ing trust values derived from multiple trust paths. This strategy

is based on the standard collaborative filtering used for predict-

ing a user’s rating on a target object. 

2. We also present a heuristic algorithm using distributed learning

automata, called DLATrust , for discovering reliable trust paths

and inferring the value of trust based on the developed ag-

gregation strategy. The proposed algorithm assigns a learning

automaton to each node of a trust network. The automaton in

each node learns the next reliable nodes along trust paths to-

ward the target node. 

3. We conduct several experiments on the well-known trust net-

work dataset: Advogato. The experimental results verify the ef-

fectiveness of our proposed aggregation method, and also indi-

cate the efficiency and performance of the algorithm DLATrust

for inferring the trust value between two indirectly connected

users. 

The rest of the paper is organized as follows. The next sec-

ion discusses related work in the literature. In Section 3 , a back-

round of learning automata and distributed learning automata is

riefly presented. Section 4 defines the problem that we address.

ection 5 describes our proposed trust propagation algorithm for

nferring the trust value. The experimental evaluation results are

eported in Section 6 . Eventually, Section 7 summarizes our work. 

. Background and related work 

Trust is an important social concept which highly impacts users’

ecisions [21] . People use this concept of trust to help decide the

xtent to which they interact with others [22] . Based on this, de-

ision support systems, as a tool to support decision making pro-

ess, also use trust information among users to more effectively

elp them make their decisions in social networks. In particular,

ost existing successful recommender systems consider trust re-

ations and recommend items to a target user from her trusted

sers [23] . It has been shown that incorporating trust into recom-

ender systems can improve the quality and coverage of recom-

endations [24–27] . As a result, trust inference has been the fo-

us of the great deal of attentions in recent years. Various research

orks have been carried out in this area. Several approaches have

een proposed in the literature for measuring the trustworthiness

f an unknown target user. One approach is based on trust prop-

gation which estimates the level of trust from a source user to a

arget user by finding chains of trust relationships between them. 
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In this section, we first discuss each of three basic operations

f a trust propagation strategy, including discovering trust paths,

ropagating trust along each path, and aggregating trust values

rom multiple paths, separately. After that, we briefly review the

iterature on trust propagation. 

.1. Discovering trust paths 

The main objective in the trust inference by discovering trust

aths is to maximize confidence in the estimation. Golbeck [9] ob-

erved that the accuracy of the trust estimation decreases as the

ength of trust paths increases and suggested that the shortest and

trongest trust paths best estimate the value of trust. Authors in

28] pointed out the possibility that trust can be weakened or di-

uted through the propagation process. This is based on the fact

hat the longer the series of trusting users, the weaker is the esti-

ated trust value. In contrast, authors in [29] stated that the trust

alue inferred from a long series of people with high trust may be

uch more confident than the trust value inferred from a short

eries of people with low trust. Authors in [30] defined two con-

epts of trust availability and path reliability and obtained the op-

imal length of a trust path based on a tradeoff between these two

oncepts. 

Although considering all the paths from a source user to a tar-

et user to find the strongest of the possible paths shows im-

rovement in the accuracy of trust prediction [11,12] , but it has

he time complexity of exponential [31] . For this reason, most re-

earch works in the domain of trust propagation whether con-

ne the search process to shortest trust paths [9,18,21] or set a

imit to the length of search [12–14] , based on small-world net-

ork theory. Some other works, such as [11,15] , by considering a

inimum threshold for trust values during the process of finding

he reliable paths among all paths reduce the number of visited

sers and thus reduce the computational cost of their algorithms.

uthors in [32] propose a landmark based method with a pre-

rocessing phase to improve the efficiency of trust propagation.

heir proposed method firstly selects a small number of landmark

sers as referees in trust propagation, and then pre-computes the

rust between the landmark users and the other users in the so-

ial network. Finally, the trust value between two indirectly con-

ected users is predicted via aggregating the referrals provided by

he landmark users. 

.2. Propagating trust along each path 

Propagating trust along a path of trusting users is done based

n the trust transitivity property, where if A trusts B and B trusts

, then it can be inferred that A trusts C to some extent [33] . Two

idely used propagation functions are: Min and Multi [12,18] . Us-

ng the function Min , the propagated trust value is calculated as

he minimum trust value among all the trust values along a path.

n contrast, the function Multi computes the product of trust val-

es along the trust path as the propagated trust value. While trust

ecays with the increase of the number of transitivity hops along

 trust path [34] , the function Min considers no decay in terms of

he path length, but instead using the function Multi the decay is

oo fast when the length of path is relatively large [35] . Authors in

12] indicted that the accuracy of the propagation function Min for

he trust inference has little difference with that of the propaga-

ion function Multi . 

.3. Aggregating trust values from multiple paths 

The intuition behind aggregating multiple evidences of trust

s that people naturally combine information obtained from dif-

erent sources, assigning more credit to more trusted informa-
ion sources. An aggregation method actually simulates this hu-

an ability and combines the trust information comes from par-

llel chains of trusting users to obtain a single trust value. Two

ggregation functions are commonly used in the literature are:

ax and WAvg [12,18] . The former takes the trust statement of the

ost trustworthy direct neighbor of the target user, while the lat-

er takes the weighted average value among trust statements of

ll direct neighbors as the final estimated trust value. It has been

hown that the aggregation function WAvg provides more accurate

rust inferences than the aggregation function Max [12] . 

.4. Related work 

In the studies of trust propagation, Golbeck [9] proposed Tidal-

rust for establishing the trust relation between a source user and

he target one based on averaging trust values along the strongest

rust paths among all the shortest ones. The author has inves-

igated the performance of the proposed algorithm with respect

o simulated and actual trust networks. The SUNNY algorithm

21] uses a probabilistic sampling technique to estimate the con-

dence and computes the trust based on only those information

ources with the highest confidence estimates. Actually, SUNNY ex-

cutes the trust inference procedure from TidalTrust on a more

onfident sub network. Work in [36] described a trust inference

lgorithm called MoleTrust which discovers all shortest paths from

he source user to a given target user and aggregates all direct

rust values by calculating the weighted average. To improve ac-

uracy, MoleTrust ignores any trust information from users whose

rustworthiness is less than 0.6. 

Shakeri and Bafghi [37] introduced an interval-based trust

odel to provide an integrated representation of trust and con-

dence. They also proposed two operators, named as trust interval

ultiplication and summation, where the former propagates trust

nd confidence along all paths from a source user to a given target

ser and the latter aggregates two or more trust opinions. Work in

35] proposed a multi-dimensional evidence-based trust manage-

ent system called MeTrust. The algorithm MeTrust uses t -norm

o evaluate the trust for each path and the weighted average to

ombine the trust among multiple paths, where the weight of each

ath is deduced from the uncertainty of trust along the path. 

Kim and Song [11] investigated the impact of the length of

vailable trust paths and different aggregation methods on the ac-

uracy of trust propagation. Authors presented four strategies for

redicting the value of trust based on reinforcement learning and

valuated the prediction accuracy of those strategies: weighted

ean aggregation among the shortest paths, min–max aggrega-

ion among the shortest paths, weighted mean aggregation among

ll paths, and min–max aggregation among all paths. They ob-

erved that the best is the combination strategy min–weighted

ean among all trust paths. Kim also presented an enriched trust

ropagation approach based on this strategy in [15] . In his work,

y combining a homophily-based trust network with an expertise-

ased trust network, he tackled the sparsity problem of the trust

etwork. In this paper, we use learning automata, as a reinforce-

ent learning approach, not only for learning the reliability of the

irect neighbors of a target user (as done in [11] ), but also for dis-

overing trust paths between the source user and the target user. 

. Learning automata 

A stochastic learning automaton [38,39] may be considered as

n abstract model for adaptive decision making in an unknown

andom environment. The learning process of an automaton can

e described as follows. At each instant, the automaton chooses an

ction from a finite set of allowable actions based on the prob-

bility distribution defined over the action set, and applies it to
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Fig. 2. The relationship between a learning automaton and its random environ- 

ment. 
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the random environment with which the automaton interacts. The

environment evaluates the chosen action and responses with a re-

inforcement signal with a certain probability. The automaton up-

dates its action probability distribution depending on the signal re-

ceived from the environment. By repeating these interactions, the

automaton attempts to learn the optimal action which minimizes

the probability of being penalized. 

The random environment is described by a triple 〈 α, β , c 〉 ,
where α = { α1 , α2 , . . . , αr } is the input set of the environment,

β = { β1 , β2 , . . . , βk } represents the set of values taken by the rein-

forcement signal, and c = { c 1 , c 2 , . . . , c r } is the set of penalty prob-

abilities, where the element c i corresponds to the input action αi . If

the penalty probabilities vary over time, the random environment

is called a non-stationary environment and otherwise it is said to

be a stationary environment. Random environments depending on

the nature of the reinforcement signal can be categorized into P -

model, Q -model and S -model. In P -model environments, the rein-

forcement signal can only take two binary values 0 and 1. Q -model

environments allow a finite number of the values in the interval [0,

1] can be taken by the reinforcement signal. Finally, environments

in which the reinforcement signal lies in the interval [ a, b ] are re-

ferred to as S -model environments. The interaction of a learning

automaton with its random environment is depicted in Fig. 2 . 

Stochastic learning automata can be classified into two main

families: variable structure learning automata (VSLA) and fixed

structure learning automata (FSLA). A variable structure learning

automaton is represented by a quadruple 〈 α, β , p, T 〉 , where

α = { α1 , α2 , . . . , αr } indicates the set of actions that automaton

chooses from, β = { β1 , β2 , . . . , βk } is automaton‘s set of inputs, p =
{ p 1 , p 2 , . . . , p r } indicates the action probability vector, such that p i 
is the probability of being chosen action αi , and T is the learning

algorithm which is used to update the action probability vector de-

pending on the random environment’s response, namely p( t + 1 ) =
T [ α(t) , β(t) , p(t) ] , where inputs to the algorithm T are respectively

the chosen action, the response of the environment and the action

probability vector at instant t . 

Let αi ( t ) be the action chosen by the automaton and p ( t ) de-

notes the action probability vector kept over the action set at in-

stant t. p ( t ) is updated as given in Eq. (1) , if the chosen action αi ( t )

is rewarded by the environment, and it is updated according to Eq.

(2) , if αi ( t ) is penalized. 

p j ( t + 1 ) = 

{
p j ( t ) + a 

[
1 − p j ( t ) 

]
j = i 

( 1 − a ) p j ( t ) ∀ j � = i 
(1)

p j ( t + 1 ) = 

{
( 1 − b ) p j ( t ) j = i (

b 
r−1 

)
+ ( 1 − b ) p j ( t ) ∀ j � = i 

(2)

where r denotes the number of actions that can be taken by the

automaton, and a and b are the reward and penalty parameters

which determine the amount of increases and decreases of the ac-

tion probabilities, respectively. If a = b, the learning algorithm is

a linear reward–penalty ( L R −P ) algorithm, if a � b , it is a linear
eward–ε penalty ( L R −εP ) algorithm, and finally if b = 0 , it is a lin-

ar reward–Inaction ( L R −I ) algorithm in which the action probabil-

ty vector remains unchanged when the taken action is penalized

y the environment. The reward and penalty parameters a and b

nfluence the speed of convergence as well as how closely the au-

omaton approaches optimal behavior (the convergence accuracy)

39] . If a is too small, the learning process is too slow. In contrary,

f a is too large, the increments in the action probabilities are too

igh and the automaton’s accuracy in perceiving the optimal be-

avior becomes low. By choosing the parameter a to be sufficiently

mall, the probability of convergence to the optimal behavior may

e made as close to 1 as desired [39] . In the L R −εP learning algo-

ithm, the penalty parameter b is considered to be small in com-

arison with the reward parameter a ( b = εa , where 0 < ε � 1 ).

n this algorithm, the action probability distribution p ( t ) of the au-

omaton converges in distribution to a random variable p ∗ which

an be made as close to the optimal vector as desired by choosing

sufficiently small [40] . Stochastic learning automata has found

any applications, such as graph sampling [41] , fuzzy membership

unction optimization [24] , vertex coloring [42] . 

.1. Variable structure learning automata 

A variable action set learning automaton is defined as an au-

omaton in which the number of available actions at each in-

tant varies over time. Such a learning automaton has a finite

et of r actions, α = { α1 , α2 , . . . , αr } . At each instant t , the action

ubset ˆ α(t) ⊆ α is available for the learning automaton to choose

rom. Selecting the elements of ˆ α(t) is made randomly by an ex-

ernal agency. The procedure of choosing an action and updating

he action probability vector in this automaton is done as follows. 

Let K(t) = 

∑ 

αi ∈ ˆ α(t) p i (t) presents the sum of the probabilities

f the available actions in subset ˆ α(t) . Before choosing an action,

he available actions probability vector is scaled as given in Eq. (3) .

ˆ p i ( t ) = 

p i ( t ) 

K ( t ) 
∀ αi ∈ ˆ α( t ) (3)

Then, the automaton randomly chooses one of its available ac-

ions according to the scaled action probability vector ˆ p (t) . De-

ending on the reinforcement signal received from the environ-

ent, the automaton updates the vector ˆ p (t) . Finally, the available

ctions probability vector ˆ p (t) is rescaled according to Eq. (4 ). ɛ -
ptimality of this type of LA has been proved in [43] . 

p i ( t + 1 ) = 

ˆ p i ( t + 1 ) K ( t ) ∀ αi ∈ ˆ α( t ) (4)

.2. Distributed learning automata 

The full potential of learning automata is realized when they

ooperate together to solve a particular problem. Distributed learn-

ng automata (DLA) [17] is a network of automata which are in-

erconnected to work together. A DLA can be represented by a

uadruple 〈 A, E, T , A 0 〉 , where A is the set of automata, E ⊂A × A

enotes the set of edges (the edge e ij corresponds to the action αij 

f the automaton A i ), T is the set of learning algorithms based on

hich the learning automata update their action probability vec-

ors, and A 0 denotes the root automaton from which the activa-

ion of the automata in DLA begins. Each time the root automa-

on is activated, it randomly chooses one of its outgoing edges

i.e. its actions) according to the corresponding action probability

ector. As a result, the automaton on the other end of the cho-

en edge will be activated. The activated automaton also randomly

hooses an action that results in the activation of another automa-

on. This process is repeated until a leaf automaton (i.e. an automa-

on that interacts with the environment) is activated. The chosen
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Fig. 3. Distributed learning automata. 

Table 1 

Notations description. 

Symbol Description 

G ( V , E ) a trust network 

v s / v t source/target node 

v i , v j , v k a node in the trust network 

d out ( v i ) the out-degree of a node v i 
e ij a trust relationship from v i to v j 
τ ij a direct trust value from v i to v j 
τ̄k the average of trust values provided by v k 
τ ′ 

st the final estimated trust from v s to v t 
ST sk the strength of a trust path from v s to v k 
Nei t a set of direct neighbors of the target node 

W k the reliability of a node v k 
Max τ the maximum value of trust 
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ctions along the path induced by the activation process of the au-

omata serve as the input to the environment. According to the re-

ponse received from the environment, the activated learning au-

omata update their action probability vectors. An example of DLA

s shown in Fig. 3 . DLA have repeatedly been used in literature to

olve various problems [44–46] 

. Problem definition 

Given a trust network as a directed weighted graph G ( V, E ) with

he set of nodes V and the edges’ set E , a source node v s , and an in-

irectly connected target node v t . Let each edge e ij ∈ E be a trust

elationship from the node v i to the node v j , with the weight τ ij 

s the trust value. We assume that trust values between any two

onnected nodes are already known and represented by real val-

es in interval [0, 1], where 1 refers to full trust and 0 refers to

o trust. Let Nei t denotes the set of neighboring nodes of the tar-

et node v t , who have expressed their trust values to v t . We refer

o these neighboring nodes as the direct neighbors of the target

ode and to their trust values as the direct trust values. The goal

f a trust propagation problem is to infer the trustworthiness of v t 
or v s . 

In this paper, we propose a trust propagation algorithm based

n the reliability model which consider the two challenges of trust

ecay and path dependence [18] . Our proposed algorithm consists

f two sub-tasks. It first determines the reliability of trust values

rovided by users directly trusting v t . That is, the proposed algo-

ithm find the most reliable trust path to each direct neighbor. The

trength of that path computed based on a propagation function is

onsidered as the reliability of the neighbor’s direct trust. The fi-

al estimated trust value τ ′ 
st is measured by aggregating the direct

rust values weighted by their reliability values. The notations used

n this paper are defined in Table 1 . 

. DLATrust: DLA-based trust propagation 

In this section, we present the details of our trust propagation

lgorithm based on distributed learning automata, called DLATrust .

he input to the algorithm is a trust network G ( V, E ), as well as
 source node v s and an unconnected target node v t , and the out-

ut of the algorithm is the final estimated trust τ ′ 
st from v s to v t .

he trust propagation algorithm DLATrust given in Fig. 4 consists

f three phases as follows. 

.1. Constructing DLA isomorphic to trust network 

In this phase, a distributed learning automata isomorphic to

he input trust network G is constructed. That is, each node v i of G

s equipped with a learning automaton A i whose action set αi in-

ludes the neighboring nodes who are directly trusted by v i such

hat the size of αi equals to d out ( v i ). The activation process of

he learning automata always starts from the automaton A s corre-

ponding to the source node v s (as the root automaton) and in each

ime instant, only one automaton can be active. The activated au-

omaton chooses one of its actions based on the action probabil-

ty distribution, determining the next hop along the trust path to-

ards the target node v t . For each learning automaton, all actions

ave the same initial selection probability. 

Since using opinions from multiple trust paths for the trust in-

erence is better than using an opinion from a single trust path

12] , in our proposed algorithm we attempt to discover reliable

aths to a target node instead of only the most reliable path. For

his purpose, we utilize the learning algorithm L R −εP for updat-

ng the action probability distribution of each automaton. As men-

ioned in Section 3 , the learning algorithm L R −εP is an ergodic

cheme, namely the action probability distribution p ( t ) of the au-

omaton converges in distribution to a random variable p ∗ which

s independent of the initial probability distribution p (0), instead of

onverging to an action [39] . In this way, each automaton learns

he more trusted neighboring nodes, not only the most trusted

ne, along paths towards the target node. 

.2. Learning reliability of direct trust values 

This phase attempts to discover the reliable paths from the

ource node v s to the target node v t and learn the reliability of

he direct neighbors of v t . The iteration t of the proposed algorithm

LATrust is described in the three following steps: 

Step 1. Discovering a trust path 

This step aims to find a trust path between the source

node v s and the target node v t by a chain of automaton acti-

vations in DLA as follows. At first, the root automaton A s (i.e.

the automaton corresponding to the source node v s ) is acti-

vated to select the next hop along the trust path. The set

of available actions for this automaton includes v s ’s directly

trusted neighbors whose corresponding automata have not

been already activated along the current path. If there is

no available action for the activated automaton A s , the trust

path cannot continue forward and thus this step is ter-

minated. Otherwise, A s chooses one of its available actions,

say v k , based on the scaled action probability distribution

(for more details, see the Section 3.1 ). If the node v k belongs

to the set Nei t (the set of direct neighbors trusting the tar-

get node v t ), a trust path towards the target node has been

founded and this step can be successfully terminated. Oth-

erwise, the automaton A k corresponding to v k is activated to

have an action selection, and so on. 

Step 2. Path evaluation 

In this step, at first the strength of the trust path found

in the previous step is computed based on the propagation

function (for example, using the function Min the minimum

trust value among all the trust values along the trust path

is considered as the strength of the path). Then, the acti-

vated learning automata along the trust path receive a re-
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Algorithm DLATrust : DLA-based trust propagation 

Fig. 4. The pseudo code of the DLATrust algorithm. 
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τ  
ward if the found path ends to a neighboring node v k be-

longing to Nei t and the strength of the path ST sk is larger or

equal to the maximum strength W k already obtained for that

node, and otherwise they are penalized. On receiving a re-

ward, the maximum strength W k for the ending node v k will

be updated to the strength of the found path. 

Step 3. Stop condition 

Two previous steps are repeated until DLA is rewarded for R
sequential times, where R is a threshold for the sequential

received rewards. In this situation, the maximum strength

values obtained for the neighboring nodes of v t are consid-

ered as the reliabilities of the direct trust values provided
by those nodes and constitute the output of this phase. 

 

u  
.3. Aggregating direct trust values 

In this phase, the direct trust values are combined to obtain the

nal estimated trust, considering the reliability values computed in

he previous phase. For this purpose, we propose to use the stan-

ard collaborative filtering, which is a well-known method for pre-

icting the rating of a user v s on a target object I t based on his like-

inded users [19,20] , while making a little modification. Based on

he standard collaborative filtering, the trust value from a source

ser v s to a target user v t is predicted as given below. 

′ 
st = τ̄s + 

∑ 

v k ∈ Ne i t 
W k ( τkt − τ̄k ) ∑ 

v k ∈ Ne i t 
W k 

(5)

Using the above equation for aggregating the direct trust val-

es, two first weaknesses of the weighted average function, namely
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Table 2 

Strategies for comparison. 

Strategy Propagation Aggregation Paths 

Min-Max Min Max All shortest 

Multi-Max Multi Max All shortest 

Min-WAvg Min Weighted average All shortest 

Multi-WAvg Multi Weighted average All shortest 
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eing un-robust against different interpretations of the trust scale

nd malicious behaviors, will be solved [47] . However, this equa-

ion still suffers from the problem of dependency of a direct trust’s

eight on the reliabilities of all the neighbors trusting the tar-

et user. In order to overcome this problem, we modify the above

quation as follows: 

′ 
st = τ̄s + 

∑ 

v k ∈ Ne i t 
W k ( τkt − τ̄k ) 

| Ne i t | Ma x τ
(6) 

here | Nei t | indicates the number of the neighboring nodes in the

et Nei t . Based on this equation, the weight of a direct trust is

omputed as the proportion of the reliability of the direct trust to

he maximum reliability (which is equal to the maximum value of

rust Max τ ). In the experiments, we refer to the aggregation func-

ion given in Eq. (5 ) as CFAvg and to the function in Eq. (6 ) as MC-

Avg . 

. Experimental evaluation 

In this section, we conduct several expensive experiments to

valuate the efficiency of the aggregation functions CFAvg and MC-

Avg , and also the performance of our proposed method DLATrust.

he experiments are done on the real trust network dataset of

dvogato, since they are among the most often-used datasets for

valuating trust inference performance [12,13,18] . Experimental re-

ults are averaged over 10 independent runs. 

.1. Experimental design 

.1.1. Evaluation method 

The evaluation is done using a standard evaluation technique:

eave one out [48] . At first, the trust relationship between the

ource node v s and the target node v t is masked. Then, the trust

alue from v s to v t is predicted based on a trust propagation algo-

ithm using the remaining trust relationships. Finally, the predicted

rust value is compared to the masked trust value as the actual

rust. 

.1.2. Dataset 

In order to evaluate the proposed trust propagation algorithm,

e use the well-known trust network dataset Advogato ( http:

/www.advogato.org ). Advogato [49] is an online community and

ocial networking website for developers of free software. One of

ts intended purposes is to serve as a research test-bed for test-

ng trust metrics, with the idea that users can certify each other

n four different trust levels: Observer, Apprentice, Journeyer, and

aster. The dataset we used in this paper is a snapshot collected at

9:15-2014-Jul-07 which contains 56, 461 trust statements stated

y 7419 users. In order to have real-valued trust statements, we as-

igned 0.2 to Observer, 0.6 to Apprentice, 0.8 to Journeyer, and 1 to

aster. 

To produce a smaller subgraph from the trust network dataset

dvogato, we utilize the graph sampling algorithm random walk

ith the sampling fraction of 0.2. The sampled subgraph con-

ains 1483 users and 10, 661 trust statements. 

.1.3. Evaluation metrics 

In our experiments, we consider two metrics: coverage and pre-

iction accuracy , which have been commonly used in [12–14,18] .

overage measures the percentage of trust relationships that are

redictable, that is, for which an algorithm can find at least one

ath between two users to infer the trust value. Prediction ac-

uracy refers to the ability of predicting whether a user will be

rusted or not. Different metrics used in this paper for evaluating

he accuracy include: 
Mean absolute error (MAE). Let E ′ be a set of edges whose trust

an be predicted. The MAE computes the average of the difference

etween the actual value of trust and the estimated trust value in

ll edges belonging to E ′ . 

AE = 

∑ 

e i j ∈ E ′ 
∣∣τ ′ 

i j 
− τi j 

∣∣
| E ′ | (7) 

In most cases, the purpose of predicting the trust value is mak-

ng decision to interact the target user or not. Based on this, we

onsider a threshold 0.5 for deciding to trust or not, such that if

he estimated trust value is equal or more than 0.5, we will trust

nd otherwise not. We utilize the metrics precision and recall to

ompare the accuracy of algorithms in making decision. 

Precision. Let T A be the number of edges in which v s directly

rusts v t , and T B be the number of edges in which v s trusts v t by

he trust value estimated through the algorithm. Precision mea-

ures the fraction of users who are predicted to be trusted and are

ctually trusted ones. 

 recision = 

T A ∩ T B 
T B 

(8) 

Recall. This metric measures the fraction of users are actually

rusted and are successfully predicted. 

ecall = 

T A ∩ 

T B 
T A 

(9) 

Fscore. Since there is a trade-off between precision and recall,

he Fscore metric is utilized to compute the accuracy using recall

nd precision jointly. 

 score = 

2 × Recall × P recision 

Recall + P recision 

(10) 

.1.4. Methods for comparison 

In order to investigate the efficiency of the proposed aggrega-

ion function and also our algorithm DLATrust , we implement all

our strategies in Table 2 based on the reliability model. These

trategies have been commonly used in the literature as the com-

arison standard [12,18] . We also compare our proposed algorithm

ith the TidalTrust [9] and MoleTrust [36] algorithms, which are

ell known in the domain of trust propagation. 

.2. Experimental results 

.2.1. Experiment I 

In this experiment, we examine the effectiveness of the ag-

regation functions CFAvg and MCFAvg . For this purpose, we im-

lement four trust propagation strategies: Min-CFAvg, Multi-CFAvg,

in-MCFAvg , and Multi-MCFAvg , based on the reliability model and

ompare the results of them with those of the strategies listed in

able 2 . The comparison is done in terms of the accuracy metrics:

AE, Precision, Recall and FScore, and results on the dataset Ad-

ogato is presented in Table 3 . 

From this table, we can see that the different propagation func-

ions provide the similar trust inference results. The aggregation

unctions Max and WAvg have the almost similar MAE, however Fs-

ore of WAvg is much better than Max . The accuracy of using CFAvg

s higher than that of using WAvg. Finally, the aggregation function

CFAvg performs the best on Advogato dataset. 

http://www.advogato.org
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Table 3 

Comparison between different aggregation functions on Ad- 

vogato dataset. 

Strategy MAE Precision Recall FScore 

Min-Max 0.1374 0.9202 0.9365 0.9283 

Multi-Max 0.1377 0.9204 0.9348 0.9275 

Min-WAvg 0.1326 0.9639 0.9535 0.9586 

Multi-WAvg 0.1327 0.9208 0.9439 0.9322 

Min-CFAvg 0.1208 0.9639 0.9535 0.9586 

Multi-CFAvg 0.1209 0.9639 0.9532 0.9585 

Min-MCFAvg 0.1177 0.9634 0.9649 0.9642 

Multi-MCFAvg 0.1175 0.9633 0.9666 0.9650 

Table 4 

The impacts of learning parameters a and b on DLATrust’ effi- 

ciency. 

Setting MAE Precision Recall FScore 

a b 

0.09 0.0 0 09 0.1177 0.9633 0.9702 0.9667 

0.05 0.0 0 05 0.1165 0.9634 0.9713 0.9673 

0.01 0.0 0 01 0.1152 0.8255 0.9724 0.9677 

0.009 0.0 0 0 09 0.1152 0.9632 0.9738 0.9684 

0.005 0.0 0 0 05 0.1149 0.9633 0.9729 0.9681 

0.001 0.0 0 0 01 0.1146 0.9634 0.9727 0.9680 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Table 5 

Comparison between different strategies on Advogato dataset. 

Strategy MAE Precision Recall FScore Time (s) 

Min-MCFAvg 0.1177 0.9634 0.9649 0.9642 0.0374 

Min-MCFAvg AP 0.1129 0.9723 0.9662 0.9692 8 . 1441 E + 04 

TidalTrust 0.1323 0.9210 0.9424 0.9316 0.0618 

MoleTrust 0.1325 0.9207 0.9450 0.9327 0.1108 

DLATrust 0.1152 0.9632 0.9738 0.9684 9.6957 
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6.2.2. Experiment II 

This experiment aims to investigate the effects of the learning

parameters a and b on the performance of our proposed algorithm

DLATrust . We consider the different settings for these parameters

and for each setting, we report the results of the accuracy metrics

on Advogato in Table 4 . The algorithm DLATrust is implemented by

using the propagation function Min and the aggregation function

MCFAvg , since Min provides the similar results as Multi and MC-

FAvg have the highest accuracy comparing to the other aggregation

functions, considering the results of the previous experiment. 

Based on the results of this table, decreasing the learning pa-

rameters always results in the decrease of MAE of the trust infer-

ence. However, for the metric FScore the decrease of the learning

parameters at first increases and then decreases the value of the

metric. Since for the setting a = 0 . 009 and b = 0 . 00009 the algo-

rithm DLATrust reaches the maximum FScore over the Advogato

dataset, for the experiments that follow we consider this setting

for the learning parameters in our proposed algorithm. 

6.2.3. Experiment III 

In this experiment, we evaluate the efficiency of the proposed

algorithm DLATrust in inferring trust value compared to other trust

propagation algorithms in terms of the accuracy metrics. The algo-

rithms for comparison are: TidalTrust, MoleTrust , as well as Min-

MCFAvg . While DLATrust considers no limit for the trust path

length, these three strategies are based on shortest paths from

source to target. In order to investigate more accurately the effi-

ciency of DLATrust , we also implement another version of the strat-

egy Min-MCFAvg , called Min-MCFAvg AP , in which all paths with the

length less and equal to 7 between source and target are used for

inferring the trust (Note that for the path length ≤ 7, the coverage

of Min-MCFAvg AP for the Advogato dataset is complete). The results

of this experiment on the Advogato dataset are shown in Table 5 .

In addition to the accuracy metrics, we also report the execution

time of the algorithms in this table, where the system on which

the algorithms run has a hardware configuration of Intel® Core i5

2.53 GHz and 8 GB RAM. 

According to the results, because of considering all trust paths

the algorithm DLATrust obtains the higher estimation accuracy than

the strategies using only shortest trust paths, though at the cost

of time. In comparison with Min-MCFAvg AP , DLATrust has a much
maller execution time, while FScore of both algorithms is al-

ost similar. However, MAE of DLATrust is more than that of Min-

CFAvg AP . The reason is that DLATrust pruns paths which are less

ikely to end in the target user with a high reliability and it is pos-

ible that some good paths are neglected in the search process. 

.2.4. Experiment IV 

In this experiment, we study the effect of the number of opin-

ons about target user on the trust inference accuracy. For differ-

nt number of direct neighbors, we compare the average of the

umber of neighbors (or opinions) incorporated into the inference

rocess, MAE and FScore of DLATrust with them of the other trust

ropagation algorithms including TidalTrust, MoleTrust , and Min-

CFAvg , respectively in Fig. 5 (a), (b) and (c). From the results, we

an see that the accuracy increases with the increase of the num-

er of used opinions. It indicates that using more opinions from

ultiple paths provides better results when predicting trust. As

hown in Fig. 5 (a), because of considering all paths the algorithm

LATrust uses the more number of opinions and therefore, accord-

ng to the results of Fig. 5 (b) and (c), it has the higher accuracy

omparing to other trust propagation algorithms. 

.2.5. Experiment V 

This experiment aims to test the effect of the limitation of

aximum path length on the performance of the proposed algo-

ithm DLATrust comparing to other trust propagation algorithms.

e varies the maximum length in the range of [2,6] and for each

ength, we report the accuracy in terms of MAE and FScore in

ig. 6 (a) and (b), the execution time in Fig. 6 (c), and the cover-

ge in Fig. 6 (d) for DLATrust and the other algorithms TidalTrust,

oleTrust , and Min-MCFAvg. Since for each maximum length the

overage is the same between the three algorithms TidalTrust, Mo-

eTrust , and Min-MCFAvg , we report the value of coverage of these

lgorithms only once labeled as “Others” in Fig. 6 (d). 

From these figures, we can see that the coverage increases with

ncreasing the maximum length, especially when it varies from 2

o 4. DLATrust has the same coverage as the other algorithms for all

he maximum lengths. It indicates that this algorithm always suc-

essfully discovers trust paths satisfying the path length constraint

etween any pair of nodes. As shown in Fig. 6 (c), the increase of

he maximum length obviously increases the execution time. How-

ver, this increase is much faster for DLATrust . The reason is that

LATrust can find more paths as the maximum length gets larger. 

In contrary, increasing the maximum length decreases the ac-

uracy of the algorithms TidalTrust, MoleTrust , and Min-MCFAvg . As

hown in Fig. 6 (a) and (b), when the maximum length changes

rom 2 to 4, MAE of these algorithms increases and FScore de-

reases, while for the maximum length larger than 4, the values of

hese two metrics remain unchanged. We analyze the reason and

nd that for pairs of nodes whose shortest path length is equal to 3

r 4, the trust inference accuracy in these algorithms is low. Dif-

erent results are observed for DLATrust when increasing the max-

mum length: FScore increases along with the maximum length,

nd MAE at first increases for the length of 3 and then decreases.

he reason is that searching with a larger maximum length finds
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Fig. 5. The number of direct neighbors versus a) the average number of direct neighbors incorporated into the inference process, b) average MAE, c) average FScore. In 

general, the increase of the number of neighbors utilized increases the inference accuracy. Because of considering all paths, DLATrust uses more neighbors and thus obtains 

the higher accuracy. 

Fig. 6. The maximum length versus a) MAE, b) FScore, c) the execution time, d) coverage. In general, the increase of the maximum length increases coverage and the 

execution time. With increasing the maximum length, the accuracy for DLATrust increases and for the other strategies, conversely, decreases. 

Fig. 7. The trust threshold versus a) MAE, b) FScore, c) coverage. In general, the increase of the trust threshold up to 0.8 decreases three measures. For the trust threshold 

of 1, FScore and coverage decrease more sharply, and MAE increases. 
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ore trust paths, which means more opinions. It validates again

hat using more opinions results in a more accurate trust inference.

.2.6. Experiment VI 

In this experiment, we examine the effect of considering the

rust threshold for the reliability of target’s direct neighbors such

hat only the opinions of direct neighbors that are reliable at or

bove the trust threshold are incorporated in the trust inference

rocess. For this purpose, the trust threshold is changed from 0.2

o 1 and for each threshold, we compare MAE, FScore and coverage

f DLATrust with them of the other algorithms TidalTrust, MoleTrust ,

nd Min-MCFAvg , respectively in Fig. 7 (a), (b), and (c). 

From the results, we can see that increasing the trust threshold

ecreases the coverage for all algorithms. However, the decrease is
uch slower in DLATrust , since it uses more opinions for inferring

he trust value. During the increase of the trust threshold, FScore

ecreases sharply, and MAE also decreases for the trust threshold

ess or equal to 0.8 and increases for the threshold of 1. These re-

ults indicate that the trust threshold should not be set to a large

alue, since for a larger threshold more paths will be untrusted. 

. Conclusion 

In this paper, we presented an efficient trust propagation algo-

ithm using distributed learning automata to discover reliable trust

aths and predict the trust value between two indirectly connected

sers. In this algorithm, an automaton is assigned to each node

f the trust network to learn the next reliable nodes along trust
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paths towards the target node. In order to overcome the weak-

nesses of existing aggregation functions and improve the accuracy

of trust inference, we also proposed a new aggregation function

based on standard collaborative filtering for combining trust val-

ues derived from multiple paths. The experimental results on real

trust network dataset show that our proposed algorithm can effi-

ciently achieve high trust inference accuracy compared to existing

trust propagation algorithms. 

In future work, we will try to improve the proposed trust prop-

agation algorithm, and also plan to design more extensive experi-

ments to evaluate our proposed aggregation function on different

trust networks. 
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