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Abstract- Adding cognition to existing Wireless Sensor Networks (WSNs) with a cognitive 

networking approach, which deals with using cognition to the entire network protocol stack to achieve 

end-to-end goals, brings about many benefits. However cognitive networking may be confused with 

cognitive radio or cross-layer design, it is a different concept; cognitive radios applies cognition only 

at the physical layer to overcome the problem of spectrum scarcity, and cross layer design usually 

focuses on linking at least two non-consecutive specific layers, to achieve a particular goal. Indeed, it 

can be said that the cognitive radio and the cross layer design are two effective methods in cognitive 

networking. To the best of our knowledge, almost all of the existing researches on the Cognitive 

Wireless Sensor Networks (CWSNs) have focused on spectrum allocation and interference reduction 

in the physical layer. In this paper, we propose a new reasoning and learning model for CWSNs, in 

which firstly, a team of learning automata is employed to construct a Bayesian Network (BN) model 

of the parameters of the network protocol stack, and then the constructed BN is used to tune the 

controllable parameters. The BN represents the dependency relationships between the parameters of 

the network protocol stack, and the BN-based reasoning is an efficient tool for cross-layer 

optimization, in order to maximize the perceived network performance. Simulations have been done 

to evaluate the performance of the proposed model. The results of the simulations show that the 

proposed model successively adds cognition to a WSN and improves the performance of the 

communication network.  

Keywords- Bayesian Networks; Cognitive Networks; Learning Automata; Reasoning; Wireless 

Sensor Network 

1. Introduction 
Wireless Sensor Networks (WSNs) consist of hundreds or even thousands of small devices each 

with sensing, processing, and communication capabilities to monitor a real-world environment. They 

are envisioned to play an important role in a wide variety of areas, arranging from critical military 

surveillance applications to forest fire monitoring [1]. Designing a WSN faces many challenges; here, 

some of them are mentioned. Usually, the power resource of a WSN is batteries, which are limited 

and un-chargeable. As a result of power limitation, sensor nodes have low-power radios, which 

mostly use unlicensed ISM bands (2.4 GHz.), or Wi-Fi, Bluetooth, etc. with the same band. In 

addition, the performance of WSNs is extremely sensitive to the deployment environment, because 

the signals of the low-power radios are easily disrupted. Finally, there exist no widely accepted well-

performing protocol stacks for these networks, and multiple protocols and multiple parameters might 

be considered for deployment.  

Cognitive radio has emerged as a key technology to solve the problem of spectrum utilization. A 

cognitive radio is an intelligent wireless communication system that is aware of its surrounding 

environment, and adapts its internal parameters to achieve a reliable and efficient communication and 

optimum utilization of the resources [2]. With the advent of cognitive radio technology and cross-

layer design [3], Thomas et al. [4] have introduced a different perspective of the traditional networks, 

named cognitive network. Cognitive network is a communication network with a cognitive process 
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that can perceive current network conditions, then it can plan, decide, and act on those conditions, and 

also learn from the consequences of its actions; all while following end-to-end goals [5]. Using the 

concept of cognitive, cognitive wireless sensor networks (CWSNs) have been presented, in which 

sensor nodes can change their configurations according to the environment conditions. Cognitive 

capabilities are based on following activities: monitoring of the environment, analysis and 

characterization of the environment, optimization of the best communication strategy based on 

different constraints such as reliability, power, etc., and adaptation and collaboration strategy. The 

CWSNs can overcome the mentioned designing challenges in the WSNs and it can also provide more 

reliable communication channels while reducing power consumption, increasing network life-time 

and reliability, and also enhancing quality of service (QoS) guarantee to applications.  

A key feature of the cognitive networks, as described in [4], is the cognitive process, which is 

responsible for the reasoning and learning. The terms reasoning and learning are very close together. 

We consider reasoning as the immediate decision process that must be execute using available 

historical knowledge as well as knowledge about the current state of the world; but, learning is a long-

term process consisting of the accumulation of knowledge based on the perceived results of past 

actions. Generally, cognitive nodes learn by enriching a knowledge-base to improve the efficacy of 

future reasoning [6]. Many methods may be used for learning and reasoning in a cognitive network. 

Some of the generic methods for reasoning are: Distributed Constraint Reasoning, Bayesian 

Networks, and Meta-heuristics such as Genetic Algorithm; and some of the methods for learning are: 

Q-learning, Learning Automata, and Bayesian Networks [4].  

A Bayesian Network (BN) is a method of reasoning under uncertainty, which may be a result of 

limited observations, noisy observations, unobservable states, or uncertain relationships between 

inputs, states, and outputs within a system [7]. All of these causes for uncertainty are common in 

communication networks. The ability of cognitive networks to potentially control the parameters at 

different layers in the protocol stack gives rise to concern over interactions between different protocol 

layers; interactions that are currently not well understood [8]. Therefore, understand the dependencies 

between these protocols, and specially their parameters, is very important and also sophisticated; and 

we need a tool that can encode these dependencies. Approximate probabilistic graphical models, like 

BN, provide a means for dealing with this uncertainty and dependency. BNs decompose a joint 

probability distribution (JPD) over a set of variables (i.e. events) into a set of conditional probability 

distributions defined on a directed acyclic graph (DAG). Each node of the DAG represents a variable 

in the JPD. The directionality of the edges in the DAG represents parent-child relationships, where 

conditioned on the knowledge of its parents, a child is independent of all other non-descendants in the 

network [7]. Each node contains a conditional probability distribution, which is the probability 

distribution of the variable at that node conditioned on the variables at all parents of the node. The 

JPD can then be reconstructed as the product of all of the conditional probability distributions. 

Another advantage of the BN for cognitive networks is that, BN is an example of a method that 

incorporates both reasoning and learnings, simultaneously. Learning in a BN is accomplished through 

belief updating. Belief updating is the process of modifying the conditional probability distributions 

based on observations of variable in the JPD. Knowledge is contained within the conditional 

probability distributions as well as the DAG structure itself. Reasoning in a BN consists of producing 

probability estimates of sets of variables based on the current JPD and possibly observed variables as 

well. However, BNs do not specify a method for selecting an action and they may be paired with a 

decision making method such as multi-criteria decision making [9]. 

Before using the BNs as the reasoning and learning tool in a cognitive network, some problems 

must be solved; for example, the structure of the dependency graph may be unknown a priori. An 

obvious consequence of this is that the conditional distributions are also unknown. These issues are 

normally addressed by learning the structure of the DAG and then estimating the conditional 

distributions. These processes require a set of data consisting of past combinations of inputs and 

outputs of the communication network. This data consists of samples of the network's behaviour, and 

there is no concept of a correct output for any particular input. Learning a BN from data imposes a 

heavy computational burden, and this has led researchers to find ways to parallelize the process. For 

structures of moderate dimensionality, an asynchronous complete search such as in [11] may be 
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feasible. Researchers have also used meta-heuristics such as ant colony optimization [12], variable 

neighbourhood search [13], and evolutionary algorithms [14] to provide approximate solutions to the 

BN structure.  

However, despite this complexity, the ability to learn the structure and conditional distributions of 

a BN allows a cognitive network to construct a set of beliefs about the network conditions by 

observing the previous behaviours of the network and feedbacks of its environment. This is very 

beneficial for networks that may be deployed in a variety of scenarios, but cannot be fully 

characterized beforehand; one example of these communication networks is wireless sensor network 

or WSN. An additional benefit of learning a BN is that prior knowledge (such as that generated by an 

expert) can be incorporated into the BN to improve the learning process [10]. 

In this study, we propose a BN based model for reasoning and learning in cognitive networks. 

After constructing, the BN represents the dependence relationship among the parameters of the 

network stack protocols and it can perform probabilistic inference in the communication network. 

Nevertheless as mentioned before, structure learning of BNs is a problem belongs to the class of NP-

hard problems and typically greedy algorithms are used to solve it; so in the proposed model, firstly, a 

team of learning automata is applied to construct the BN, using training samples [15-16]. Using the 

learning automata leads to find an optimal (or near-optimal) network in lower computation time. 

Then, after a simple parameter learning, a BN inference is used for optimizing the composition and 

the configuration of the entire protocol stack in a cross-layer view of the communication network. 

The rest of the paper is structured as follows. In section 2 preliminaries, such as CWSN features, 

BN, and learning automata, are briefly explained. In section 3 proposed reasoning and learning model 

is discussed, and also a WSN scenario is introduced and reformed to the CWSN. The performance 

evaluation and the experimental results are presented in section 4. Finally, we conclude the paper in 

section 5.  

2. Preliminaries 
In this section, firstly, we will discuss the features of CWSNs. Then, BNs will be described as a 

graphical model for representing conditional independences between the variables through a DAG. 

Also structure learning, parameter learning and inference in BNs will be explained. Finally, we will 

summarize learning automata as an intelligent tool for BNs structure learning.    

2.1 Features of CWSNs  
Cognitive networks, in general, and the CWSNs, in particular, consist of controllable and 

observable parameters. Controllable parameters are tunable parameters that their configurations affect 

the performance of the network. On the other hand, observable parameters are the parameters, which 

state the network performance. Examples for controllable parameters are: the duration of sensing 

interval in the application level, the value of contention window in the transport protocol, and the 

maximum number of transmission in the MAC protocol. Similarly, some examples of observable 

parameters are: power consumption, Round Trip Time (RTT), and the number of retransmitted 

packets. Such representations allows for a simple control loop, in which controllable parameters are 

tuned in accordance with observable parameters to improve the performance of the whole network. 

So, a model, which can represent the relationship between observable and controllable parameters, is 

essential. We propose a model based on BNs, which is also used as the reasoning and learning tool.  

2.2 Bayesian Networks 
 As mentioned before, BNs are widely used for knowledge representation and reasoning under 

uncertainty in intelligent systems. A BN describes the joint probability distribution (JPD) over a set of 

random variables, with defining a series of probability independences and a series of conditional 

independences [9]. From an informal perspective, BNs are directed acyclic graphs (DAGs), where the 

nodes are random variables, and the arcs specify the independence assumptions that must be held 

between the random variables. The joint probability of any particular combination of n random 

variables can be written according to Eq. (1) [15]. 

 (       )  ∏  (           (  ))
 
   ,                                                                                 (1) 
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where (       ) is the set of random variables. When the network is constructed, it can be an 

efficient device to perform probabilistic inference; however, the problem of constructing such a 

network remains. Giving a dataset of training samples, construction the BN can be separated into two 

subtasks: structure learning to determine the topology of the network, and parameter learning, which 

defines the numerical parameters (conditional probabilities) for a given network topology[17]. 

2.2.1 Structure Learning in BNs 
BN structure learning has two main approaches: constraint based approach [18-19], and search 

and score based approach [11-17] and [20-22]. In this work, we focus on structure learning based on 

search-and-score approach. Algorithms, which are following this approach, have two main 

components: a search procedure and a scoring metric. Search procedure determines an algorithm to 

search throughout all possible networks and select one; while scoring metric evaluates the quality of 

the selected network.  

Scoring metrics: There exist a variety of metrics, which are proposed for evaluating a BN 

constructed network, such as Bayesian Metrics, Minimum Description Length (MDL), and Bayesian 

Information Criterion (BIC) to mention a few. Bayesian Metrics measure the quality of BNs by 

computing a marginal likelihood of the BNs, with respect to the given data and inherent uncertainties 

[23-24]. MDL is another type of scoring metric based on information theory and data compression 

[25]. The Bayesian information criterion (BIC), which will be used in this study, is a criterion for 

model selection among a finite set of models, and it is based on penalizing maximum likelihood. The 

BIC scoring metric for the constructed graph G is given by the following equation: 

         ( |   ̂ )  
   

 
    ( ),                                                                                        (2) 

where D is the set of training samples;  ̂  is maximum likelihood (ML) estimation for G’s 

parameters, and M is the number of training samples in the dataset. If all variables are multinomial, by 

considering ri as a finite set of outputs for xi, qi as the number of configurations for xi’s parents, Nij as 

the number of observations for xi if j is its parents configuration, and finally Nijk as the number of 

observation for xi=k when its parents configuration is j, Eq. (2) can be rewritten as following, 

    ∑ ∑ ∑     (
    

   
)  
     

 

  
   

  
   

 
   ∑   (    )

 
   .                                                       (3) 

In this case BIC converts to a simple counting problem [15-16]. 

Search methods: Given a scoring metric, the problem of learning the structure of a BN belongs 

to the case of NP-hard problems and there is no polynomial-time algorithm for finding the best 

network structure corresponding to the most scoring metrics [26]. Usually, a simple greedy algorithm 

is used to build the network. The greedy algorithm can add, reverse, or delete an edge, with the 

greatest improvement of the current network quality in search step, until no more improvement is 

possible. The initial network structure can be a graph with no edges, or it can take advantage of using 

prior information, such as using the best tree computed by the polynomial-time maximum branching 

algorithm [27-28]. BNs are acyclic graph, so after each iteration, the constructed network is validated 

and all cycles are removed.  

2.2.2 Parameter training in BNs 
Parameter training is another subtask of BNs learning, which defines the numerical parameters 

(conditional probabilities) for a given network topology. According to the definition of BNs, each 

variable is directly conditioned only by its parents, so the estimation of the parameters for each 

variable should be performed conditioned on its parents in the chosen DAG. There are two main 

methods, asymptotically equivalent, consistent and suitable to be implemented in an online manner, 

given a sufficient size of the training dataset, namely ML and Bayesian Estimation given Dirichlet 

priors [29]. In this paper, we choose ML for parameter learning, coherently with the choice of BIC as 

a scoring function for the structure learning algorithm. Eq. (4) represents the ML estimation. 
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  ,           (  )   -.                                                             (4) 

2.2.3 Inference in BNs 
The BN paradigm is mainly used to reason in domains with intrinsic uncertainty. The reasoning 

inside the model, that is, the propagation of evidence through the model, depends on the structure 

reflecting the conditional independencies between the variables. Generally speaking, the propagation 

of evidence involves assigning probabilities to the values of a subset of non-instantiated variables 

when the values of some other variables are known [25]. It has been proven that the inference in a BN 

with a general DAG structure is NP-hard [30]; however probabilistic inference algorithms that are 

more efficient than the brute force use of the gigantic joint probability table, have been developed by 

exploring the interdependency captured by the network structure. Most important among them are 

algorithms for computing posterior probabilities Pr (xi | e) , where e denotes evidence, the observed 

values for some variables. These class of algorithms include “belief propagation” [30] and “Junction 

tree” [32-33] for exact solutions, and various statistical sampling techniques (e.g., Markov Chain 

Monte Carlo sampling) for approximate solutions with extremely large BN (see [34] for a detailed 

explanation of the most commonly used BN inference algorithms).  

2.3 Learning Automata            
In this section, learning automata [35-36] will be briefly reviewed. 

A learning automaton is an adaptive decision-making device that enhances its functionality 

through learning how to choose the optimal action from a finite set of permitted action by repeated 

interactions with a random environment. In this case, the environment evaluates this taken action and 

responds by a reinforcement signal. The learning automaton then updates its internal information, 

which is in the form of a probability vector, according to both the chosen action and received 

reinforcement signal. Subsequently, the learning automaton adjusts its action repeatedly, until a 

termination condition is satisfied. Figure1 represents the interaction between a learning automaton and 

its environment.  

 

Fig1. The interaction between learning automaton and the environment. 

Every environment is indicated by   *     +, where   *          + is the set of inputs, 

  *          + is the set of output, and   *          + is the set of penalty probabilities. 

Depending on the nature of the reinforcement signal  , the environments are classified into P-model, 

Q-model, and S-model. Whenever the set   has just two members,      and     , the 

environment belongs to the class of P-model. In the Q-model class, the environment contains a finite 

number of values in the interval [0,1]. In contrast, the S-model environment has an infinite number of 

members. Finally,    denotes the penalty probability of each taken action   . 

Learning automaton is categorized into fixed structure and variable structure. Learning 

automaton, which will be used in this paper, with variable structure is represented by *       +, 
where   *          + is the set of actions,   *          + is the set of inputs,   
*          + is the action probability vector, and  (   )    , ( )  ( )  ( )- is the learning 

algorithm. After choosing an action,   , the learning automaton, upon receipt of a reinforcement 

signal from the environment, updates its action probability vector according to Eq. (5). 

Environment 

Learning automaton 

β(n) 

α(n) 
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  (   )     ( )   ,    ( )-  

  (   )     ( )     ( )                                                                        

  (   )  (   )  ( )  

  (   )  
 

   
 ,(   )   ( )-                                                              (5) 

 The parameters a and b, in Eq. (5), denote reward and penalty parameters, respectively. If a and b 

are set equal, the algorithm is referred to as LR-P; whereas, if b is very much smaller than a, the 

algorithm is called LRεP; finally, if b=0, then the algorithm is LR-I.   

For a more complete description of learning automata, we have to say that, a single automaton is 

generally sufficient for learning the optimal value of one parameter. However for multidimensional 

optimization problems, we need a system consisting of as many automata as there are parameters [34]. 

Let A1, …, AN be the automata involved in an N-player game. Each play of game consists of each of 

the automaton choosing an action and then getting the payoffs or reinforcements from the 

environment for this choice of actions by the group of learning automata. Let   ( )   ( )     ( ) 
be the action probability distributions of N automata. Then at each instant n, each automaton Ai 

chooses an action   ( ) independently and at random, according to   ( )      . This set of N 

actions is input to the environment which responds with N random payoffs, which are supplied as 

reinforcements to the corresponding automaton. Special case of this model is a game with common 

payoff; here, all the automata get the same payoff from the environment (that is,     ). Learning 

automata in a common payoff game is often referred as a team of learning automata [15]. 

3. Proposed Reasoning and Learning Model for Cognitive Wireless Sensor 
Networks 

In this section, a new reasoning and learning model is proposed, which uses a BN to represent the 

relationship between the network parameters, and performs an efficient probabilistic reasoning. As 

mentioned before, the problem of finding the optimal BN corresponding to the variables dependencies 

belongs to the class of NP-hard problems, and typically greedy algorithms are used to generate BNs. 

Firstly, we propose a new BN structure learning algorithm, which uses a team of learning automata 

and a training dataset. Training dataset contains samples of network protocols, which are gathered 

from previous observations. The constructed BN represents the dependence relationships among the 

network parameters contain both controllable and observable parameters. Then, after parameter 

training, which defines the numerical parameters (conditional probabilities) for the BN, BN inference 

is used to tune the controllable parameters of the network based on the desired values of the 

observable parameters. Finally, during the network uptime, gathered new training samples from new 

observations of the communication network and its environment, are used to update the BN. The 

pseudo code of the proposed algorithm is given in Algorithm1. 

As it can be seen in the pseudo code, the proposed reasoning and learning model has two phases: 

BN structure and parameter learning and reasoning and learning. In the following we describe these 

two phase. 
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Algorithm1: Pseudo code of the proposed model  

Phase I: BN structure and parameter learning 

1:  Let n be the number of network parameters including controllable and observable parameters, m be the  

number of LA, i.e.   
 

 
 (   ), and for each learning automaton l, 

   *               +                             . 
2:  Let t be the iteration counter and initially set to 0 and maxit be the maximum number of iterations. 

3:  Set the initial actions probability distribution of each LA to be uniform. 

4:  While the number of iteration  maxit  

5:       Generate LA’s actions, (α1(t), α2(t), …, αm(t)); 

6:       Build the structure of the Bayesian network based on LA’s actions and remove all cycles from the 

          Constructed network; 

7:       Using the knowledge-base of training samples, calculate the BICt value for current constructed BN; 

8:       Let β( )     (
           

             
   ); 

9:       Update the actions probability distribution of each LA based on the reinforcement signal β(t); 

10: Execute the ML-based parameter learning algorithm for the constructed BN;  

 

Phase II: Reasoning and Learning 

1: Let new_sam be the number of new gathered samples and initially set to 0, and new_sammax be the 

maximum number of gathered samples, after which BN structure and parameter learning executes 

automatically with the extended knowledge-base of training samples. 

2:  Repeat following steps 

3:  Tune the network controllable parameters using BN inference; 

4:  Sample the network protocol parameters, both controllable and observable; 

5:  Save the values of the parameters as a new training sample in the knowledge-base; 

6:  new_sam = new_sam +1; 

7:  If new_sam = new_sammax 

8:      new_sam =0; 

9:      Start BN structure and parameter learning with the extended knowledge-base of training samples; 

10:Else Evaluate the network performance, as per(t); 

11:    If a drastic decrease in per(t) is observed  

12:          new_sam =0; 

13:          Start BN structure and parameter learning with the extended knowledge-base of training samples; 

14:  Else Execute the ML-based parameter learning algorithm for the BN to update the conditional 

probability tables based on the updated training sample dataset;  

 

3.1 BN structure learning1 
As mentioned in section 2.2.1, BN structure learning based on search-and-score approach has two 

components: a scoring metric and a search procedure. The proposed algorithm uses the BIC scoring 

metric, given in Eq. (3) and a team of learning automata to search among the possible structures. In 

what follows, we describe the search procedure [15]. 

Let n be the number of network protocols parameters including controllable and observable 

parameters. Since, the maximum number of undirected edges of a graph with n nodes is   
 

 
  

(   ), we use a team of m learning automata (A1, A2… Am) with action set 
*               +                             ; each learning automata is associated to 

one undirected edge. Let the action of automaton Al at time t denoted by α
l
(t) and it determines either 

the corresponding edge should be appeared in the BN (in two case) or not. The action probability 

vector of automaton Al (for l=1, 2… m) at time t is denoted by   ( )  .  
 ( )   

 ( )   
 ( )/, where 

  
 ( ) is the probability of choosing action αk (for k=0, 1, 2) at time t. Since there is no prior 

information about the variables dependencies at the first iteration, we use the uniform probability 

distribution to select actions; i.e.   
 ( )  

 

 
 (                          ). After all learning 

automata select their actions according to their probability vectors, the selected actions are used to 

                                                           
1
 In this section we have widely used the reference [15]. 
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build the BN structure. Now, the constructed BN structure may have cycles. In order to remove 

cycles, the search procedure uses a modified version of Depth First Search algorithm (DFS), named 

colored DFS [37], with a random start node to navigate the current structure and mark all of the back 

edges which point from a node to one of its ancestors. After detecting all back edges, the search 

procedure removes all. Because of choosing a random node in the colored DFS, the proposed 

algorithm has the chance of removing different edges in the execution of the algorithm to choose the 

structure of the network without biasing to the any edge in the network [15].  

In the next step, the reinforcement signal is computed based on the scoring functions. BIC given 

in Eq. (3) is computed for the current BN as BICt. Then the reinforcement signal for each automaton 

is calculated based on the network’s score. Since we use a team of learning automata with a common 

payoff, all the automata get the same reinforcement signal from the environment (that is, β
l
(t)=β(t)). 

The reinforcement signal of the network at t, β(t), is computed using Eq. (6)[15]. 

β( )     (
           

             
   ),                                                                                                    (6) 

where, BICt and BICt-1 are the scores of the network in current and previous iterations, 

respectively. BICmax and BICmin also are the maximum and the minimum BIC values gained up to the 

current iteration, t, respectively. Using the BICmax in calculating reinforcement signal, learning 

automata have more chance to escape from local optima and find better structure. Then the algorithm 

updates the action probability distribution of all automata using following equation:   

  (   )    ( )    ( ) .  
    ( )/          ,                                                              (7) 

where 0 < λ <1 is a constant learning parameter and   
  is a unit vector of appropriate dimension, 

here is three, with k
th
 component unity. It is assumed that   ( )  ,   -, and this learning algorithm is 

known as Linear Reward-Inaction (LR-I) algorithm [15].  

All above steps should be repeated for maxit iterations.  

3.1.1 A simple improvement 

Since BN learning, especially structure learning, is the most computationally demanding phase in 

the proposed model, here, an improvement is presented to speed up the convergence. 

 The slow convergence rate of learning automata is a factor, which limits their convergence. In 

order to increase the convergence speed, a new class of learning automata, called pursuit learning 

automata, is introduced in [38], which uses an estimator algorithm. The main feature of the pursuit 

learning automata is that they maintain running estimates for the reward probability of each possible 

action, and use them in the probability updating equations. In pursuit learning automata, at each 

iteration, one action is selected based on its probability distribution, and then the environment 

responds to this action. Based on this response, the reward estimation of the action is updated. The 

learning automata then, pursue the action with maximal reward estimation. Changing the action 

probability distribution is based on both the feedback received from the environment and estimation 

of reward probability, using Eq. (8).      

 (   )   ( ( )  ( )  ( )),                                                                                                (8) 

where  ( ) is the pair of ( ( )  ( )), and  ( ) is the reward probability estimator vector. 

Using this class of learning automata instead of classic learning automata will increase the 

convergence speed of the BN learning algorithm. To do this, Eq. (7) is replaced with Eq. (9). 

  (   )    ( )   (   ( ))  ( )   (   ( ))   
           ,                                (9) 

where ma is the index of the maximal component of the reward probability estimate vector d(t) so 

that    
             *  ( )+ , and    

  is a unit vector as ,             - , with the value of 1 
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being the position of the optimal action with the maximum reward estimation for   . According to the 

Eq. (9), the probability of the chosen action increases if and only if the reward estimation of it is 

maximal, i.e. the current action is optimal. The performance of both proposed learning automata 

based algorithms will be evaluated and compared in section 4. 

3.1.2 Time complexity analysis 

Lemma1 If the number of iterations is iters and the number of random variables is n, the time 

complexity of the proposed BN structure learning algorithm will be  (       ). 

Proof In each repetition, learning automata build a primary network by choosing an action from 

their action set; time complexity of this step is  ( ). Then, DFS algorithm is used to detect and 

remove possible cycles in the network. The time complexity of DFS is  (     ), in which     

would be 
 

 
  (   ), in the worst case; therefore the upper bound on its time complexity is,  (  ). 

Besides, the time complexity of computing the BIC is  (   ), where M is the number of training 

samples; and the time complexity of updating the action probability vectors for learning automata is 

 ( ) (each action probability vector has three members, whose probabilities are updated) . Finally, 

due to the number of iterations, iters, the time complexity of the proposed algorithm, may be 

 (     (          )); which should be rewritten as:  (       ). 

3.1.3 Convergence analysis 

However in BN structure learning maximizing the expected value of the common payoff β, which 

depends on the BIC value, is the main goal of the team of learning automata; reaching a Nash 

equilibrium is another important goal in a game. Please refer to [39], to find more discussion on the 

rationality of Nash equilibrium. Generally, if    = {  
 
   
 
   
 
+ is the action set of automaton Aj  

          and S=∏   
 
   , for any   (       )   , we define its neighborhood in S as 

 ( )  *                                 +. Therefore, the neighbors of any m-tuple of 

actions are the set of all action choices, which differ only in one action. A Nash equilibrium for this 

game with a common payoff is a specific m-tuple of actions     if and only if  ( )   ( ), 
    ( ), and the corresponding β, which is the highest, is called βopt. Here, It should be proven 

that, using sufficiently small value for the step size parameter [39], the automata team would converge 

to one of the Nash equilibrium, if all the automata use LR-I
2
.  

Theorem1 with sufficiently small value for the step size parameter, the team of learning 

automata, which uses LR-I as learning algorithm, would converge to one of the Nash equilibrium. 

Proof The state of the team of learning automata at instant t is denoted by  ( ), with  ( )  

,          - being the probability vector of automata; where m is the number of required learning 

automata for constructing a BN with n nodes, and it is calculated in this way:   
 

 
  (   ) . 

The proposed learning algorithm determines a random differential equation, which governs  ( ) as 

follows.  

 (   )   ( )     ( ( )  ( )),                                                                                         (10) 

where  ( )  ( ( )  ( )). Moreover,  (   ) is the updating function for the j
th
 learning automaton 

for      , which uses LR-I algorithm, and b is the learning parameter   in Eq. (7) (please note 

that here we use j instead of l to indicate each learning automaton). 

  (   )    ( )     ( )[      ( )],          

                                                           
2
 However some simple convergence analysis can be found in [40], in this section we have presented it more 

precisely and completely. 
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where,    is a vector with dimension r, which is the number of actions in the automata and its q
th 

element being unity, if  ( )     is the chosen action of the j
th
 automaton at instant t. 

The analysis of the long time behavior of  ( ) proceeds in two steps: approximating the LR-I 

algorithm using ordinary equation (ODE), and proving that the stable points in the ODE are the 

equilibrium points of the algorithm. In the first step, we obtain an ODE that approximates the learning 

algorithm of the team of automata. The general technique for this purpose is explained in [40]. In the 

second phase, we proved that the learning algorithm of the team of learning automata can be 

approximated using the ODE, actually, we want to show that if ODE has local asymptotic stable 

points, each Pj(t) converges these equilibrium points at high values of t. 

 

Lemma2. (Approximating the LR-I algorithm using ODE) For any initial condition P0 and for     

 , and     , such that for all       , then     ,        ‖  
   (  )‖   -    [40]. 

 

Proof. To approximate Eq. (10) more efficiently, we can rewrite it as follows, 

  (   )   ( )     ( ( ))     ,                                                                                  (11) 

where  ( ( ))   , ( ( )  ( ))  ( )   - and     ( ( )  ( ))   ( ( )). Now, we will 

prove that Eq. (11) can be approximated using ODE in Eq. (12). 
    

  
    

 ( ̅)                        ,                                                                    (12) 

where  ̅  ,          -. 
In order to show that Eq. (11) is approximated using ODE, four assumptions (A1-A4) should be held 

in this Eq. 

 

A1: {  
    
 } is a Markov process. 

Since the algorithm is simple and repetitive, this assumption holds in Eq. (11). 

 

A2: for any appropriate Borel set B,     [  
      

      
 ]      ,  

      
 -. 

The value of   , which is independent of     , is determined completely and randomly by   . In 

other words, the probability distribution ( ( )  ( )) is independent of ( (   )  (   )).  
 

A3:  ( )       is globally Lipchitz.  

Let  ( )   , (     )     -, a function as   is Lipchitz if   ( )   ( )       . 
According to Eq. (7) and Eq. (11),  ( ) is rewritten as Eq. (13). 

  ( )  ∑  ,   ( )(     ( ))   ( )   -
 
   ,                                                                   (13) 

where       denotes the number of learning automata. 

 ( )  ∑ ∑  0  ( ) .      ( )/ |  ( )      ( )     1    
 
   

 
   ,  

where r is the number of actions in the learning automata. 

 ( )  ∑ ∑    .     ( )/    
 
   

 
     

where    is the reward probability for q
th
 action in the j

th
 learning automaton.  

The s
th
 element of  ( ) is rewritten as,   ( )  ∑ ,∑       (     )-   

 
   . 

Then, the value of     ( )    ( )  is calculated for the probability vectors x and y: 

   ( )    ( )  ∑ ∑ |(     )        (     )        |   
 
     

where                          ,   -. 
   ( )    ( )  ∑ ∑ |    [   (     )      (     )]      (     )   |   

 
     

   ( )    ( )  ∑ ∑ |       (     )      (     )   |   
 
        Since        ,   - 

   ( )    ( )  ∑ ∑ (|    |(     )  |    |(     ))   
 
            Since        ,   - 

 If    (     )       ( )    ( )  ∑ (   ∑|    |)
 
   . 

For any automaton j, we have:    ( )    ( )     ∑            is globally Lipchitz. 

 

A4:    
   (  

    
 )   (  

 ). 
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  is a random variable with a mean of zero. In order to approximate Eq. (11) using ODE, we should 

prove that the variance   is bounded. Since the elements P and   are finite in the learning automata, 

the variance   is bounded, and the forth assumption holds. 

 

Now, we want to prove that if ODE has local asymptotic stable points,   
  converges to one of these 

equilibrium points at large values of   , which is the maximum point. 

Lemma3: (ODE stable points are equilibrium points of the algorithm) If   is defined as follows: 

  ⋂*         
 ( )    +               

   

           

Prove that all corners of   belong to  . 

Definition1: according to   ∏    
 
    every point in   indicates a probability distribution for the 

actions chosen by the team of learning automata;      is the r
th 

action probability of the j
th 

learning
 

automaton. 

Definition2: According to             ∏   
  

   , every corner point in   is where the probability 

vector of each automaton (  ) converges to a random variable (  
 ) with a continuous distribution. 

Proof: Let    ,  
    

      
 - be the corner points in  . Now, we should prove that    

 (  )   , 

meaning that in the j
th
 learning automaton, the probability vector    convergesto a random variable   

  

with a continuous distribution. 

Since    
 ( ) approximates the vector P, the asymptotic behavior of P(t) is expressed using  ( ) in 

Eq. (14). 

 ( )   
 ( )  (  )

√ 
                                                                                                                  (14) 

Let    be the unique equilibrium state of Eq. (13) such that    
 (  )   . Moreover, let this 

equilibrium state be globally and asymptotically stable as well. Thus, for every initial condition g(0), 

we have        ( )   
 . If  ( ) indicates a random variable distribution for  , and if  (   ) is a 

normal distribution with mean   and covariance  , the asymptotic behavior of  ( ), and consequently 

of   and P, is calculated as follows for the small values of  : 

If               (   ) matrix such that the inner product of ( -  ) and    
 ( ) satisfies the 

condition0(     )    
 ( )1           , then F ( ( ))   ,   -                 . 

It can be concluded that    is the only zero of    
 ( ), indicating that this condition is sufficient for 

the global asymptotic stability of the equilibrium state   .  

A conclusion that can be drawn from Lemma3 is that the ODE solutions do not converge to the points 

in  , which are not a maximum. Furthermore, all fully-pure points are locally stable. As a result,    
 

 is 

equal to zero for the corner points in  . In other words, these points are the equilibrium points of 

ODE. Finally, as the function is zero for these points, the team of automata will converge to one of 

these points, which is the maximum point. 

3.1 BN parameter learning  
Once the BN structure is completed, the probabilities are entered into the network in the form of 

Conditional Probability Table (CPT) for each variable in the BN, to carry out the parameter learning. 

These tables can be constructed by learning from training dataset. For variables with no parents, this 

task is simple and their CPTs are reduced to their prior probabilities; however, for variables with 
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parents, the number of entries exponentially grows with the number of patent nodes. The small tables 

can be filled easily, and the large tables may be break into small ones by introducing additional nodes, 

called hidden nodes [41]. In this study all of the tables are small enough to be populated by using ML 

estimation, which is presented in Eq. (4).      

3.2 Reasoning and learning 
After Constructing the BN, it can be used to make various inferences about variables in the 

model. Nodes without parents, called roots, are often (not always) variables, whose values may be 

observed and cannot be changed. When no observation is made, they are characterized by their prior 

probabilities. The first inference is computing the prior distributions of other variables based on the 

priors of the roots and the CPTs of other nodes. Reasoning and learning in the cognitive networks can 

be studied in different steps of cognition cycle [42]. A simple cognition cycle scheme, which is used 

in this study, is depicted in Figure2. In the plan & decide step various controllable parameters values 

are determined in order to meet the performance requirements imposed by the application layer. By 

using Bayesian inference, the value of certain network parameters can be predicted based on the 

observation of some other parameters using Eq. (15) [43-44].  

 ̂ 
   [  

 | ],                                                                                                                         (15) 

where  ̂ 
  is the estimated value for    at time t, and e is evidence, the observed values for some 

other variables. Actually, the estimate of an unobserved parameter is the expectation of such 

parameter based on the CPT, where the probability is conditioned on the set of observed parameters.  

 

 

 

 

 

 

 

 

 

 

 
 

Then in the act step, the network protocol stack is reconfigured based on determined values in the 

plan & decide step. Compare with other phases, this step is far less complex. In the observe step, the 

observation within the protocol stack is done by periodically sampling the observable and controllable 

parameters across all layers (to support a cross-layer optimization). All observations are organized 

and saved in a knowledge-base, as training samples of the BN, in order to be utilized for the next 

updates of the BN. Finally, the learn step consists of updating process for the BN based on the 

information gathered in the observe step. In the learn step both structure and parameters of the BN 

may be updated. To do this, the BN structure and parameter learning phase in Algorithm1 is 

executed. Since this phase (specifically structure learning) has computational overhead and causes 

some delay in the network, which may bother the users, it is performed as a background activity 

during the network active times. Also, if it is possible, it may run offline when the network is not 

Network protocol 

stack Act Observe 

Knowledge-base Plan & 

Decide 

Learn 

Fig2. Cognition cycle in the proposed cognitive network 
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active. As it can be seen in Algorithm1, Phase II, lines 7-9, BN learning process automatically runs, 

after  new_sammax new samples are added to the training dataset. The new_sammax may be adjusted 

based on the features of CWSN applications, such as its sensitivity to the time, rate of events, and etc. 

On the other hand, if the network performance has a drastic decrease, the BN learning phase 

immediately runs (see Algorithm1, Phase II, lines 11-13) and a new constructed BN replaces the 

previous BN. Therefore, in the learn step, the BN is replaced by the updated one, whenever the BN 

structure and parameter learning phase completes. This always keeps the BN updated and adapted 

with the communication network environment. Moreover, since ML-based parameter learning 

procedure is simple and has low computational overhead, CPTs are regularly updated (according to 

Algorithm1, Phase II, line 14), even if the BN structure is fixed. By implementing the learning phase 

in this way, cognition cycle will be completed which means that the performance of CWSN starting 

by few numbers of samples may catch up with the performance of CWSN starting by large numbers 

of samples over time.    

3.3 CWSN scenario 
Generally, WSNs and also CWSNs can be characterized by their applications or objectives that 

their users want to achieve; here, we try to overcome some of the challenges, which are mentioned in 

section 1, in a proposed traffic management scenario. Firstly, we should define controllable and 

observable parameters. Five controllable parameters are considered as below: Sensing Interval (SI) in 

the application layer, which determines the duration of asleep and awake. Congestion Window (CgW) 

in the transport layer, i.e., the total amount of data [bytes] that can remains unacknowledged at any 

time. We suppose that the routing protocol in the routing layer is reliable and we do not consider it in 

this study. These parameters are effective in routing and forwarding process. In the MAC layer we 

consider, duty cycle (DC) to define how long a node has to wait for receiving the acknowledgment, 

after sending a frame; contention window (CtW), which determine the maximum number of slots a 

node wait before transmitting a packet according to a random back off interval between zero and 

contention window; and max-retransmission (MxR), which limits the number of retransmission for a 

lost frame. The mentioned parameters of the MAC layer are important in send/receive durations. Each 

controllable parameters value is chosen from a finite set of standard values, which are usually used in 

the configuration of WSNs by an expert.  

We also consider five observable parameters as below: in the transport layer, Round Trip Time 

(RTT) and throughput (Thp) are considered. RTT is the time between when a packet is sent and when 

the corresponding acknowledgment is received. Thp is the total amount of unique data [bytes] 

acknowledged in a sampling interval. In the MAC layer, total number of original sent frame in a 

sampling interval (TS), and total number of resent frames in a sampling interval (TrS); the later 

depicts the number of packet-loss. Finally, Power consumption (Pw) in a sampling interval is 

measured as a very important metric in all WSNs. 

Most of the above parameters, both controllable and observable have a finite number of 

outcomes; also some of them, such as  RTT, and CW have been quantized to nq levels, so, we have 

multinomial variables, which are computationally more efficient. 

After determining all the parameters, BN structure and parameter learning phase starts. In this 

phase, a BN is constructed to represent the relationship between the parameters, both controllable and 

observable, using an available training dataset. The training dataset has consisted of samples, which 

are previously stored in the network active times. Minimum required samples may be varied in 

different application; however, it has shown that using a training dataset with 1500 samples, the 

proposed BN learning algorithm performs well [15]. If there is no prior information, network starts 

with default parameters setting, and the training dataset is being made by adding samples, which have 

been gathered during the network active time. In this case, the BN learning algorithm will start, if at 

least 100 samples exist in the training datasets. Then, in the reasoning and learning phase cognition 

cycle, which is shown in Figure2, runs. As the result of plan & decide and act steps, the network will 

be configured, in a way that satisfies the network performance metrics. Simply, we take a centralized 

view of the network, i.e., all nodes use the same parameter values and all nodes evaluate their 
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parameter in the same way. To do this, we have considered an access point, which is responsible for 

learning a suitable BN based on the training dataset. After constructing the BN and performing the 

Bayesian inference, the access point will declare the appropriate configuration to the network nodes; 

this consideration will leads to even more effective learning and less overhead. For large scale 

networks several access point can be considered, which play a game with a common payoff to find the 

proper configuration for the networks. In this case, the behavior of the access points should be 

analysis through a game theory approach. It will be considered as the writers’ future work.    

4. Performance Evaluation 
In order to evaluate the performance of the proposed model for Cognitive Wireless Sensor 

Network (CWSN), some simulations are conducted. Firstly, we evaluate the performance of the 

proposed BN learning algorithm on well-known BNs using existing datasets. Then, the performance 

of the proposed learning and reasoning model in a CWSN scenario will be evaluated and compared 

with the performance of a similar WSN without cognition in different cases. Finally, the performance 

of proposed CWSN has been compared against cognitive radio and cross-layer design. The 

communication network is simulated using ns-3 [45], discrete event network simulator and the data 

collected from ns-3; while, the BN learning algorithm is implemented in MATLAB.  

4.1 Performance evaluation of the proposed BN structure and parameter learning 
algorithm  

BN learning is performed by the proposed algorithm, which is presented in section 3.1. This phase 

is the most computationally demanding. The performance of the proposed structure learning algorithm 

has been evaluated in [15], and the results have showed that using a team of learning automata is a 

superior solution for BN structure learning, compared against many other solutions. Here, firstly, we 

evaluate and compare two proposed learning automata based BN structure learning algorithms. To do 

this, two well-known BNs are considered and the proposed algorithms are employed to construct 

them. Hereinafter, the Learning Automata based Algorithm is called LA-A, and the Pursuit Learning 

Automata based Algorithm is called PLA-A. The well-known BNs, which usually are used in the 

experiments of BN structure learning researches, are: the ALARM [46] and the ASIA [47] networks. 

ALARM is a medical diagnostic alarm message system for patient monitoring; it contains 37 nodes 

and 46 arcs (Figure3 (a)). ASIA is a simple network with eight binary nodes and eight arcs; it was 

introduced by Lauritzen and Spiegelhalter to illustrate their method of propagation of evidence, 

considers a small piece of factious qualitative medical knowledge (Figure3 (b)). To generate the 

training datasets in these experiments, we use the 5000 first cases of a database that was generated by 

Edward Herskovits [48] for the ALARM, and a dataset with 5000 cases, which is sampled using the 

Netica tool [49] for the ASIA.   

 

 
(a) 

 
(b) 

Fig3. (a) The ALARM network; (b) the ASIA network. 

 

Performance metrics, which are considered, are [15]: 

I. The BIC  

II. Hamming distance  
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III. Computation time. 

Table1. Experimental results of comparison the performance of LA-A and PLA-A on the ALARM and ASIA. 
 

metrics  

 

algorithms 

ALARM ASIA 

BIC  Hamming 

Distance 

Computation 

time 

BIC Hamming 

Distance 

Computation 

time 

LA-A 0.19472 2.0 195.14 0.11494 0.0 71.12 

PLA-A 0.20853 2.0 116.14 0.12145 0.0 35.5 

 

BIC is the score of the constructed BN and measured by Eq. (3); its interpretation is: the higher 

BIC, the network is better. Hamming Distance directly compares the structure of the learned and the 

original networks. We define the Hamming Distance between two DAGs as the number of the 

following operators required to make the DAGs match: add or delete an undirected edge, and reverse 

the orientation of a directed edge; the lower Hamming Distance indicates the better network. LA-A 

and PLA-A are also evaluated based on the computation time; both algorithms are implemented in 

MATLAB in a PC, which has a single CPU of Intel(R) Core™ 2 Duo 3.33GHz and a 1GB memory. 

The algorithms run with no prior limitation in number of iterations, until more repetition does not 

increase the BIC. Table1 represents the results; each reported statistic is the average over 20 runs of 

each algorithm on the training datasets. 

The Hamming Distance in both LA-A and PLA-A indicate that the constructed networks for the 

ASIA are identical to its origin; but for the ALARM two arcs {21-31 and 12-32} are missed. A 

subsequent analysis revealed that missing arcs of the ALARM are not supported by the 5000 cases, 

and their nodes are actually independent in the employed database. The BIC and computation time 

show that PLA-A has had a better performance especially, in terms of computation time. These results 

were not far from our expectation because using the reward estimator in the pursuit learning automata 

speed up the convergence rate in comparison with the classic learning automata. However, since 

pursuit learning automata has a large memory overhead [35] and sensor nodes in WSNs have limited 

memories, we will continue the experiments using LA-A to build the BN of the communication 

network parameters. In situations, where there are no memory limitations, PLA-A will be the more 

appropriate choice.    

In the following, using a communication network samples, we evaluate and compare the BNs, 

which are built using datasets that differ by the number of training samples. Structure learning 

algorithm is performed using datasets with 500, 1000, 2000, 3000 samples of the network parameters. 

The number of parameters is N=10. Figure4 illustrate the constructed BNs; (a) the constructed BN 

using dataset with 500 samples; (b) the constructed BN using dataset with 1000 samples; (c) the 

constructed BN using dataset with 2000 samples; and finally, the constructed BN using dataset with 

3000 samples.  

As the Figure4 depicts, using training datasets with more samples causes more accurate BN 

structure; however, even the BN, which is built using the fewest samples, do not show wrong 

relations, it just represents some unnecessary relations. So, we can easily trust to the constructed BN 

and run the cognition cycle.     

In the next step, after constructing the BN, parameter learning algorithm must define the 

numerical parameters (conditional probabilities) for the given network topology, using Eq. (4) [43-

44]. Eq. (4) determines quantitative probability relations among the communication network 

parameters based on the given training datasets.    

4.2 Performance evaluation of the proposed learning and reasoning model in CWSN 
In this section, the performance of the proposed model in CWSN is evaluated and compared 

against a WSN without cognition. To do this, a BN model is constructed to represent the relations 

among controllable and observable parameters, which are previously introduced. As mentioned 

before, structure learning is done using a team of learning automata and Eq. (4) is used for parameter 
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learning. These are carried out in BN structure and parameter learning phase; then reasoning and 

learning phase will start. 

 
(a) 

 
 

 
(b) 

 
(c) 

 
(d) 

 

Fig4. The constructed BNs using training datasets with, (a) 500 samples, (b) 1000 samples, (c) 2000 

samples, (d) 3000 samples. 

 

In the reasoning and learning phase, cognition cycle, which has been presented in Figure2, runs. 

In the plan & decide step various controllable parameters values are determined by using Bayesian 

inference, which predicts the value of certain network parameters based on the observation of some 

other parameters using Eq. (8). Then, in the act step the parameters of the network protocol stack are 

set based on values defined in the plan & decide step. In the observe step the protocol stack will be 

monitored by periodically sampling the observable and controllable parameters, and the observations 

are organized and saved in a knowledge-base.  Finally, the learn step will update the BN based on the 

information gathered in the observe step. In the learn step both structure and parameters of the BN 

may be updated. 

A varied range of scenarios are considered, network sizes varied from fifty to two hundred nodes 

with random topologies. Network is queried every n milliseconds and get information on the nodes 

performance; parameters of the nodes are adjusted as result of plan & decide step. Data collected from 

the NS-3 is used, while the BN model is written in MATLAB, as mentioned before. Observable 

parameters, which are: Pw as power consumption, RTT to compute the average delay, TrS as the 

number of lost packets, and Thp as throughput, when TS, the number of original packets sent is 

20000, are measured. Finally, The utility function, which maps the observable parameters’ values to a 
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single numerical according to the deployed stack and the operational environment is considered as 

another evaluating metrics. In these simulations the BN, which is previously constructed using 3000 

training samples, is used. Figure5 represents the results. 

 

 
(a) Pw 

 
(b) RTT 

 
(c) TrS 

 
(d) Thp 

 
(e) utility 

 

 
Fig5. Performance evaluation of the proposed 

CWSN based on the BN model constructed using 

dataset with 3000 samples, compared with simple 

WSN. 

 

We also consider a varied range of situations, in which the CWSN will start by different training 

datasets, from a dataset with no training sample to datasets with 500, 1000, 2000, 3000 samples of the 

network parameters (as section 4.1). The number of sensor nodes in the communication network is 

200. Observable parameters are monitored during a fix interval, and samples gathered during this 

interval are averaged. Figure6 illustrate the results. Actually, this is a sensitivity analysis for studying 

the effect of training dataset size on the performance of the proposed CWSN. As the results illustrate, 

in average, the proposed CWSN always shows better performance compared with WSN; even when it 

starts with no prior information, i.e. with no training sample, and the corresponding BN is built during 

the communication network activity.  For example Pw of WSN is 24.48 (Figure5 (a)), while in the 

same situation Pw of CWSN, which starts with no training sample is 20.01 (Figure6 (a)); and as for 

other observable parameters. 
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(a) Power Consumption 

 
(b) Delay 

 
(c) Lost Packets 

 
(d) Throughput 

 
(e) Utility 

 

 

 

Fig6. Performance evaluation of the proposed 

model of CWSN when the BN is built using 

different size datasets. 

 

We also study the behavior of the network in the case that a drastic change happens in the 

network’s performance and the CWSN has to react quickly and appropriately. As an example, there 

might be a sudden increase in the node failure rate when the network focus shifts from low-power 

message delivery to just message delivery, in a time-sensitive application. In the next simulations we 

will evaluate the utility decrease in this situation and also the time duration, when the proposed 

CWSN will adapt itself by the new condition. Figure7 depicts the results. When a drastic change 

happens, WSN’s performance seriously decreases and it remains until an exterior manager 

reconfigures the network parameter to adapt with new situation. On the other hand, the CWSN’s 

performance also seriously decreases when a drastic change happens; however, the proposed CWSN 

can adapt itself with new situations without the intervention of an exterior force, and come back to the 

previous conditions. 
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Fig7. The behavior of WSN and CWSN when a 

drastic change happens in the network’s situation. 

 

   In order to adapt the controllable parameters to achieve the desired throughput, end to end 

delay, or the number of lost packets, we need to exploit the Bayesian inference to estimate the Thp, 

RTT, or TrS; so, accurate estimations is a very important issue. To measure the accuracy of the 

estimations, Normalized-Root-Mean-Square-Deviation (NRMSD), which facilitates the comparison 

between datasets or models with different scales, is used. Root-Mean-Square-Deviation (RSMD) of 

predicted values,  ̂  for times t of a regression’s independent variable x is computed for n different 

predictions as the square root of the mean of the squares of the deviations (Eq. (16)): 

     √
∑ ( ̂   )

  
   

 
.                                                                                                                (16) 

 Though there is no consistent means of normalization in literatures, the range of the measured 

data defined as the maximum value minus the minimum value is a common choice,     
    

         
 . We measure the accuracy of the Thp, RTT, and TrS estimated values using the BNs were 

depicted in Figure4, and Eq. (15), where all the parameters except,     ̅̅ ̅̅ ̅̅  for estimating the Thp,     ̅̅ ̅̅ ̅̅  

for estimating the RTT, and     ̅̅ ̅̅ ̅ for estimating the TrS are observed as the evidence e. Figure8 shows 

the results.  
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(a)     ̅̅ ̅̅ ̅̅ ̅ 

 
(b)     ̅̅ ̅̅ ̅̅  

 
(c)     ̅̅ ̅̅ ̅̅ ̅ 

Fig8. The NRMSD of the Bayesian inference for estimating, (a) throughput, (b) the number of lost 

packets, and (c) end to end delay for the constructed BNs, which are shown in Fig4 . 
 

As expected and Figure8 shows, although BNs, which have been trained using datasets with 

more cases have better performances at the start time; but BNs, which have been constructed using 

dataset with small samples achieve almost the same performance over the time. Figure8 (a) depicts 

that approximately after 9 time units, NRMSDs of throughput for four BNs, which have been 

constructed using datasets with different number of samples, become nearly similar. Also, the 

differences between NRMSDs for the number of lost packets (Figure8 (b)) and end to end delay 

(Figure 8 (c)) between the BNs, after 12 time units, are 0.07 and 0.06, respectively, in the worst case. 

Overall, this experiment shows that the performance of CWSN starting by even 500 samples may 

catch up with the performance of CWSN starting by 1000, 2000, or even 3000 samples with the 

passage of time.    
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Finally, observing the performance results, we conclude that the Bayesian inference helps the 

plan & decide step in predicting the behavior of certain network parameters and also in guaranteeing 

the quality of Thp, RTT, and TrS estimates with proper BN topology.        

4.3 Compare the performance of the proposed CWSN against cognitive radio and cross-

layer design   

As mentioned in introduction, cognitive network, which is our novel contribution, is more than 

cognitive radio (in physical layer) and cross-layer design. Therefore, here, we compare the 

performance of CWSN against cognitive radio-based WSN (CR-WSN) and a cross-layer protocol for 

WSN to show that the CWSN can gain much improvement. 

There are many articles, which have focused on using cognitive radio technology in WSN such 

as [50-56]. In all these papers, authors have applied Dynamic Spectrum Access (DSA) model in 

WSNs to get access to less congested spectrum, possibly with better propagation characteristics.  

Also, there are some researches, which have investigated cross-layer design for WSNs such as [57-

66]. In these studies different cross-layer protocols have been developed and they have replaced the 

entire traditional layered protocol architecture that has been used so far in WSNs.       

As expected, CR-WSN has usually introduced new features incorporated into the WSN physical 

and MAC layer protocols to support operation as a secondary system according to a DSA model [51]. 

Therefore, in researches, the basic 802.11.4 standard, which has been used for a number of WSN 

applications, has been considered, and the CR features that could be incorporated into 802.15.4 

physical and MAC layers to operate according to the DSA model, have been described. We have let 

the configuration of other layers in network protocol stack unchanged and like WSN in previous 

section (4.2). Please note that, however on time channel allocation to primary users is a key feature in 

CRs [2], we cannot consider this feature in our comparisons; because in CWSN and cross-layer 

design primary and secondary users are not defined. Therefore, only general metrics have been 

evaluated in this section.     

To compare CWSN against cross-layer design, we must select a protocol, which has been 

proposed for a scenario similar to ours (traffic management scenario), such as the unified cross-layer 

module (XLM) proposed in [57] and CLB-routing in [66]. XLM melts common protocol layer 

functionalities into a cross-layer module for resource constraint sensor nodes. The operation of the 

XLM is devised based on the new notion of initiative determination, which constitutes the core of the 

XLM and implicitly incorporates the intrinsic communication functionalities required for successful 

communication in WSN. Based on the initial concept, XLM performs received based contention, local 

congestion control, and distributed duty cycle operation in order to realize efficient and reliable 

communication in WSN. Analytical performance evaluation and simulation experiment results have 

shown that XLM significantly outperforms the traditional layered protocol architectures in terms of 

both network performance and implementation complexity.  

 In the following, we compare the performance of CWSN against CR-WSN and XLM. 200 nodes 

have randomly deployed in           sensor field and we consider the behavior of the networks 

during the time. We also study the behavior of the networks in the case that a drastic change happens 

in the networks’ performance. Figure9 shows the results.  

Simulation results show that, generally, CWSN and cross-layer design begin with almost similar 

performance; but CR-WSN is less efficient. This is justified, because CWSN and cross-layer design 

consider and configure the entire protocol stack to optimize network-wide performance goals; while, 

CR-WSN applies cognition only at the physical layer to dynamically detect and use spectrum holes, 

focusing strictly on DSA. Therefore, since the goals of CR-WSN are restricted to physical layer, it 

cannot satisfy the end-to-end goals such as throughput, and power consumption. 
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Fig9. Compare the performance of the proposed CWSN against cognitive radio and cross-layer design   
 

Then, at t=4 a drastic decrease happens in the performance of the network; for example, because 

an extreme increase in the network load occurs, or the focus of the network shifts from low-power 

message delivery to just message delivery, in a time-sensitive application. In this situation, networks 
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must quickly adapt themselves with new conditions and try to increase their performance. As it is 

expected, CWSN can adapt itself with new condition, due to the fact that, there is a cognition cycle in 

CWSN. The cognition cycle can observe the network condition, and based on that, it decides and acts; 

it can also learn from the past. Actually, when a drastic change happens in the performance, CWSN 

runs BN learning phase based on the extended knowledge-base of training samples (please refer to 

Algorithm1). Quickly and appropriately, necessary changes are applied to the BN; however this may 

take time, CWSN can increase the performance faster than other cognitive approach (CR-WSN). CR-

WSN also has a cognition cycle and it can adapt itself to the network condition; but since it focuses 

only on the physical layer, final performance of the network again is not satisfactory. Beside these, the 

cross-layer design is based on an algorithmic approach and does not learn and adapt according to the 

end-to-end communication goals; as a result, the performance of the network will be low until the 

network conditions return to the previous state, or protocol settings to be updated by a supervisor. It 

can be seen in Figure9 that at t=4 the performance of the cross-layer protocol sharply reduces and 

even with the passage of time, it does not improve.    

5. Conclusion 
In this study, a new reasoning and learning model is proposed to convert a Wireless Sensor 

Network (WSN) to a Cognitive Wireless Sensor Network (CWSN). In the proposed model a team of 

learning automata is employed to build a Bayesian Network (BN) of network parameters, which are 

divided to controllable and observable parameters. The constructed BN represents the independence 

assumptions that must be held between these parameters; then, parameter learning determines the 

numerical parameters or conditional probabilities for the given topology. The BN is built in the first 

phase of the algorithm, and in the second phase, the cognition cycle is performed. The Bayesian 

inference is used in plan & decide step for a cross-layer optimization, which considers different 

parameters from different protocols in the network protocol stack, to maximize the perceived network 

performance. After applying the decisions on the network, network performance is monitored. The 

observed data is used to evaluate the decisions made in previous steps and to update the constructed 

BN in learn step. Defining the learn step, the BN learning continues during the network life time; 

therefore, the BN is kept up-to-date with the communication network environment. A CWSN scenario 

is considered and the proposed reasoning and learning model is tested in varied situations. The results 

show the acceptable performance in all cases. In the future work, authors yearn to apply Influence 

Diagrams (ID), which extend the BNs with two additional nodes, namely decision nodes and utility 

nodes for solving decision problems, instead of the BNs; in order to have a more effective reasoning 

and learning model.  
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