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Article

A well-known harmful attack against wireless sensor networks (WSNs) is the Sybil attack. In a
Sybil attack, WSN is destabilised by a malicious node which forges a large number of fake
identities to disrupt network protocols such as routing, data aggregation, and fair resource
allocation. In this study, the authors suggest a new algorithm based on a composition of learning
automaton (LA) model and client puzzles theory to identify Sybil nodes in stationary WSNs. In the
proposed algorithm, each node sends puzzles to its neighbours periodically during the network
lifetime and tries to identify Sybil nodes among them, considering their response time (puzzle
solving time). In this algorithm, each node equipped with a LA to reduce the communication and
computation overhead of sending and solving puzzles. The proposed algorithm has been
simulated using J-SIM simulator and simulation results have shown that the proposed algorithm
can detect 100% of Sybil nodes and the false detection rate is about 5% on average. Also, the
performance of the proposed algorithm has been compared to a wellknown neighbour-based
algorithm through experiments and the results have shown that the proposed algorithm is
significantly better than this algorithm in terms of detection and false detection rates.

Inspec keywords: computer network security; telecommunication security; protocols; security of
data; resource allocation; wireless sensor networks

Other keywords: malicious node; Sybil attack; Sybil nodes; network protocols; puzzle solving
time; network lifetime; learning automaton; neighbour-based algorithm; stationary wireless
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Server notaries: a complementary approach to the web PKI trust model

o Emre Yice and Ali Aydn Selguk
o View description Hide description

o Secure socket layer/transport layer security (TLS) is the de facto protocol for providing
secure communications over the Internet. It relies on the web PKI model for
authentication and secure key exchange. Despite its relatively successful past, the
number of web PKI incidents observed have increased recently. These incidents
revealed the risks of forged certificates issued by certificate authorities without the
consent of the domain owners. Several solutions have been proposed to solve this
problem but no solution has yet received widespread adoption due to complexity and
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deployability issues. In this study, the authors propose an effective solution for this
problem that allows a TLS server to detect a certificate substitution attack against its
domain across the Internet. The proposed solution is practical and allows a smooth
and gradual transition. They also give a triangulation algorithm enabling the server to
find out the origin of the attack. They conducted simulation experiments using real-
world BGP data and showed that their proposal can be effective for detecting and
locating attacks using relatively few vantage points over the Internet.

An adaptive membership protocol against Sybil attack in unstructured P2P networks

o Haowen Liu ; Chao Ma ; R. Walshe
o View description Hide description
o A Sybil attack refers to a network attack against identify in which a malicious user obtains

multiple fake identities and creates fake nodes which are inserted amongst honest nodes in
the system simultaneous. By controlling a large percentage of the system, or a large
section of the local scope, the malicious user can take further boring actions like DDos
attacks, False Voting, Invalid DHT routing, identifying worm spam and so on. This type of
network instrusion is often found in Peer-to-Peer (P2P) and other decentralized, distributed
systems. It can be difficult to predict or defend the Sybil Attack due to the open and
anonymous in P2P networks. Although it is possible to identify some sybil nodes or edges,
one must consider the critical case where some of the sybil nodes may have left the
network prior to search, and as a result of churn attack is not prevented. In this paper, the
authors present a novel protocol with a positive communication policy among peers and
adaptive neighbour montoring and maintenance scheme to counter sybil, preventing
malicious nodes and maintaining desirable properties such as a low network diameter and
clustering. The protocol is resilient against the Sybil and Churn attacks, and is particularly
suitable for information dissemination and files sharing in unstructured P2P systems.

Computationally efficient mutual authentication protocol for remote infant incubator monitoring system

o Subramani Jegadeesan ; Muneeswaran Dhamodaran ; Maria Azees ; Swaminathan

Sri Shanmugapriya

o View description Hide description

o Internet of Things (IoT), cloud computing and wireless medical sensor networks have

significantly improved remote healthcare monitoring. In a healthcare monitoring
system, many resource-limited sensors are deployed to sense, process and
communicate the information. However, continuous and accurate operations of these
devices are very important, especially in the infant incubator monitoring system.
Because important decisions are made on the received information. Therefore, it is
necessary to ensure the authenticity between the incubator monitoring system and
doctors. In this work, a public key encryption based computationally efficient mutual
authentication protocol is proposed for secure data transmission between incubator
monitoring systems and doctors or administrators. The proposed protocol improves
performance and reduces the computational cost without compromising the security.
The security analysis part shows the strength of the proposed protocol against various
attacks, performance analysis part shows that the proposed protocol performs better
than other existing protocol based on Rivest—-Shamir—Adleman and elliptic-curve
cryptography schemes.

Privacy and data security for grid-connected home area network using Internet of Things

o Arunmozhi Manimuthu and Ramadoss Ramesh
o View description Hide description

o Sensors with loT assistance provides secured communication and data integrity inside

HAN. Energy reading and information flow from the smart grid, together with sensors,
bring about a new perspective on energy management. This paper primarily
investigates the secured data flow in HAN and assures data privacy of customers
during critical and emergency operations. Data are made available in real time with
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minimum transit time delay. Devices are continuously monitored for vital and
emergency services. This paper focuses on machine to machine data flow and packet
delivery using IoT. It helps in making user's power consumption data available over the
cloud and also in customised electronic devices in real-time. This research work
showcases the requirements for developing a cost-effective IoT-HAN connected with
smart grid for energy aware routing. The advanced design scheme helps to place
sensors, and control gateway in a well-defined boundary, consuming less energy for
data transfer and data processing. Data flow pattern and packet delivery rate is tested
using both simulated and actual data from sensors and concentrators. The obtained
results and flow pattern is evaluated using MATLAB and network simulator. The
developed loT-HAN setup is optimally helpful in secured data exchange among
different connected devices inside HAN.

Zero-knowledge Proofs in M2M Communication

o M. Schukat and P. Flood
o View description Hide description
o The advent of the loT with an estimated 50 billion internet enabled devices by the year

2020 raises questions about the suitability and scalability of existing mechanisms to provide
privacy, data integrity and end-entity authentication between communicating peers. In this
paper we present a new protocol that combines zero-knowledge proofs and key exchange
mechanisms to provide secure and authenticated communication in static M2M networks,
therefore addressing all the above problems. The protocol is suitable for devices with
limited computational resources and can be deployed in wireless sensor networks. While
the protocol requires an a-priori knowledge about the network setup and structure, it
guarantees perfect forward secrecy.

Adaptive PSO with optimised firefly algorithms for secure cluster-based routing in wireless sensor networks

o Movva Pavani and Polipalli Trinatha Rao
o View description Hide description

o One of the important considerations in a sensor network is energy consumption.

Cluster-based routing protocols are often proposed to reduce energy consumption.
However, clusters are vulnerable due to malicious nodes. Malicious nodes inject fake
messages to cluster-header, which increases communication overhead and energy
consumption. Secure cluster-based routing is one of the most required solutions to
consume more energy during data transmission. In this study, the authors propose a
secure cluster-based routing protocol (SCBRP) that uses adaptive particle swarm
optimisation (PSO) with optimised firefly algorithms during data transmission in a
wireless sensor network. The objective of this study is to minimise energy consumption
over an individual node to improve the whole network lifetime. The proposed SCBRP
is based on the hexagonal sensor network architecture, and it is designed by three
processes to include energy-efficient clustering, secure routing, and security
verification. The performance of the proposed SCBRP is evaluated using NS-3, and it
is estimated by different metrics such as encryption time, decryption time, energy
consumption, packet drop rate, and network lifetime. The simulation results are
compared with the previous approaches and finally, the authors’ proposed SCBRP is
proved that it obtained better performance than previous approaches.
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