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a b s t  r  a c t  

Sybil at tack is a well-known attack against wireless sensor networks (WSNs) in which a 

malicious node attempts to propagate multiple iden tit ies. This attack is able to affect rout- 

ing protocols negatively as well as many other operations such as voting, data aggregation , 

resource allocation , misbehavior detection, etc. In th is paper, a ligh t weight, dynam ic al- 

gorithm is proposed for detecting Sybil nodes in mobile wireless sensor networks. The 

proposed algorithm uses Watchdog Nodes first to label ( bit_label ) mobile nodes based on 

their movement behaviors, and then detects Sybil nodes according to the labels, during 

detection phase. As all Sybil nodes belong to a single device (malicious node), they move 

together, hence, they would have ident ical bit_label . This fact is used to detect Sybil nodes 

in the detect ion phase. The proposed algorithm is simulated using JSIM simulator and sim - 

ulat ion results are compared with existing algorithm s in terms of true detect ion and false 

detection rates. The results show that the proposed algorithm is able to identify more than 

94% of Sybil nodes, while false detection rate is 0%. 

© 2016 Elsevier Ltd. All righ ts reserved. 

1. In t rodu ct ion  

Wireless sensor networks (WSN) consist of many t iny sensor nodes which cooperate with each other to monitor an 

area and have a wide variety of applicat ions including bat t lefield monitoring, industrial applications, health applicat ions and 

etc. WSNs are mostly used in environmen ts where human at tendance m ight be dangerous or cost ly. There are hundreds or 

thousands of sensor nodes deployed in an area when the m ission is term inated . Therefore it is not often possible to recollect 

these sensor nodes. Sensors’ sm all size lim its memory capacity, computat ional power, radio power and energy. Regarding 

these lim itat ions and wireless nature of sensors, it is very important to provide them  with a secure system  (especially in 

m ilitary applications). This challenging field has recent ly at t racted attent ion of many researchers [1] . 

Sybil is one of the most famous attacks that affect network layers [2] . In Sybil at tack, the adversary adds a malicious node 

to the network or captures a legal (normal) node, reprogram s it and then sends it back to the network. Once th is malicious 
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node joins the network, it begins to exh ibit mult ip le ident it ies, referred to as Sybil nodes, which m ight be either fabricated 

or stolen from  legal nodes of the network. Show ing mult iple ident ities, the malicious node is able to make legitim ate nodes 

believe that they have many neighbors. Consequent ly, the malicious node at tracts more t raffi c to it self which disrupts the 

rout ing protocol and affects network operations such as data aggregat ion , vot ing, reputation evaluat ion , and fair resource 

allocat ion [3] . 

So far, many algorithms have been proposed against Sybil at tack in stat ic WSNs which employ different mechanism s 

such as random  key pre-dist ribut ion , radio resource test ing [4] , Received Signal Strength Indicator (RSSI) [5] , neighboring 

inform at ion [6] , Time Difference Of Arrival (TDOA) [7] , Angle Of Arrival (AOA) [8] . But none of them  work for mobile wireless 

sensor networks (due to the nodes’ mobility). 

Vasudeval and Sood [9] and Piro et al. [10] proposed an algorithm  for detect ing Sybil nodes in mobile ad hoc networks. 

Sharm ila and Umamaheswari [11] proposed an algorithm  for detect ing Sybil nodes in mobile wireless sensor networks. 

They in t roduced a technique that comprises three phases. During the first phase, in cooperat ion with Base stat ion and also 

regarding the number of dropped packets, some nodes will be chosen as cluster head (Trust nodes). Then, these nodes detect 

Sybil nodes according to received signal strength from  member nodes. In the second phase, two nodes which are close to 

Sybil node send packets to it at the sam e t im e. As a result , collision occurs because all Sybil nodes belong to a single device. 

Finally, in the th ird phase, the rout ing procedure is checked to verify if there are any hops between the ident ities. If t rue, 

they are not Sybil nodes; otherw ise, the ident it ies are considered as Sybil. This algorithm  consists of three complicated and 

heavy phases. Since nodes’ mobility has not been considered during detect ion mechanism , it seem s not to be suitable for 

sensor networks. 

Our goal is to presen t a practical and light-weight algorithm  for detect ing mobile Sybil nodes in mobile wireless sensor 

networks which elim inates drawbacks of previous algorithms. Proposed algorithm  is not based on RSSI, random  key pre- 

distribut ion , radio resource testing, or AOA mechanism s. 

In short, the contribut ions of th is paper are as follows: 

• Utilizing a few Watchdog Nodes (WNs) which monitor the network t raffi c passively as well as nodes’ mobility to detect 

Sybil nodes. 

• Assigning bitw ise tags to mobile sensor nodes, using WNs, considering their movemen t behaviors. 

• Detecting Sybil nodes in cooperat ion with WNs. 

• Elim inat ing memory, computat ion , and communicat ion overheads of sensor nodes for detect ing Sybil nodes. 

The rest of th is paper is organized as follows: in Section 2 , related works are reviewed. In Sect ion 3 , network assump- 

t ions and at tack model are discussed. Sect ion 4 in t roduces the proposed algorithm , while Sect ion 5 presents the simulat ion 

results. The paper is concluded in Section 6 . 

2. Rela ted work s 

Douceur [2] first in t roduced the Sybil at tack problem  in peer-to-peer dist ributed system s. Karlof and Wagner [3] proved 

that Sybil attack could affect rout ing protocols in WSNs. 

Newsome et al. [4] analyzed Sybil at tack system atically and presented its taxonomy based on how Sybil ident it ies are 

created and Simultaneity of their indicat ion (indicat ing them ). They also proposed several methods to defend against Sybil 

attack, such as: Radio Resource Test (RRT), Code Attestation (CA), Random  Key Pre-dist ribut ion (RKP), Ident ity Regist rat ion 

(IR), and Posit ion Verificat ion (PV). In RRT mechanism , it is assum ed that each node in a typical network is not capable to 

t ransm it more than one radio channel simultaneously. Whenever a node wishes to verify whether it is a victim  of a Sybil 

attack or not, it assigns a unique channel to each of its neighbors and requests them  to broadcast an acknowledgem ent (ACK) 

message to their allocated channel at a specified t im e. Then the node tunes it s receiver to a part icular channel random ly and 

waits to receive an ACK message. If no ACK message is received, the node infers that the node assigned to th is particular 

channel is a Sybil node since the malicious node is unable to broadcast the ACK message to all of its false ident it ies on 

mult ip le channels sim ultaneously. By repeat ing th is procedure periodically, all fake nodes in the network can be recogn ized 

with a high probability. In RKP, each node picks k -fold keys from  a large pool of m -tuple keys, random ly. Number m is 

chosen such that two nodes share at least one key with some probability after picking their keys. Then iden t ity of the node 

is combined with a part icular set of keys which it chooses. Thus any node can be authen ticated by verifying some or all of 

the keys which it claim s to possess. 

Zhong et al. [12] offered an RSSI-based algorithm  that uses a few receiver nodes to estim ate locat ion of each sender 

node. Dem irbas and Song [5] have also used th is mechan ism  by employing four detector nodes, in order to pinpoint sensor 

nodes in the environm ent . As all Sybil nodes belong to a single device (m alicious node), their locat ions are the same. Ssu 

et al. [6] proposed a dist ributed algorithm  which only uses neighboring information to detect Sybil nodes. The TDOA-based 

mechan ism  [7] associates the TDOA rat io with the sender’s ident ity. Once there are two differen t ident it ies with the same 

TDOA rat io, a Sybil at tack is detected . Zhang et al. [8] proposed an AOA-based algorithm , nam ed TEBA which takes advan tage 

of the fact that , although malicious node could create multi- ident it ies, they all have the sam e physical posit ion . Beacon node 

ident ifies Sybil ident ities with signal phase difference below a t rusted th reshold for adjacent sensor nodes. 

Two algorithm s were proposed by Chen et al. [13] and Jangra and Priyanka [14] for detecting Sybil nodes in cluster-based 

sensor networks. Ramachandran and Shanmugan [15] proposed a geographical location based algorithm  for detect ing Sybil 
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attack. An advanced RSSI-based algorithm  was proposed by Mirsa and Myneni [16] which can detect Sybil at tack even if 

Sybil nodes change their t ransm ission power for each Sybil node. 

Jam sh idi et al. [17] proposed a dist ributed dynam ic algorithm  based on learning autom ata model and the client puzzles 

theory to iden tify Sybil nodes in wireless sensor networks. In th is algorithm , each node sends som e puzzles to it s neighbors 

periodically during the network’s lifet ime and t ries to ident ify the Sybil nodes regarding their response t im es (puzzle solv- 

ing t im es). This algorithm  uses learning automata for reducing communication and computation overhead of sending, and 

solving the puzzles. Li et al. [18] proposed Sybil control dist ributed algorithm  to take control over the extent of Sybil at tack. 

It is an adm ission con trol mechanism  for nodes in dist ributed system s in which nodes need to solve som e computational 

puzzles periodically. Saxena and Sejwar [19] proposed an algorithm  for Sybil at tack detect ion based on TDOA localizat ion 

method, which detects malicious behavior of head nodes and member nodes in a cluster based network. 

Dhamodharan and Vayanaperum al [20] proposed a message authen ticat ion algorithm  which is applied for checking the 

t rustworth iness or detect ing a Sybil node. The node acts as a Sybil node w ith duplicated ID, and in form at ion can happen 

only when the node has complete inform at ion about other nodes. CAM-PVM has to be applied in order to verify the node’s 

needs. Instead of wast ing t im e for CAM-PVM to check each and every node, message authent icat ion and passing procedure 

is applied for authen ticat ion prior to communicat ion . If a node is not authorized by the network or by the base station , it 

cannot communicate w ith any other node in the network. 

Amuthavalli and Bhuvaneswaran [21] proposed a Random  Password Generat ion (RPG) algorithm  that focuses on vari- 

ous t raffi c levels and security during data transm ission in WSN. RPG algorithm  generates the routing table which holds 

inform at ion about deployed nodes. The in termediate nodes in the route are iden tified between source and dest ination . The 

in termediate node’s information is compared with RPG database during communication , and then the comparison results 

are used to decide whether these in term ediate nodes are Sybil or normal. 

Shi et al. [22] proposed a detect ion algorithm  to detect Sybil at tack In WSNs. This algorithm  takes advantage of the fact 

that every sensor node has it s own unique iden tity, and puts forward a method for detect ing Sybil at tack called LEACH- 

RSSI-ID (LRD). 

Sinha et al. [23] proposed a new locat ion based Sybil attack detect ion technique by describing the characterist ics of 

Received Signal Powers (RSPs) of the nodes using spline curves. Here, the spline representat ion of RSPs is an innovat ion to 

t rack the Sybil ident it ies even in a mobile environm ent . 

3. Sym bols, system  assum pt ion s an d a t t ack m odel 

3.1. Symbols 

• bit_label : a bitw ise label assigned to each mobile sensor node, by WNs, considering it s movement behavior in the net- 

work environm ent . 

• W i : the Watchdog Node with ident ity i . 

• moving_history: a table in the memory of WNs to temporary store the SNs’ bit label . 

• P : the number of monitoring rounds that are carried out by WNs (the number of iterations in first phase of the proposed 

algorithm ). 

• R i : the i th round of monitoring phase of the proposed algorithm . 

• request_list : a list contain ing a set of node iden tit ies which are broadcasted by a WN to other WNs; and request them  to 

send h im  back if they have inform at ion about those nodes. 

• T s : the threshold T s which is determ ined regarding the min imum  number of Sybil iden tit ies that could be exhibited by 

a single malicious node. 

• r : radio range of the nodes. 

3.2. System assumptions 

Sensor network contains two sets of nodes: ordinary sensor nodes (SNs) and Watchdog Nodes (WNs) that are random ly 

dist ributed in a two-dimensional area. SNs do the usual network operat ions (like data gathering, sending data toward Base 

stat ion) and WNs are responsible for detect ing Sybil at tack. Each node has its own unique ID and nodes are not aware 

of their locat ion . Radio range of SNs is fixed and equal to r , while radio range of WNs is equal to the diameter of the 

network, such that WNs are able to communicate with each other direct ly. SNs are mobile and move in the network area 

according to mobility models like random  waypoint , during the network’s lifet ime. After deploymen t of nodes, the WNs do 

not move and rem ain in their locat ions, unless the distance between two of them  is less than or equal to 2 r (they have 

common neighbors). In such situat ion , the two WNs begin to move (random ly) in order to lengthen distance such that it 

becomes greater than 2r (they do not have any common neighbors). It is assum ed that the nodes communicate with each 

other via a w ireless radio channel and broadcast inform at ion in an Omni-direct ional mode. WNs use a Group key [24] for 

communicat ion . 

It is assumed that SNs are not tamper proof, so if they are comprom ised by adversary, their confident ial informat ion will 

be revealed and the adversary is able to reprogram  them , and put them  back to the network. But it is assum ed that WNs 

are tam per proof and adversary cannot reprogram  them , if they are comprom ised. Since SNs are mobile, they need to send 
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Fig. 1. Structure of moving_history table . 

a message such as “Hello message”, “keep alive message”, “route request” periodically (in either case, after a SN moves to a 

new  locat ion or after each t period of t im e) [10] . Each node is able to ident ify it s neighbors at any t im e which is actually 

one of the mobile sensor network’s requirem ents. 

3.3. Attack model 

According to categorization of Newsome et al. [4] , direct, fabricated and sim ultaneous Sybil at tack is considered here. 

Also, according to the attack model considered by Ssu et al. [6] , it is assum ed that the network is insecure and the nodes 

can be comprom ised with a certain probability. The comprom ised node is referred to as a malicious node, while the other 

nodes in the network are referred to as legit imate nodes. Each malicious node cheats its neighbors by creat ing mult iple 

ident ities (Sybil nodes). When a node sends a message to any of the Sybil nodes, the message w ill be received and replied 

(if needed) by the malicious node. The main m ission of malicious node is to t rick the legit imate nodes to believe that they 

have many neighbors. Since these nodes do not really exist , many of the network protocols are seriously disturbed and 

become impractical. 

Adversary would disrupt network operat ions in two ways. First, the adversary t ries to comprom ise some legal nodes and 

reprogram  them , then puts them  back in to the network, so that all of these nodes exhibit a few (2 or 3) Sybil iden tit ies. In 

th is case, it is too hard for security algorithm s to detect Sybil nodes or some algorithm s such as the one in t roduced by Ssu et 

al. [6] ; they are not even able to discover Sybil attack. Of course, it takes the adversary so much t im e to comprom ise nodes 

and decode their informat ion and take them  under control. The second way, in which adversary is able to affect network 

significant ly, is to comprom ise fewer nodes but let them  exh ibit more ident it ies. Sim ilarly, we suppose that our network 

is vict im  of the second type of Sybil attack. We also assume that malicious nodes are mobile like legal nodes. Finally, it 

is assum ed once a malicious node moves to a new locat ion , it shows all its Sybil iden t it ies by sending HELLO or rout ing 

request messages for each of them . This is a necessity regarding the simultaneous model of the at tack; otherw ise the at tack 

is not able to significan tly affect the network operations. 

4. Proposed algo r it hm  

As mentioned before, there are two types of sensor nodes, SNs which are ordinary nodes and do the typical operat ions of 

the network and WNs that are supposed to be responsible for detecting Sybil nodes. In fact, the proposed algorithm  would 

be im plem ented on WNs. The main idea of th is algorithm  takes advantage of the nodes’ mobility. As all Sybil nodes belong 

to a single device (m alicious node), they move together, therefore all of them  would be neighbor of a WN at the same t im e. 

The proposed algorithm  on the WNs takes advantage of th is issue to detect Sybil nodes. When a certain SN moves to a 

certain WN’s neighborhood, the WN stores some inform at ion (that will be discussed later) about the SN in its memory. 

The proposed algorithm  consists of two phases: monitoring phase and the Sybil node detect ion phase, which are both 

performed by WNs. In order to conserve energy, the proposed algorithm  could be executed periodically (e.g. once per half 

an hour). Each t im e that the algorithm  is executed , WNs store informat ion of the SNs’ movement in P rounds (m on itoring 

phase). After round P (in other words, R P ) and based on the gathered inform at ion, WNs would be able to detect Sybil nodes 

(detect ion phase). In the proposed algorithm , there is a table in each WN’s memory, named moving_history ( Fig. 1 ). This 

table con tains two fields: Node_ID , in which the WN stores ident ity of a certain SN that appears in the WN’s neighborhood, 

and the bit_label which is used to keep the appearance label of the corresponding node. Each WN empties it s moving_history 

table when the algorithm  in it iates. 

In Fig. 2 , S 1–S 10 are Sybil nodes belonging to a malicious node, W 1 , W 2 , W 3 are WNs and the others are SNs. Suppose 

that in the first round( R 1 ), the malicious node (the nodes w ith S 1–S 10 ident it ies), and { x, y, z, u, v, d } which are SNs are all in 

the W 1 ’s neighborhood. Therefore, W 1 stores these nodes’ ident it ies in it s moving_history and assigns a particular bit label to 

them  (in th is example,“ 00”). If the number of WNs in our network is q , then we can assign a unique log 2 q bit label to each 

WN. In th is example, bit labels for W 1 , W 2 , and W 3 are “00”, “01”, and “10”, respectively. Fig. 3 shows W 1 ’s moving_history 

table in R 1 . All other WNs also do the sam e operat ion . Since, nodes “a” and “b” are not in any of WN’s neighborhood during 

R 1 , their in form at ion is not stored in any of WN tables. This may happen for a large number of nodes during the first round, 

but as they move in the area over t im e, the number of nodes for which th is may happen, decreases. 

We suppose that during R 2 , the nodes move and are posit ioned as shown in Fig. 4 . In th is round, Sybil nodes, x and y 

are out of W 1 ’s neighborhood and now they are in W 3 ’s neighborhood. Nodes d and z are st ill in W 1 ’s neighborhood, v has 

moved to W 2 ’s neighborhood, and nodes a and b , which were isolated during the first round, are now close to W 1 and W 2 , 

respect ively. From  now on (from  second round on), if som e nodes appear in W i ’s neighborhood and there is no inform at ion 

about them  in W i ’s moving_history table (i.e. if they are new neighbors of W i ), W i generates a single packet and put all these 
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Fig. 2. An example of deploying nodes in the first execution round of the algorithm . 

Fig. 3. W 1 ’s moving_history table after R 1 . 

Fig. 4. Arrangem ent of nodes during the second round. 

new iden tit ies in to it , and sends th is packet as a request_list to the other WNs. Then the node W i sets a t im er with value 

T w and waits for response. Each WN that receives th is request_list , searches it s moving_history table and if it finds any of 

these iden tit ies (e.g. u ), sends that node’s (node u ) informat ion ( Node_ID and bit_label ) to W i first and then removes th is 

inform at ion from  its Moving_history table. If there was no response about a certain ident ity, W i realizes that bit_label of th is 

node ident ity is null. After the t im er is expired, W i appends its own part icular bit_label to its curren t neighbors’ label. 

Now  let us discuss how the proposed algorithm  operates regarding these concepts. As depicted in Fig. 4 , in the second 

round ( R 2 ) , W 1 sees node a in it s neighborhood while there is no inform at ion about it in W 1 moving_history table. Therefore, 
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Fig. 5. The moving_history table of (a) W 1 and (b) W 3 . 

W 1 inserts the ident ity “a ” in a request_list and broadcast it throughout the network and waits for response from  other WNs. 

Node W 3 does the same for nodes { x, y, b, S 1 –S 10} as there is no in form at ion about them  in W 3 ’s moving_history table. Each 

WN that has new nodes in its neighborhood broadcasts a request_list contain ing these new node ident ities to other WNs. In 

th is example, since none of the iden tit ies in W 1 and W 3 ’s request_list exist in W 2 ’s moving_history table, W 2 does not respond 

to any request_list from  them . Furthermore, since W 3 has no information about node a, when it receives W 1 ’s request_list, 

it does not response. But when W 1 receives W 3 ’s request_list , it sends th is information ( Node_ID and bit_label ) back to W 3 , 

and then removes th is informat ion from  its moving_history , because its moving_history table contains inform at ion related to 

{ S1–S10, x, y } . As soon as W 3 receives th is packet con tain ing information about { S1–S10, x, y }, puts th is informat ion in it s 

moving_history table. When their t im ers are expired , W 1 , W 2 , and W 3 append their own part icular bit label to neighbors’ 

current bit_label . So at the end of R 2 , moving_history table of W 1 and W 3 would be updated as shown in Fig. 5 . 

As depicted in Fig. 5 (a), inform at ion related to node v has been elim inated from  W 1 ’s moving_history table because it 

has moved to the neighborhood of W 2 in R 2 and follow ing that , W 2 broadcasted a request_list con tain ing the ident ity of v 

and then received response from  W 1 . But information about node u has not been elim inated from  W 1 ’s moving_history table. 

Although it has been moved out of W 1 ’s neighborhood, it is not in any other neighborhoods of WNs (during R 2 ), so no 

request is sen t to W 1 for information related to node u and that is why bit_label of u has not changed during round R 2 . But 

bit_label for node z and d are changed in to “0 0 0 0” because they are st ill in W 1 ’s neighborhood. So far, node a has not been 

in any of WN’s neighborhoods, hence it gets it s first bit_label from  W 1 . On the other hand, W 3 appends its own part icular 

bit_label to { S 1 –S 10 , x, y }, so that their bit_label in R 2 is “0010”. Since node b was not in any of WN’s neighborhoods for the 

previous round ( R 1 ), its first bit_label is assigned by W 3 ( Fig. 5 (b)). 

This process keeps going for next rounds. After round P, R P , detect ion phase of the proposed algorithm  begins in order 

to detect Sybil nodes. The WNs execute th is phase independent ly, and according to the con tents of their moving_history . 

Each WN scans it s moving_history table and creates som e dist inct sets of iden t it ies such that ident it ies in each set have the 

sam e bit_label . Those sets in which the number of members is greater than a certain threshold, T s , are considered as Sybil 

nodes’ sets. The th reshold T s can be determ ined regarding the m in imum  number of Sybil ident it ies that could be exh ibited 

by a single malicious node. Since Sybil iden tit ies move together, they would have ident ical bit_label , therefore they would 

be categorized in the sam e set. Of course, it is possible for a few legal ident ities to be in the sam e set like Sybil nodes. 

This state depends on the number of rounds, which the proposed algorithm  is supposed to be executed (depends on P ). By 

increasing P , accuracy is increased. 

5. Per form an ce eva lu at ion  an d sim u lat ion  resu lt s 

In th is sect ion , we first evaluate the overhead of the proposed algorithm  in term s of memory, communicat ion and com - 

putation . Then we sim ulate our proposed algorithm  and evaluate its performance through experim ents. 

5.1. Performance evaluation 

Memory overhead: since the proposed algorithm  would be performed on ly by WNs, just WNs suffer from  memory over- 

head. Each WN needs to allocate part of it s memory to store moving_history table to keep track of SN’s movement . It 

should also be considered that in form at ion related to a certain SN (e.g. node u ) is being kept just by one WN (the one 

which has node u in it s neighborhood), at a t im e. Information related to a certain SN consists of the SN’s ident ity and 

it s bit_label . Therefore after P round, memory overhead of all WNs is | SN | × Siz e ID +  | SN | × P ×  log 
q 

2 
 bits, in which, | SN | is 

the number of SNs in the network, Size ID is the size of each SN’s ident ity in term s of bit , and | WN | =  q is the number of 

WNs in the network. Therefore, the imposed memory overhead for each WN equals O ( 
| SN |× P×  log 

q 

2 
 

q 
) and for each SN equals 

zero. It is worth mention ing that increasing the number of WNs in the network results in longer bit_labels which conse- 

quen tly increases the memory overhead. In general, if number of WNs increases from  α to β, memory overhead increases 

| SN | × P × (  log β
2 

 −  log 
α
2  ) bits. 
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Table 1 

Sim ulat ion parameters. 

Parameter Values 

Network size 100 × 100 m 
2 

Total nodes N =  10 0–40 0 

Number of malicious nodes M =  1, 5, 10 

Number of Sybil ident it ies propagated by each malicious node S =  6, 10, 14, 18 

Number of WNs q =  4, 5, 6 

SNs’ radio range r =  10 m 

Threshold T s =  4, 6, 8 

Number of monitoring rounds P =  20–100 

After P rounds and execut ing the detect ion phase, all WNs release their memory and empty their moving_history table , 

for next execut ion of the algorithm . 

Communication overhead : energy consumption of the algorithm  is crit ical due to lim itat ion of SNs’ energy. Since sending 

packets consumes much more energy than other operat ions such as receiving or computing, number of t ransm itted packets 

imposed upon the network during execution of a certain algorithm  is considered an im portan t criterion . SNs broadcast 

“Hello” message whenever they move to a new locat ion because it is essent ial for them  to update their neighboring table 

or to request a new route for them selves. As mentioned above, th is is actually one of the requirem ents for mobile sensor 

networks. Therefore “Hello” m essages sent by SNs are not regarded as overhead. At the end of each round, each WN sends 

(broadcasts) a request_list if there is even one new SN in it s neighborhood that does not exist in its moving_history table. 

This takes place by all WNs at the sam e t im e. Therefore maximum  number of request_lists t ransm itt ing over the network 

in th is step equals q which is the total number of WNs. Then, each WN which has inform at ion related to node(s) – in the 

received request_list – in it s moving_history table responds to the corresponding WN. Therefore, at most 2q packets have 

been sent by WNs in each round, thus after P rounds, the communicat ion overhead would be O ( P × q ) . This overhead would 

increase if the number of WNs in the network increases, since more request_list packets will be t ransm it ted th roughout the 

network in such a case. 

Computation overhead: Since on ly WNs are supposed to perform  the algorithm , there is no SN which suffers from  com - 

putat ion overhead. At the end of each round, each WN creates a list of new SNs iden tity in its neighborhood, about which 

there is no informat ion in it s (the WN’s) moving_history table and sends it as the request_list . Time complexity for creat- 

ing a request_list is O ( d × k ), in which d is the average number of a WN’s neighbors and k is the number of the rows in a 

WN’s moving_history table. Suppose k =  
| SN | 
q 

. Moreover, it takes O ( q × d × k ) t im e to invest igate its own moving_history table 

to find in form at ion corresponding to Node_ID s in the request_list received from  other WNs. Therefore, total computat ional 

overhead at the end of each round would be q × d × k +  d × k which is from  order O ( q × d × k ). After P round, each WN divides 

it s moving_history table in to dist inct sets, such that Node_ID s in each set have sim ilar bit_label s. This operation is done in 

O ( k 2 × ϕ) t im es regarding that each couple of bit_label s would be compared with t im e ϕ, which is min imum  length of these 

two bit_label s. Then the algorithm  chooses sets which contain more than threshold T s , as the sets which include Sybil nodes 

with t im e complexity O ( k ). Note that in the worst case, there is one un ique bit_label for each ident ity in the moving_history 

table, which means there are k sets. By increasing the number of WNs, k decreases, thus the computat ion overhead would 

remain constant . As mentioned before, by increasing the number of WNs in the network, the length of bitw ise tags would 

also increase, consequen tly the t im e required for comparing such tags increases. If number of WNs increases from  α to β , 

computation overhead of each WN in second phase of the proposed algorithm  increases k 2 × (  log β
2 

 −  log 
α
2  ) t im es. 

5.2. Simulation results 

Performance of the detect ing algorithm  was evaluated by perform ing a series of simulations. Two perform ance metrics 

were considered: t rue detection rate (TD), i.e. the percentage of detected Sybil nodes, and false detect ion rate (FD), i.e. 

percentage of norm al nodes erroneously classified as Sybil nodes. Experim ent results were compared to sim ilar algorithm s 

[5,6,13,14,16,17,19–21] . The proposed algorithm  was sim ulated using JSIM sim ulator [25] . Simulat ion parameters are shown in 

Table 1 . All these param eters can affect performance of the proposed algorithm , thus we have tr ied to evaluate such effects 

in the sim ulat ions (Experim ents 1–5). 

It has been assumed in the sim ulat ions that the network is comprised of N nodes random ly dist ributed in a 100 × 100 m  
2 

area. The sensing field contained q Watchdog Nodes (WNs), M malicious nodes where each forged S Sybil nodes, and N − ( q 

+  M ) norm al nodes. Both norm al and malicious nodes had a fixed and maximum  radio range of r =  10 m , but radio range of 

WNs covers the whole area such that they are able to direct ly communicate with each other. We used the mobility model 

in [26] to verify the results. Each sim ulation was repeated 50 t im es and then the results were averaged to obtain a final 

value. 

Experiment 1 : In th is experim ent , we study the effect of threshold T s on t rue detect ion and false detection rates, where 

our param eters are N =  300 , M =  5 , q =  4 , S =  10 and the th reshold value T s varies from  4 to 8 (by increm ental step of 

2) and the accuracy of the algorithm  is measured for round 20–100 (by incremen tal step of 20). Fig. 6 shows the results of 
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Fig. 6. Effect of threshold T s on detect ion performance. 

th is experim ent . Results show that true detect ion of the algorithm  after 20 rounds is approximately 80% for different values 

of T s , and it is 94% for T s =  6 and T s =  4, after 40 rounds. 

It is clear from  the results that , by decreasing threshold T s , t rue detection rate increases. As it was discussed before, 

when nodes move to a new location , they send som e messages such as “Hello”, and then WNs register their appearances; 

but since a collision might occur, som etimes nodes’ appearance might not be observed by WNs. It is an effect ive item  for 

t rue detect ion rate. Although malicious node and all of it s Sybil iden tit ies move together, but a few Sybil ident it ies migh t 

be hidden from  WNs due to the collision . Being h idden from  WNs causes these Sybil iden tit ies (h idden iden tit ies) to get 

a different label from  other Sybil iden tit ies and separate from  the others. This problem  is called “breaking-problem ”, which 

m ight happen in next execut ion of the algorithm  and cause more nodes to get out of the group, which results in a Sybil 

group (the group contain ing Sybil IDs) with fewer members. Therefore, if a sm all value is assigned to T s , then Sybil groups 

with few members would be detected , so t rue detect ion rate would rise. Fig. 6 also shows that after round 40 (m eans 60, 

80 and so on), more breakings are migh t take place while running the algorithm , so t rue detect ion rate decreases. It is 

also possible for a malicious node not to appear in a WN’s neighborhood for the first several rounds due to their random  

movement . That is why t rue detection rate is low for the first several rounds (specifically less than 40). In other words, Sybil 

nodes will not be detected unless they appear in the WNs’ neighborhood. 

Results also show that false detect ion rate st rongly relies on the th reshold T S . It is clear that a number of norm al nodes 

may acciden tally move together in the area such that after round P, there are a few  small groups contain ing norm al nodes 

with ident ical label. Accordingly if we set T S with a sm all value, then it is possible for the algorithm  to determ ine these 

small groups (of normal nodes) as Sybil groups which means false detect ion rate has been increased. It is also possible that 

som e norm al nodes accidentally move in the same pattern as a certain malicious node which causes these norm al nodes 

to be labeled like the Sybil ones. Like random  model of the nodes’ movemen t , it is expected that by increasing the number 

of rounds (m eans, P ), these two cases, which cause the false detect ion , becom e ineffect ive. For example, it can be seen in 

Fig. 6 that false detect ion rate for different values of T s after 80 rounds has dropped below 5% and after 100 rounds it is 

approximately 0%. 

Experiment 2 : In th is experim ent , we study the effect of S (number of Sybil iden tit ies spread by a malicious node) on 

both false detection and t rue detect ion rates. Here the param eters are N =  300 , M =  5 , q =  4 , T S =  6 . The param eter S 

varies from  6 to 18 (by the incremen t step of 4). We also study the accuracy of the algorithm  for execut ive rounds from  20 

to 100 (increm ent step =  20) and obtained results are illust rated in Fig. 7 . Results show that t rue detect ion rate for S =  6 

is less than 80% and for S ≥ 10 it is above 92%. This result is due to the probability of the breaking-problem, which means 

som e Sybil ident it ies may get out of the group (due to the collision ). Spreading fewer Sybil ident it ies caused the number of 

ident ities in the Sybil group to reach below the threshold T s (because of breaking-problem ) and so the total Sybil group will 

not be detected . So the detect ion rate increases as the number of Sybil nodes increases. 

As illust rated in Fig. 7 , param eter S does not have any significant effects on false detection rate, because all Sybil ident ities 

belong to a single physical malicious node, so different values of th is parameter do not affect the probability of a normal 

node to join a Sybil group. However, value of the param eter M (number of malicious nodes) affects the probability of a 

norm al node to join a Sybil group (next experimen t shows th is issue). 

Experiment 3: In th is experim ent , we will study the effect of M (number of malicious nodes) on performance of the 

proposed algorithm . In th is experim ent , parameters are N =  300 , S =  14 , q =  4 , T S =  6 and the accuracy of the proposed 

algorithm  is evaluated for execut ive rounds varying from  20 to 100 (by increm ent step of 20). Result of the experiment is 
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Fig. 7. Effect of number of Sybil nodes, S , on detect ion performance. 
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Fig. 8. Effect of number of malicious nodes, M , on detect ion performance. 

illust rated in Fig. 8 , for M =  1, 5, 10. As it is clear from  the obtained results, number of malicious nodes, M , does not affect 

t rue detect ion rate of the proposed algorithm  significan tly and the rate is higher than 92%. That is because the mechanism  

used in the proposed algorithm  is based on nodes’ movement . As each malicious node moves with it s own Sybil iden tit ies 

independen tly, number of malicious nodes does not affect t rue detection rate considerably. 

But as expected , the param eter M affects false detect ion rate, for example, increasing M w ill increase false detect ion rate, 

because by increasing parameter M (which means increasing number of adversary nodes), probability of a certain norm al 

node to move with a certain malicious node during the in itial several rounds would also increase. In other words, the 

probability of a certain normal node to be a member of a Sybil group would increase which causes false detection rate 

to rise for in it ial rounds. Note that for execut ive rounds greater than 60, probability of normal nodes to get out of a Sybil 

group would increase; th is gives bet ter results in h igher rounds. Likew ise, as illust rated in Fig. 8 , for different values of M , 

by increment ing the number of execut ive rounds, false detect ion rate tends towards zero. 

Experiment 4 : In th is experiment , we exam ine the effect of parameter q (number of Watchdog Nodes) on t rue detect ion 

and false detect ion rates. We set the param eters as N =  300 , S =  14 , M =  5 , T S =  6 . We evaluate accuracy of the pro- 

posed algorithm  for execut ive rounds varying from  20 to 100 (by increment step of 20) and parameter q =  4, 5, 6 . Fig. 9 

depicts the obtained results. As results indicate, for q =  4 (when there are 4 WNs in the network),true detection rate of the 

algorithm  is approximately 94% and when there are 5 or 6 WNs in the network, t rue detect ion rate drops to about 92%. 
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Fig. 9. Effect of number of Watchdog Nodes, q , on detection performance. 

On the other hand, results show that increasing the number of WNs results in less false detect ion rate and vice versa. It 

means that by decreasing the number of WNs in the network we would have a higher percen tage of false detection . As 

an example in th is experim ent , after 40 rounds of execut ing the algorithm  for q =  4, 5, 6 , we get 37%, 15% and 6% false 

detection rates respect ively. Of course, it should be noted that as param eter P (number of execut ive round) increases, false 

detection rate tends to 0%. Likew ise, for great values of P , different values of q do not make any difference for false detec- 

t ion rate. Now, let us see the reasons beyond the obtained results. When a malicious node moves to a new locat ion in the 

network and sends “Hello” m essage to som e of it s Sybil nodes e.g. S 1, collision may occur so that appearance of S 1 in th is 

region of the network would remain hidden from  nodes in S 1’s neighborhood. Now if there is a WN in th is region , it would 

save informat ion related to all Sybil nodes except for S 1. Therefore, S 1 gets out of the Sybil group ( Breaking-problem ) and S 1 

would not be detected as a Sybil node. However, if there are no WNs in the region, Sybil node S 1 would not get out of the 

Sybil group (and t rue detection rate would also be increased). On the other hand, by increasing the number of WNs in the 

network, those normal nodes that have random ly been labeled as members of Sybil group, would exit from  the Sybil group, 

th is decreases false detect ion rate. 

Experiment 5: In th is experim ent , the effect of param eter N (total number of nodes) on detect ion rate is studied. The 

goal of th is experim ent is to evaluate the scalability of the proposed algorithm . Here the considered param eters are q =  

4 , S =  14 , M =  5 , T S =  6 . Accuracy of the proposed algorithm  is invest igated for execut ive rounds of 60 and 80 and for 

param eter N =  10 0, 20 0, 30 0, 40 0, 50 0. As shown in Fig. 10 , results of th is experimen t show that number of nodes does 

not affect t rue detect ion rate and it is about 94%. But, false detect ion rate changes by varying the number of nodes in the 

network. By increasing the number of nodes in the network, false detect ion rate also increases. Because the h igher is the 

number of nodes in the network, the h igher would be the probability of norm al nodes’ movemen t along w ith malicious 

nodes. This increases false detect ion rate. Results also show that by increasing the number of execut ive rounds ( P ), false 

detection rate would decrease noticeably. For example, when N =  500 , for P =  60, false detect ion rate is 19% and for P =  80, 

it is below 3%. 

Experiment 6 : In th is experiment , performance of the proposed algorithm  is compared to other exist ing algorithm s in 

term s of average t rue and false detect ion rates. As Table 2 illust rates, t rue detect ion rate (on average) in the algorithm s 

proposed by Dem irbas and Song [5] , Ssu et al. [6] Mirsa and Myneni [16] and Jam sh idi et al. [17] is approximately 99%, and 

in the algorithms proposed by Chen et al. [13] and Jangra and Priyanka [14] , it is about 90%, and it is about 94% in the 

proposed algorithm . Of course, it should be considered that all other algorithms are designed for detect ing Sybil nodes in 

stat ionary networks, whereas the proposed algorithm  discovers Sybil nodes in mobile networks. Therefore, obtained results 

verify the desired perform ance of the proposed algorithm . 

Second column in Table 2 shows average false detection rate compared to other algorithm s. It also indicates that (on 

average) false detect ion rate is 0% which is bet ter compared to other algorithms. 

6. Summ ary 

The experim ents show  that: 
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Fig. 10. Effect of number of nodes, N , on detect ion performance. 

Table 2 

Comparison of perform ance of the proposed algorithm and other algorithm s in term s of false/true detect ion rate. 

Algorithm Average of true detect ion rate (%) Average of false detect ion rate (%) 

Dem irbas and Song [5] 100 6 

Ssu et al. [6] 99 5 

Chen et al. [13] 92 2 

Jangra and Priyanka [14] 90 1 

Misra and Mynen i [16] 98 6 

Jam sh idi et al. [17] 100 5 

Saxena and Sejwar [19] 96 4 

Dhamodharan and Vayanaperum al [20] 80 0 

Amuthavalli and Bhuvaneswaran [21] 60 0 

Proposed algorithm 94 0 

• Decreasing the value of th reshold T s increases both false and t rue detect ion rates at the beginning, but after about P =  100 

rounds in the monitoring phase, value of false detect ion rate decreases to 0%. 

• Increasing the number of propagated ident ities by each Sybil node, increases the value of true detect ion rate while it 

does not affect false detect ion rate. 

• Increasing the number of malicious nodes in the network increases the value of false detection rate while it has no effect 

on the value of t rue detect ion rate. But after about P =  80 rounds in the monitoring phase, the value of false detection 

rate decreases to 0%. 

• Increasing the number of WNs decreases false detect ion rate not iceably, while it has sligh t negative effects on the value 

of t rue detection rate. 

• Increasing the number of nodes in the network does not affect t rue detection rate while it has negat ive effects on false 

detection rate. 

Table 3 summarizes the aforem en tioned results. 

7. Con clu sion  

In th is paper, we proposed a new effi cient light-weight algorithm  for detect ing mobile Sybil nodes in mobile wireless 

sensor networks. The proposed algorithm  is based on nodes’ mobility in the area, and does not use mechanism s like pin- 

point ing, RSSI, etc. to detect Sybil nodes. The proposed algorithm  consists of two phases: monitoring phase and detect ion 

phase, which are both perform ed by WNs. 

In the first phase, Watchdog Nodes keep t rack of nodes’ movement during different periods ( P rounds) and assign them  

bitw ise labels, which are stored among all WNs dist ributedly. In detection phase, each WN discovers Sybil nodes based on 

the in form at ion in it s moving_history table, independent ly. In th is phase, the main idea of ident ifying Sybil nodes originates 

from  the fact that all of them  have the same bit -label. Since all Sybil nodes belong to a malignant group, their movement 
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Table 3 

Summary of results obtained from the conducted simulat ion studies. 

Param eter ↑ True detect ion rate False detect ion rate 

T s ↑ ↑ 
S ↑ −

M − ↑ 
q ↓ ↓ 
N − ↑ 
P  ↓ 

↑ : increase 
↓ : decrease 
− : no change 

 : increase and decrease 

pat tern would be ident ical. Each WN creates independent sets of nodes available in it s moving_history table such that nodes 

of each set have ident ical bit -labels. Finally, sets in which number of members is more than specified threshold, T s , are 

marked as Sybil nodes. 

Simulat ion results indicate that the proposed algorithm  outperform s existing algorithms Dem irbas and Song [5] , Ssu et 

al. [6] , Chen et al. [13] , Jangra and Priyanka [14] , Misra and Myneni [16] , Jamshidi et al. [17] , Saxena and Sejwar [19] in 

term s of false detection rate and in term s of t rue detect ion rate, the proposed algorithm  outperform s algorithm s Chen et 

al. [13] , Jangra and Priyanka [14] , Dhamodharan and Vayanaperumal [20] , and Amuthavalli and Bhuvaneswaran [21] , but 

perform s slight ly worse than the other algorithm s which is because it works in mobile sensor networks. One drawback of 

the proposed algorithm  is “breaking-problem ” which can be resolved in fu ture works using aging mechanism . 
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