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Preface

Recently, random walk algorithms have attracted considerable attention because
they are easy to interpret. In addition, they are used to problem-solving, modeling,
and simulation in many types of networks including computer networks, social
networks, and biological networks. Recently, the k-random walk algorithm is
reported to improve the capabilities of the primary version of the random walk
algorithm. This type of random walk algorithm is a faster version of the primary
version of the random walk algorithm. When the random walk algorithms are used
to solve the problems in real-world applications, several challenges will be raised.
In real-world applications, both k-random walk and random walk algorithms must
be tuned considering information about the nature of the application. Considering
the mentioned issue, intelligent models of random walk have been reported in the
literature. These models of random walk may be used to solve a wide range of
problems in real-world applications. In recent years, several intelligent models of
random walk are reported based on learning automata. Learning automata are a
type of machine learning algorithms called reinforcement learning. In this book,
we study the intelligent models of random walk based on learning automata. These
models of random walk try to gradually learn required information from the nature
of the application to improve their efficiency. We also study the corresponding
applications of these models of random walk. More precisely, we studied the
applicability of the intelligent models of random walk as efficient prediction models
for two large-scale networks such as peer-to-peer networks and social networks.
This book opens a new horizon for designing prediction models and problem-
solving methods based on intelligent models of random walk. The challenges and
open problems raised by this approach will be also studied in this book.

Tehran, Iran Ali Mohammad Saghiri
M. Daliri Khomami
Mohammad Reza Meybodi
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Chapter 1 ®)
Random Walk Algorithms: Definitions, e
Weaknesses, and Learning
Automata-Based Approach

Abstract Random walk algorithms are used to problem-solving, modeling, and sim-
ulation in many types of networks including computer networks, social networks, and
biological networks. In real-world problems, the non-intelligent models of random
walk may not be used as a problem-solving method. Recently, intelligent models
of random walk have been reported in the literature. These models try to extend
the basic versions of random walk to design a novel problem-solving method. The
learning mechanism of these models is based on learning automata. In these mod-
els, the design of feedback systems given by the theory of learning automata is used
to design intelligent models of random walk. In this chapter, we discuss about the
weaknesses of non-intelligent models of random walk as a problem-solving method
in real-world applications. We also give the required information about random walk
algorithms and the theory of learning automata.

Keywords Random walk algorithm - Networks + Feedback systems - Learning
automata

1.1 Introduction

A random walk is one of the simplest dynamical processes that can occur on a
network. Random walk algorithms on networks have attracted considerable interest
because they are applicable for problem-solving and also easy to interpret. The
random walk algorithms also can be used to approximate many natural processes.
Different types of random walk algorithms are reported in the literature. They have
yielded important insights into a huge variety of applications (Fig. 1.1). Some of
these applications are explained as below.

e Web computing: Random walk algorithms have been applied to rank web pages
and sports teams, optimize searches, investigate the efficiency of network navi-
gation, characterize cyclic structures in networks, and coarse-grain networks to
highlight mesoscale features such as community structure [1, 2].
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Fig. 1.1 Applications of
random walk algorithms

Computer
Networks

e Complex networks: Another interesting application of random walk algorithm is
to calculate the centrality of actors in complex networks when there is no knowl-
edge about the full network topology but only local information is available [3-5].

e Computer networks: In computer networks such as peer-to-peer networks, the
random walk algorithms are used to design efficient search algorithms. Since the
scale of these networks is very large, designing an appropriate search algorithm for
them is a challenging problem. Many algorithms such as those reported in [6—10]
utilize intelligent models of random walk.

e Social networks: In the context of complex social networks, random walks have
proven to be useful tools and several algorithms have been proposed for structural
properties of the networks [11-13]. Among them, the restricted dynamics of Self-
Avoiding Random Walks (SAW) [6] in the application of community detection is
proposed. Based on this algorithm, random walker visits only at most once each
vertex [14].

e Image Processing: Random walk algorithms are applied in image segmentation
to determine the label of objects which associate with each pixel. With the aid of
random walk, a small number of pixels with user-defined (or predefined) labels,
one can analytically and quickly determine the probability that a random walker
starting at each unlabeled pixel will first reach to one of the pre-labeled pixels. This
algorithm is typically referred to as the random walker segmentation algorithm
[15].
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In the other hand, a learning automaton is an adaptive decision-making unit in
which the performance is improved by learning how to choose the optimal action
from a finite set of allowed actions considering repeated interactions with a random
environment. Learning automata are a type of machine learning algorithm called
reinforcement learning. Recently, different versions of intelligent random walk algo-
rithms based on learning automata are reported in the literature. In this book, we sum-
marize the recent approaches for implementing an intelligent random walk based on
learning automata.

1.2 Basic Concepts

In this section, in order to provide basic information for the remainder of this book,
we present a brief overview of random walk algorithms, k-random walk algorithms,
and theory of learning automata.

1.2.1 Random Walk Algorithms

Random walk algorithms have attracted considerable attention because they are easy
tointerpret. In the following, we will describe the behavior of random walk algorithms
in the networks. In a random walk on a graph, the graph and a starting node are given.
During a walk on the graph, we select a neighbor of the node at random manner.
After selecting the neighbor, we move to the neighbor. Then, we select a neighbor
of the node at random, and move to it. During this procedure, a sequence of nodes is
constructed which determine a traverse for the graph [16—18].

1.2.2 K-Random Walk Algorithms

Itis obvious that executing multiple random walk algorithms on a graph result in faster
than a single random walk in searching a network. In k-random walk algorithms, we
choose a random node in the network and trigger k-random neighbors of that node.
All of the triggered nodes repeat this process. Recently, these types of algorithms
are used to search in large-scale networks such as peer-to-peer networks and social
networks [6—10]. This is because random walk algorithms have very simple logic
and faster version of these algorithms may be applied in new generations of large-
scale networks reported in Internet of Things (IoT), complex networks, and grid
computing.
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Random Environment

\4

a(k) B(k)

Learning Automaton <

Fig. 1.2 A learning automaton and the relationship with its random environ

1.2.3 Theory of Learning Automata

Learning automata are a type of machine learning algorithms called reinforcement
learning. A Learning Automaton (LA) is an adaptive decision-making unit in which
the performance is improved by learning how to choose the optimal action from a
finite set of allowed actions considering repeated interactions with a random envi-
ronment [19]. The action is chosen by the LA. In turn, the environment responds
to the action taken with a reinforcement signal. The objective of an LA is to find
the optimal action from the action set so that the average reward received from the
environment is maximized. The relationship between the LA and its random envi-
ronment is shown in Fig. 1.2. Several learning automata-based algorithms have been
proposed in the application of social networks [20-22] and peer-to-peer networks
[23-25].

1.3 Random Walk Weaknesses and the Approach
of Learning Automata

Random walk algorithms are used to problem-solving, modeling, and simulation in
many types of applications. In real-world applications, the random walk algorithms
must be tuned considering information about the nature of the application. The per-
formance of non-intelligent models of random walk is low in practical problems
because these models do not consider the changes and information about the nature
of the practical problems. To solve this problem, in real-world applications, we may
use feedback loops to improve the performance of random walk algorithms. Recently,
the intelligent models of the random walk are reported in the literature [6, 7]. The
rationale behind intelligent models based on random walk algorithms and learning
automata is to extend the capabilities of random walk algorithms by the feedback
loops of the theory of learning automata.
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Random Walk
algorithms

Intelligent Random Walk Algorithms based on Learning Automata

Fig. 1.3 A conceptual diagram for combination of random walk and learning automata

Figure 1.3 shows a conceptual diagram for combination of random walk algo-
rithms and theory of learning automata. In the rest of this section, the main prob-
lems of the random walk algorithms in the networks for real-world applications are
explained.

e The first problem is to find the optimum value of the k in k-random walk algorithm
in every arbitrary network. Choosing a value of k larger than the average number
of neighbors of all nodes of the network results in observing useless parts of
the network. For example, in a computer network, a large value for k results in
generating more traffic in the computer network, because it works like flooding
search methods. On the other hand, if k is smaller than the average number of
neighbors of all nodes of the network, the probability of selecting desirable parts
of the network is decreased. For example, in a computer network, a low value for
k results in generating low traffic and limited observation which leads to miss the
appropriate nodes.

e The second problem is to determine which neighbors should be selected in each
node of the network.

Both above mentioned problems can be solved using feedback system of the
theory of learning automata. Intelligent models of random walk based on learning
automata may be used to a wide range of real-world applications. As it was previously
mentioned, multiple intelligent models of random walk based on learning automata
are reported in [6, 7]. These models of random walk try to gradually learn the required
information from the nature of the application to improve their efficiency. In the rest of
this book, we suggest three intelligent models of the random walk based on learning
automata. The proposed models will be implicitly used as prediction models for
problem-solving in large-scale complex networks such as peer-to-peer networks and
social networks.
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Chapter 2 ®)
Intelligent Models of Random Walk i

Abstract Intelligent models of random walk are obtained from random walk algo-
rithms and a learning element. In this chapter, the learning element is a type of
learning automata which is called as variable-structure learning automata. In this
chapter, this type of learning automata is used to design three intelligent models of
random walk. The first model is called Intelligent K-Random Walk based on Learn-
ing Automata (IKRW-LA). This model is able to predict k promising links from each
arbitrary node in the networks. The second model is called Self-Organized Intelligent
Random Walk based on Learning Automata (SOIRW-LA). This model is proposed
to add the learning capability to k-random walk for path prediction. In this model,
we do not need to determine the value for parameter k to find the promising links.
The third model is called Intelligent Random Walk based on Learning Automata
(IRW-LA). The advantage of this model than the others models is to predict the best
path of the network considering the feedback received from the network. This model
is equivalent to the first model (/KRW-LA) when the value of parameter k is equal to
one. The convergence behavior of the IRW-LA is also studied. All of the mentioned
models are described in this chapter.

Keywords Intelligent models of random walk - Path prediction -
Variable-structure learning automata

2.1 Theory of Learning Automata

Learning automata are classified into two groups, namely associative and nonasso-
ciative. In associative learning automata, different context vectors are offered by the
environment and the Learning automata must choose an optimal action for each of
the given context vectors. In nonassociative Learning automata, no context vector
is given by the environment. Instead, the learning automaton only receives rein-
forcement signals from the environment and chooses the optimal action according to
the received signals. Fixed-structure Learning automata, variable-structure learning
automata, and learning automata with changing number of actions, estimator algo-
rithms, pursuit algorithms, and continuous action set learning automata are classified
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under the nonassociative learning automata group. In what follows, we provide a very
brief description for fixed-structure learning automata, variable-structure learning
automata, and learning automata with changing number of actions.

2.1.1 Fixed-Structure Learning Automata

The learning automaton is called fixed-structure if the followings are fixed: 1. the
probability of the transition from one state to another state and 2. the action probability
of any action in any state. Examples of the fixed-structure LA are L,N,, G,N,, Krylov,
and Krinsky [1].

The L,N, automaton has 2N states and 2 actions and tries to contribute the past
behavior of the system in the future decision for choosing the sequence of actions.
Based on the policy of L, Ny, it holds an account of the number of accomplishments
and failures received for each action. When the number of failures exceeds the number
of successes, the automaton switches from one action and selects another one. This
process is done by enlarging the state space to 2N and specifying the rules of transition
from one state to another. An example of this type of automaton is given in Fig. 2.1.

Unlike automaton L,N,, the automaton G,N, encountered with unfavorable
response and then, the automaton switches from state N to N + 1. In contrast to
automaton LN, this type of automaton performs the action o, more than N times
before selecting action «; again. The state transition graphs of G,N; are showed in
Fig. 2.2 for both favorable and unfavorable response.

This automaton has state transitions as the same as to L,N, automaton when the
receiving response from the environment is favorable. But, when the response of the
environment is unfavorable, a current state i(i # 1, N, N + 1, 2N) passes to the next
and previous states with equal probability. The outline of the Krylov is shown in
Fig. 2.3.

Fig. 2.4 shows the state transition of Krinsky automaton in which this automaton
treat similar to L,N,, when the response from the environment is unfavorable.

Unfavorable Response
g=1

Fig. 2.1 The state transition graph for LoN; [1]
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Fig. 2.2 The state transition graph GoN [1]
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Fig. 2.3 The state transition graph of Krylov automaton [1]

g=0

Fig. 2.4 The state transition graph of Krinsky automaton [1]

2.1.2 Variable-Structure Learning Automata

A variable-structure learning automaton is defined by the quadruple (o, 8,p, T)
where « represents the action set of the learning automaton, 8 represents the input
set, p = {p1, p2, ..., pr} represents the action probability set, and finally, p(k +
1) = T(a(k), B(k), p(k)) represents the learning algorithm. At the time instant k,
this learning automaton operates as follows. Based on the action probability set
p(k), learning automaton randomly selects an action «;(k) and performs it on the
environment. After receiving the environment’s reinforcement signal B(k), learning
automaton updates its action probability set based on Eq. (2.1) for favorable responses
and Eq. (2.2) for unfavorable ones.

pitk +1) = pi(k) +a - (1 — pi(k))
pitk +1) =p;k) —a-pj(k)  Vjj#i 2.1

pitk +1) = (1 —b) - pi(k)
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pitk+1) = + (1 =Db)pj(k) Vjj#i. (2.2)

r—1

In the above equations, a and b are reward and penalty parameters, respectively.
If a = b, learning algorithm is called Lr_p,lif b < a, it is called Lg.p,? and if b =
0, it is called Lg_;.3

2.1.3 Learning Automata with Changing Number of Actions

In some applications, the number of possible or permissible choices, modeled by the
actions of a learning automaton, varies over time. In this LA, at every time instant k,
only a subset V (k) of the actions of the LA is available for choice. The selection of the
action subset V (k) is made by an external system, which could determine permissible
actions for a specific application. The LA chooses an action «; € V(k), according to
the probability distribution vector p(k) defined over V (k) by Eq. (2.3). The selected
action is applied to a P-model environment and results in a binary response (k).
Then, the LA computes p(k + 1) using Eq. (2.4) (for favorable responses) or Eq. (2.5)
(for unfavorable responses).

K(ky= " pilk),
ieV(k)
pi(k) = prob [a(k) = a;|V (k) is the set of active actions, o;; € V (k)] = % (2.3)
pitk +1) = pi(k) + a - (1 — pi(k)) a(k) = e 2.4)
pitk +1) = p;(k) +a - pi(k) ak)=oa;, Vjj#i '
pilk+D=(1=b)-pik)  atk)=a 2.5)

pitk +1) = 25 + (1 —lpjk) ak) = a;, Vj j#i
Afterward, the action probability vector of the LA is updated using Eq. (2.6).

pitk + 1) = pi(k +1) - K(k) ¥j, o € V(k)

2.6
pitk + 1) = pi(k) Vi, o ¢ VK (26)

ILinear Reward Penalty.
2Linear Reward Epsilon Penalty.
3Linear Reward Inaction.
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2.1.4 K-Select Action Learning Automata (KSALA)

In some applications, we need to a decision maker which selects k action in a parallel
fashion. KSALA refers to a learning automaton in which k actions are selected instead
of one action. KSALA was reported in [2] for solving a management problem of
sensor network. The environment returns the responses to the selected actions. The
responses will be used to update the probability vector of the learning automaton.

2.2 Intelligent Models of Random Walk Based on Learning
Automata

In this section, three intelligent models of random walk based on learning automata
are given. All models are designated based on the three phases but different algorithms
are suggested for each model (Fig. 2.5). The models are described in the next three
subsections.

2.2.1 Model A: Intelligent K-Random Walk Based
on Learning Automata (IKRW-1.A)

In k-random walk, we choose a random node in the network and trigger k-random
neighbors of that node. All of triggered nodes repeat this process. In this algorithm,
there is no mechanism to predict the promising neighbors with respect to the applica-
tion. In this section, we propose an intelligent model of random walk utilizing KSALA.
In this model, each node utilizes a KSALA to trigger the k promising nodes of its
neighbors. In the rest of this section, the structure of this model is described.
AnIKRW-LA is adynamic graph whose structure changes with time. In this graph,
each node is equipped with a KSALA. The KSALA of each node is used to select k
of the best neighboring node. The KSALA of each node has an extra action called
“self-select” which leads to select that node. For example, if a node (node;) has two
neighbors(node; and nodey) then its KSALA has three actions (action;, actiong, and
“self-select”). Starting node is determined by the application. Upon the selection of
anode, IKRW-LA executes a process which has three phases: paths selection, paths
evaluation, and automata updating. These three phases are described below.

e Paths selection phase: During this phase, a set of paths is created utilizing the
proposed model of random walk. The first node of a path is called as starting node.
All of the paths have the same starting node. The starting node is determined by
the application. The algorithm used for constructing the set of paths is described as
follow. The KSALA resided in the starting node determines the k next nodes based
on its probability vector. The KSALA resided in the next nodes are used to determine
other nodes based on their probability vectors. The procedure of selecting the next
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Fig. 2.5 The phases of the 7 \
proposed models

Paths selection
phase

2

Paths evaluation
phase

2

Automata
updating phase

nodes based on KSALA is continued, until the constructed set of paths is acceptable
by the application. Note that, the conditions used for acceptance of the set of paths
considering the goal of the application are defined in this phase. Figure 2.6 shows a
snapshot of the path selection phase for 1-random walk. In this figure, dashed links
denotes the selected path. In this snapshot, the paths selection phase is finished
when a path between the source node and a destination node is found. After this
phase, the paths evaluation phase is started.

e Paths evaluation phase: In this phase, a reinforcement calculator function is used
to generate the reinforcement signals. This function takes each path constructed
in paths selection phases and user-defined metrics, and then returns a reinforce-
ment signal for the learning automata corresponding to that path. For example,
if the sequence of the nodes is preferable considering the user metrics, then the
reinforcement signal is set to one (reward). When this phase is done, the automata
updating phase is started.
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Fig. 2.6 A snapshot of path selection phase for 1-random walk

e Automata updating phase: During this phase, the reinforcement signal generated

for each path is used to collectively update the learning automata corresponding
to that path.

Remark 2.1 Inthe path evaluation phase, a database is used to store some information
about the paths corresponding to the sequence of nodes found during the paths
selection phase. For example, the favorable paths corresponding to the user-defined
metrics during iterations of the algorithm are stored in the database. This database
may be used to improve the accuracy of the reinforcement calculator in the path

evaluation phase. Note that, the neighboring nodes of each node is determined by
the application.

Remark 2.2 This model tries to predict k promising links from the starting node
considering feedback received from the network.

Remark 2.3 Note that, In an iteration of the algorithm, a learning automaton LA;

may activate LA;. Therefore, the action corresponding to LA; will be disabled in
LA;.

2.2.2 Model B: Self-organized Intelligent Random Walk
Based on Learning Automata (SOIRW-LA)

As it was previously mentioned, in k-random walk, we choose a random node in
the network and trigger k-random neighbors of that node. Then, all of the triggered
nodes repeat this process. The main problem of this process is to find the optimum
value of the k in k-random walk in every arbitrary network. Choosing a value of
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k larger than the average number of neighbors of all nodes of the network results
in observing useless parts of the network. For example, in a computer network, a
large value for k results in generating more traffic in computer network, because
it works like flooding search methods. On the other hand, if k is smaller than the
average number of neighbors of all nodes of the network, the probability of selecting
desirable parts of the network is decreased. For example, in a computer network, a
low value for k results in generating low traffic and limited observation which leads
to miss the appropriate nodes.

An SOIRW-LA is a dynamic graph whose structure changes with time. In this
graph, each link is equipped with a two action variable-structure learning automaton.
The action set of each learning automaton contains two actions: “block the random
walk” and “allow the random walk”. In SOIRW-LA, we choose a random node in
the network. The random walk can be conducted from a node to the neighbor of that
node. Note that, the structure of neighboring nodes of each node is determined by the
application. In SOIRW-LA, each link between a node and the neighbors of that node
is equipped with a learning automaton. The decision made by the learning automaton
of each link determines whether the random walk can be conducted using that link
or not. More details about the evolution of SOIRW-LA are given below.

Upon the selection of a node, SOIRW-LA executes a process which has three
phases: paths selection, paths evaluation, and automata updating. These three phases
are described below.

e Paths selection phase: During this phase, a set containing two sets of paths which
are called as blocked paths and nominated paths is created. The algorithm used
for creating these paths is described below.

— The first node of a nominated path is called as starting node. All of the nomi-
nated paths have the same starting node. The starting node is determined by the
application. The algorithm used for constructing the set of nominated paths is
described as follows. The learning automata resided in the links of the starting
node are activated to make their decisions. If the learning automaton between
a node and the neighboring node of that node selects action “allow the random
walk” that neighboring node will be activated. In other words, the decisions of
the learning automata of the links of a node determine those neighbors which
are suitable for triggering. It is obvious that, in this phase, we do not use a fixed
number such as parameter k for path selection phase. The procedure of selecting
the next nodes based on learning automata of the links is continued, until the
constructed set of nominated paths is acceptable by the application. Note that,
the conditions used for acceptance of the set of nominated paths considering the
goal of the application are defined in this phase.

— Every nominated path which was blocked by the decision of a learning automa-
ton will be classified as blocked paths.

After this phase, the paths evaluation phase is started.

e Paths evaluation phase: In this phase, a reinforcement calculator function is used
to generate the reinforcement signals. This function takes each path constructed
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Fig. 2.7 A snapshot of the path selection phase for SOIRW-LA

in paths selection phases and user-defined metrics, and then returns a reinforce-
ment signal for the learning automata corresponding to that path. For example,
if the sequence of the nodes is preferable considering the user metrics then the
reinforcement signal is set to one. In this phase, we should determine a policy for
calculating the reinforcement signals for those learning automata which blocked
the random walk. Figure 2.7 shows a snapshot of the path selection phase. In
this figure, dashed links denotes the selected paths. When this phase is done, the
automata updating phase is started.

e Automata updating phase: During this phase, the reinforcement signal generated
for each path is used to collectively update the learning automata corresponding
to that path.

Remark 2.4 In this part, an intelligent and self-organized version of random walk
is reported which have two benefits are described as follows. The first benefit of
this model is that we do not need to determine the value of k for k-random walk
algorithm and each node can conduct the random walk in self-adaptive manner. The
second benefit of this model is that SOIRW-LA is based on adaptive selecting of
paths according to each node’s feedback. By applying learning automata for each
link in the network, those neighbors with the highest probability value of appropriate
walk considering user-based metrics in the past iterations are selected adaptively to
continue the paths selection.

Remark 2.5 In comparison with model A, this model tries to predict variable promis-
ing paths from the starting node considering feedback received from the network.
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2.2.3 Model C: Intelligent Random Walk Based on Learning
Automata (IRW-LA)

An IRW-LA is a dynamic graph whose structure changes with time. In this graph,
each node is equipped with a variable-structure learning automaton. The learning
automaton of each node is used to select the best neighboring node. The learning
automaton of each node has an extra action called “self-select” which leads to select
that node. The starting node is determined by the application. Upon the selection
of a node, IRW-LA executes a process which has three phases: path selection, path
evaluation, and automata updating. These three phases are described below.

e Path selection phase: During this phase, a path is created utilizing the proposed
model of random walk. The first node of a path is called as starting node. The
starting node is determined by the application. The algorithm used for constructing
the path is described as follows. The learning automaton resided in the starting node
determines the next node based on its probability vector. The learning automaton
resided in the next node determines other node based on its probability vector. The
procedure of selecting the next nodes based on learning automaton is continued,
until the constructed path is acceptable by the application. Note that, the conditions
used for acceptance of the set of path considering the goal of the application are
defined in this phase. After this phase, the paths evaluation phase is started.

e Path evaluation phase: In this phase, a reinforcement calculator function is used to
generate the reinforcement signal. This function takes the path constructed in path
selection phases and user-defined metrics, and then returns a reinforcement signal
for the learning automata corresponding to that path. For example, if the sequence
of the nodes is preferable considering the user metrics, then the reinforcement
signal is set to one. When this phase is done, the automata updating phase is
started.

e Automata updating phase: During this phase, the reinforcement signal generated
for each path is used to collectively update the learning automata corresponding
to that path.

Remark 2.6 This model is equivalent to model A when the value of parameter k is
equal to 1.

Remark 2.7 Incomparison with model A, this model tries to predict only one promis-
ing path from the starting node considering feedback received from the network.

2.3 Performance Metrics

In order to study the performance of the proposed intelligent models of random walk,
a metric called entropy is described in this section.
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Entropy. Entropy is introduced into reinforcement learning as a measure of the
learning process [3]. Entropy is a fundamental concept in thermodynamics, rep-
resenting the degree of order or disorder in thermodynamic system, and plays an
important role in various fields of computer science such as learning. Entropy essen-
tially estimates the measure of uncertainty in the actions of learning automata during
the paths selection phase. A larger value of entropy, leading to more uncertainty in
the probability vector for a learning automaton, means that the automaton contains
no useful information for achieving a goal and its performance is more or less similar
to a random selection. The entropy at any given time is defined by Eq. (2.7)

=Y e @7
i=1

where e; is the entropy of ith learning automaton of the IRW-LA. e; is the entropy of
learning automaton LA; defined in Eq. (2.8) as given below

e = — ij log(pj) (2.8)
j=1

where 7; is the number of actions of learning automaton LA;. p; is the probability of
selecting action «; of learning automaton LA;. In a learning automaton, the entropy
value is maximized when the probabilities of all actions are equal to each other.
During the execution of the algorithm, the entropy value changes. Entropy can be
used to study the changes occur in the sequences of walks. The value of zero for
entropy means that the LAs of the nodes no longer change their actions. Higher
values of entropy mean higher rates of changes in the actions selected by LAs resided
in the nodes.

2.4 Convergence Behavior of IRW-LA

In this section, we study the convergence results of the IRW-LA-based algorithms,
when all learning automata use Lg_; learning algorithm and every learning automaton
has r actions. For this purpose, using the weak convergence theorems, the proposed
algorithm is first approximated by an Ordinary Differential Equation (ODE). Then,
it is shown that the resulting ODE converges to the solution of the optimization
problem. It should be noted that we utilized the type of analyses reported in [4].
Before approximating ODE, we present some definitions and preliminary lemmas.
In this part, we assume that the reward probabilities of appropriate actions of the
learning automata approach to one.

Definition 2.1 The configuration of the [RW-LA at iteration t is defined as Y (¢) =
(P(1), S(1)) where
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e P(t) = (Pi(t), Pa(0), ..., Pa()T where Pi(t) = (pi1(1), pin(t), ..., pir()T in
which p;;(¢) is the probability of selecting action «; of the learning automaton LA;
at iteration ¢. Each learning automaton has r actions.

o S(1) = (5,(0), 5,(0), ..., sn(t))T where s;(f) is equal to identifier of the action
chosen by LA; if the LA; is activated to choose an action.

The initial configuration of the IRW-LA is denoted by Y (0) = <£(0), S (O)). As it
was previously mentioned, upon activating the cells, a process takes the configuration,
and then updates the configuration of the /JRW-LA. The evolution of IRW-LA can be
described by the sequence {Y (¢)},~.

Before we study the convergence behavior of the IRW-LA, we need to define the
following items.

e C denotes the set of all possible configurations of the IRW-LA.

o AP(k) = E[P(k+DIP(k)] — P(k) in which Apy(k) = E[py(k + DIP(K)] —
Dij(k). Ap;;(k) denotes the drift of the jth component of the action probability vector
of automaton A;, which is defined as the increment in the conditional expectation
of pj;.

Lemma 2.1 The drift Ap;j(k) for the proposed learning algorithm can be defined
as Ap;i(k) = ap;; (k) Z#j piq(k)<%f[/ — %) where f (-) is defined as

Maximizef(}_’) = E[B|P]
Subjecttop; > 0;1 <i<nand1 <j<r

r
dopi=1 1<i<n
j=1

Proof Since {P(k)}i>0 is a Markov process whose dynamics depend on a, and S (k)
depends only on P (k) and not on k explicitly, then AP (k) can be given by a function
of P(k). Now utilizing the Lg_; algorithm, the components of AP (k) can be obtained
as follows.

Apij(k) = apyi(k) Zpiq(k)[E [Bi(k)] — E[Big(k)]]. (2.9)
q7j

From the definition of £ (-), we have

£(P) = pigW)E[Biy(K)]. (2.10)
q#j

Differentiating both sides of Eq. (2.10), we obtain

af _ A
oy = ELBa)] @.11)
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Substituting Eq. (2.9) in Eq. (2.11), we have

o i) (2.12)

Apii(k) = apy(k) Zq;ejpiq(k)(ap" api
ij q

and hence the proof of the lemma.

Proposition 2.1 It can be seen that Apj; is not directly a function of the time step k,
and so it can be rewritten as

Apij(k) = ay;(P(k)) (2.13)

where y;; (B) = pjj Zq# Dig (% — %) Foreacha > 0, {P(k)}x>0 is a Markov pro-
U q

cess whose dynamics depend on a, and can be described by the following difference

equation:

P+ 1) = P(k) +aG(P(k), S0, BK) ) (2.14)

where S (k) denotes the set of actions selected by the learning automata at instant k,
B(k) = (B1(k), Ba(k), ..., Bu(k)) denotes the set of reinforcement signals emitted
]Trom the environment in response to the chosen actions, and G(., ., .) is the learning
function by which the action probabilities are updated.

Define a piecewise-constant interpolation P*(t) of P(k) as

P(t) = P(k) if t e [ka, (k+ 1)al 2.15)

where a is the learning parameter used in Egs. (2.1) and (2.2). Now consider the
sequence {P°(-) : a > 0}. We are interested in the limit of this sequence as a converges
to zero. The following theorem gives the limiting behavior of P* as a — 0.

Theorem 2.1 Given the sequence of interpolated processes {P°(-) : a > 0} and
Xo = P*(0) = P(0). The sequence {P°(-)} weakly converges to X (-) as a converges
to zero, where X (-) is the solution of the following ODE:

dX

— = li(X), X(©) = PO (2.16)
Proof The proof of this theorem is based on weak convergence theorem. The fol-

lowing conditions are satisfied by the learning algorithm given in Egs. (2.1) and
(2.2).

e {P(k), (Q(k -1, Bk — 1))},20 is a Markov process.

° (§ (k= 1), Bk — 1)) take values in a compact metric space. Note that, the rein-
forcement signals take values from the closed interval [0, 1].
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e The function G(., ., .) defined in Eq. (2.14) is bounded. In addition, this function
is continuous and independent of a.

e If P(k) = P is a constant, then {<§ k), ﬁ (k))} is an independent identically

k=0
distributed sequence.

e The ODE given in Eq. (2.16) has a unique solution for each initial condition X (0).

Hence, using the weak convergence theorem, the sequence {P“(.)} converges
weakly as a — 0 to the solution of the following ODE:
dXi

o l;(X), X (0) = P(0) (2.17)

where [;(X) is determined by E'G(P(k), S(k), B(k)), and E” denotes the expec-
tation with respect to an invariant measure. Since for P(k) = P, the sequence
(s(k), B(k)) is an independent identically distributed sequence whose distribution
depends only on P and the rule under which the selected actions are rewarded. There-
fore, for the value of every component such as /;; is defined as given in Eq. (2.12),
and hence the theorem is complete.

Theorem 2.2 For large values of k and small enough values of learning rate a, the
asymptotic behavior of P (k) generated by the IRW-LA can be well approximated by
the solution to the ODE given in Eq. (2.17) with the same initialization.

Proof The interpolated process {P?(t)},>0 is a sequence of random variables. These
random variables take values from D" *"2> > where D™ > X" {g the space
of all functions that, at each point, are continuous on the right and have a limit on the
leftover [0, co) and take values from a bounded subset of "™ >™2>*" [ et vy (-)
be a function over D™ > > and is given by

vr(¥) = supy_, o [ W) — X 0| (2.18)

for every T < oo, we must show that with probability increasingly close to one
as a decreases, P(k) follows the solution of the ODE given in Eq. (2.17), with
an error bounded above by some fixed ¢ > 0. This result can be specialized to
characterize the long-term behavior of P(k), when the initial configuration, P(0), is
in the neighborhood of an asymptotically stable compatible configuration. Let P° be
the equilibrium point to which the solution of the ODE given in Eq. (2.17) when the
initial condition is P(0).
Using the weak convergence result, we have

E[vr(P)],_ o = E[vr(X)] (2.19)
Note that, X is the solution to the ODE defined in Eq. (2.17). Let P° be the

equilibrium point to which the solution of the ODE converges, when X (0) = X,
is the used initial condition. The weak convergence result given in Eq. (2.19) along
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with the nature of interpolation given in Eq. (2.15) imply that for the given initial
configuration, any ¢ > 0 and integers k; and k, where 0 < k; < ky < oo, there
exists a a* such that

Prob[sup;, ¢, [|P(k) — P°|| > ¢] =0 Va <a* (2.20)

where P is an asymptotically stable equilibrium point of the ODE given in Eq. (2.17).
Note that, for all initial configurations in small neighborhood of P°, the learning
automata converges to P°, and the proof is complete.

Proposition 2.2 In an IRW-LA, if conditions mentioned in Theorems 2.1 and 2.2
is satisfied and ¢ — 0 by proper choice of parameters in the learning automata,
lim (h(t)) = 4° in which K° is a constant value.

11— 00

Proof By expanding lim (h(t)), we have lim (— Y7, >/, [pu(®) x In(pu(1)]).
—00 —>00
According to the result of Theorems 2.1 and 2.2, we have lim (B (t)) = P Therefore,
—00

h(t) approaches to — > ;_; > /X | [p,?l(t) X ln(pgl (t))] and the proof is completed.
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Chapter 3 ®)
Applications e

Abstract All of the intelligent models of random walk proposed in Chap. 2 are
domain independent. Therefore, these models can be applied in a wide variety of
problems. As it was previously discussed, all of the proposed models can be used
to design prediction models based on random walk algorithms. This characteris-
tic can be used to design problem-solving methods in large-scale systems such as
peer-to-peer networks and social networks. Therefore, the proposed models will be
used to solve two problems in peer-to-peer networks and also one problem in social
networks. In peer-to-peer networks, we focus on designing intelligent search algo-
rithms which lead to find a specific object in the network. In social networks, we
focus on designing an intelligent mechanism for finding a set of nodes called PIDS
which leads to solve influence maximization problem. In the rest of this section, we
give the required information about the selected problems, and then several solutions
based on intelligent models of random walk are studied.

Keywords Intelligent models of random walk - Prediction models - Peer-to-Peer
networks - Intelligent search algorithms + Social networks - Influence maximization

3.1 Basic Concepts

In this section, the required information from peer-to-peer networks and social net-
works are given. In the first subsection, we focus on the problem of designing search
algorithms in peer-to-peer networks and in the second subsection, we study the prob-
lem of designing influence maximization algorithms in social networks.

3.1.1 Peer-to-Peer Networks

A peer-to-peer network is a network of computers in which all peers have the same
role (client and server). In peer-to-peer networks, all computers communicate directly
with each other. In a peer-to-peer overlay network, the network is constructed over
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Peer-to-Peer
Network

Underlay network

Fig. 3.1 A snapshot of a peer-to-peer network [3]

another network called underlay network (Fig. 3.1). When these networks are estab-
lished over the internet, the resources of each peer can be shared in the whole network.
In recent years, many instances of these networks such as Skype [1], BitTorrent [1],
and Bitcoin [2] are widely used by the users.

Peer-to-peer networks can be classified as structured and unstructured. Gnutella
[4] and Freenet [5] are two well-known instances of unstructured peer-to-peer net-
works. In these networks, there are some lightweight algorithms to manage the topol-
ogy of the peer-to-peer network. These networks are widely used because their design
is simple. In the other hand, we have the structured peer-to-peer networks. In these
networks such as Chord [6] and CAN [7], the distributed algorithms are designated to
manage the topology of the peer-to-peer network that can support efficient resource
discovery algorithms. The discovery of the objects in unstructured peer-to-peer net-
works is a challenging problem because there is no central mechanism to manage
the resources.

Nowadays, most of the applications of peer-to-peer networks focus on unstruc-
tured peer-to-peer networks, and therefore designing an efficient search algorithm is
the most important management problem. Random walk-based algorithms are used
to design a type of search algorithms [8—10]. In the literature, reinforcement learning
techniques are utilized to improve search efficiency in peer-to-peer networks [11]. In
these algorithms, each peer tries to learn required information about network status,
and then makes the decision for the next episode of search based on the previous
feedbacks.

3.1.2 Social Networks

Social networks have become very popular in recent years because of the increasing
proliferation and affordability of Internet-enabled devices such as personal comput-
ers, mobile devices, and other more recent hardware innovations such as Internet
tablets. In general, a social network is defined as a network of interactions or rela-
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Fig. 3.2 An example of social network graphs

tionships, where the nodes consist of actors, and the edges consist of the relation-
ships or interactions between these actors. A generalization of the idea of social
networks is that of information networks, in which the nodes could comprise either
actors or entities, and the edges, represent the relationships between them. Clearly,
the concept of social networks is not restricted to the specific case of an Internet-
based social network such as Facebook; the problem of social networking has been
applied in many domains such as sociology in terms of generic interactions between
any groups of actors. Such interactions may be in any conventional or nonconven-
tional form, whether they be face-to-face interactions, telecommunication interac-
tions, email interactions, or postal mail interactions. A number of important problems
arise in the context of structural analysis of social networks. An important line of
research is to try to understand and model the nature of very large online networks
(Fig. 3.2). For more information about social networks graph please see [12].

3.1.2.1 Random Walks and Their Applications in Social Networks

Ranking is one of the most famous methods in web search. Starting with the PageRank
algorithm [13] for ranking web documents, the broad principle can also be applied
for searching and ranking entities and actors in social networks. The PageRank
algorithm uses random walk techniques for the ranking process. The idea of random
walk approach is applied to the network in order to estimate the probability of visiting
each node. This probability, which is achieved by the random walk, is estimated as
the PageRank. Clearly, the nodes which are structurally well connected have a higher
PageRank, and naturally of greater importance. Moreover, random walk techniques
can be viewed as a tool to personalize the PageRank computation process, by biasing
the ranking toward particular kinds of nodes.
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3.1.2.2 Community Detection in Social Networks

One of the most important problems in the context of social network analysis is that of
community detection. The community detection problem is closely associated with
clustering in networks, and its attempts to determine regions of the network, which
are dense in terms of the linkage behavior. The community detection problem implies
to the generic problem of graph partitioning [14] which partitions the network into
dense regions based on the linkage behavior. However, social networks are usually
dynamic, and this leads to some unique issues from a community detection point
of view. In some cases, it is also possible to integrate the content behavior into the
community detection process. In this case, the content is applied to determine groups
of actor with similar interests (Fig. 3.3).

Influence maximization in social networks. In many applications, some nodes
in a social network have labeled, and it may be desirable to use to carry the structural
information in the social network in order to propagate these labels. Social networks
also include valuable knowledge about the content and structure of the network,
which may be applied for this goal. For example, within the context of the drinking
problem, a person who is called as drinker can be converted to an abstainer through
intervention program and have a positive impact on his direct friends (called neigh-
bors). However, he/she might turn back into a binge drinker and have a negative
impact on his neighbors if many of his friends are binge drinkers. Our idea is to train
every binge drinker since this will diminish the likelihood of converted binge drinker
being transformed through his binge drinker friends who are not contributing in the
intervention program. On the other hand, due to the budget limitations, it is impos-
sible to include all the binge drinkers in the intervention program. This problem can
be interpreted and motivated as the Positive Influence Dominating Set (PIDS) in
the social network. Let G(V, E) be the graph of a network in which V is the set of
nodes and E is the set of edges. For such a network, a PIDS is a subset P C V with

Fig. 3.3 A typical example of community detection [15]
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Fig. 3.4 Example of

minimum positive influence .
dominating set in a typical

input network

a minimum size such that any node veV is dominated by at least (d(z—v)) nodes in

P where d(v) is the degree of node v. The Minimum Positive Influence Dominating
Set (MPIDS) is a PIDS with minimum cardinality. MPIDS has many applications in
online social networks. For example, in terms of viral marketing [16], an influential
individual can efficiently change the decisions by other people to adopt or refuse a
product or products. Due to structural changes in positive effects on social networks,
it can be guaranteed through the constructing of an MPIDS that each node has more
positive neighbors than negative ones. Figure 3.2 gives a typical example. The black
nodes represent one of the MPIDS in this network (Fig. 3.4).

3.2 Application of Model A in Peer-to-Peer Networks

In k-random walk-based search algorithm for unstructured peer-to-peer networks
such as those reported in [8, 9], it utilizes an adaptive mechanism for selecting k
appropriate neighbor which affects the performance of the search algorithm. There-
fore, in this section, model A is used to design a search algorithm in peer-to-peer
networks called as I-Walker algorithm. This algorithm is a general version of a learn-
ing automata search algorithm which was reported in [9]. In I-Walker algorithm, an
intelligent search algorithm has been developed to overcome the challenge of find-
ing k appropriate neighbors. In the rest of this section, the structure of the proposed
algorithm is described and then, the results of the simulations are reported.

3.2.1 I-Walker Algorithm

In this section, we propose a search algorithm based on JKRW-LA for unstructured
peer-to-peer network. In this algorithm, we use an /KRW-LA whose structure is iso-
morphic to the peer-to-peer network. Figure 3.5 shows a snapshot of the execution
of the proposed algorithm when the starting node decides to use its corresponding
learning automaton. Note that, each node is mapped to a learning automaton. Each
peer of the peer-to-peer network corresponds to a node of IKRW-LA. In the proposed
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Fig. 3.5 Mapping IKRW-LA to peer-to-peer network

algorithm, evolving the IKRW-LA results in conducting an intelligent version of ran-
dom walk on the peer-to-peer network which leads to executing the search algorithm.
The detailed description of the proposed algorithm is given in the rest of this section.

Once the IKRW-LA is created, the proposed algorithm utilizes it to manage the
search process. Upon issuing a query by a peer (peer;) of the network, a process is
executed by the peer which consists of three phases: Paths selection Phase, Paths
evaluation phase, and Automata Updating phase. These phases are briefly described
as below.

e Paths selection phase. During this phase, several paths are created utilizing the
proposed model of random walk algorithm over the peer-to-peer network. These
paths are equivalent to the paths for forwarding the query in the peer-to-peer
network. The first node of the paths is called as starting node and the starting node
is equivalent to a peer which issued a query. The algorithm executed via a path
is explained as follows. Every time a peer receives a query, it searches about the
related object in its local database. In the peer, if the object is not found, locating
the object will continue via query forwarding to a set of neighboring peers selected
by decision made by the learning automaton associated with that peer. If the object
is found, locating the object will be terminated and a message containing the result
of the search will be sent to all peers which participated in the query forwarding.
In the worst case, if the object is not found and the length of the path is higher than
the value of parameter max_length (a parameter for the algorithm), then locating
the object will be terminated, and a message containing the result of the search
will be sent to all peers which participated in the query forwarding. When this
phase is done, the paths evaluation phase is started.

e Paths evaluation phase. As it was previously mentioned in part 2, in this phase,
a reinforcement calculator function is used to generate the reinforcement signal.
This function takes the path constructed in path selection phases and return 1 (as
reward) if the appropriate object is found during the search process and 0 (as
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punishment) otherwise. When this phase is done, the automata updating phase is
started.

e Automata updating phase. During this phase, the reinforcement signal generated
for each path is used to collectively update the learning automata corresponding
to that path.

3.2.2 Simulation Results

In this section, we give the simulation results. In the rest of this section, we give some
information about the simulator, and then we report the results of the simulation. We
use OverSim simulator [17]. This simulator is a framework in OMNet++ for simu-
lating peer-to-peer systems. A random graph with 1000 nodes is used to constructed
the topology of the network. The average out-degree of each peer is 3. 100 distinct
objects are randomly distributed among various peers. The TTL of the queries is set
to 6.

Experiment 1

This experiment is conducted to show the impact of the parameter k on the perfor-
mance of the proposed algorithm with respect to the success rate. For this purpose,
the proposed algorithm is tested for 15 values for parameter k = 1-15. Figure. 3.6
shows our results of simulations with regard that k is the number of the walkers in
different algorithms. In Fig. 3.6, we found that the proposed algorithm has a high
success rate even for small k values. In random walk due to random selection of
walkers, it has a low success rate.

—o— K-Walker Algorithm I-Walker Algorithm
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Fig. 3.6 Success rate versus parameter k
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Fig. 3.7 Averaged number of hits per query versus number of walkers

Experiment 2

This experiment is conducted to show the impact of the parameter k on the perfor-
mance of the proposed algorithm with respect to the averaged number of hits per
query (Fig. 3.7). In the proposed algorithm, the selected neighbors always have the
highest probability value of participation in the search. Therefore, the chance of dis-
covering objects in the proposed algorithm when the query is propagated is higher
that k-random walk algorithm.

3.2.3 Conclusion

In this section, an application of IKRW-LA model in peer-to-peer networks is reported.
In each peer, our solution selects promising neighbors considering feedback received
from the network instead of selecting random neighbors. From the technical point of
view, utilizing learning automaton for each peer in the network, all the suitable peers
are gradually selected to go on the search. We compared our algorithm’s performance
with other solutions via simulations. The simulation results show the superiority of
the proposed algorithm in comparison with k-random walk algorithm.
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3.3 Application of Model B in Peer-to-Peer Networks

As it was previously mentioned, in k-random walk-based search algorithm for
unstructured peer-to-peer networks such as those reported in [8, 10], an adaptive
mechanism is utilized for selecting k appropriate neighbor of the initiator peer which
affects the performance of the search algorithm. In this section, model B is used to
design a search algorithm in peer-to-peer networks called as S-Walker algorithm.
This algorithm is a general version of a learning automata search algorithm which
was reported in [10]. S-Walker algorithm does not utilize a fixed value of k for k-
random walk algorithm and each peer issue walkers in a self-organized manner. In
the rest of this section, the structure of the proposed algorithm is described and then,
the results of the simulations are reported.

3.3.1 S-Walker Algorithm

In this section, we propose a search algorithm based on SOIRW-LA for unstructured
peer-to-peer network. In this algorithm, we use a SOIRW-LA whose structure is iso-
morphic to the peer-to-peer network. Figure 3.8 shows a snapshot of the execution of
the proposed algorithm when the starting node decides to use the learning automata
associated to its links. Note that, each link is mapped to a learning automaton. Each
peer of the peer-to-peer network corresponds to a node of SOIRW-LA. In the pro-
posed algorithm, evolving the SOIRW-LA results in conducting an intelligent version
of random walk on the peer-to-peer network which leads to executing the search algo-
rithm. The detailed description of the proposed algorithm is given in the rest of this
section.

Learning Automaton

Learning Automaton

x 4

SOIRW-LA

Peer-to-peer
overlay
Network

Fig. 3.8 Mapping SOIRW-LA to peer-to-peer network
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Once the SOIRW-LA is created, the proposed algorithm utilizes it to manage the
search process. Upon issuing a query by a peer (peer;) of the network, a process is
executed by the peer which consists of three phases: Paths selection Phase, Paths
evaluation phase, and Automata Updating phase. These phases are briefly described
as below.

e Paths selection phase. As it was previously mentioned, during this phase, a set
containing two sets of paths which are called as blocked paths and nominated
paths is created. More details about the algorithm used for creating these paths are
described in part 2. These paths are equivalent to the paths for forwarding the query
in the peer-to-peer network. The starting node is equivalent to a peer which issued
a query. The algorithm executed via a path is explained as follow. Every time a
peer receives a query, it searches about the related object in its local database.
In the peer, if the object is not found, locating the object will continue via query
forwarding to a set of neighboring peers selected by decision made by the learning
automata associated with the links of that peer. If the object is found, locating the
object will be terminated and a message containing the result of the search will be
sent to all peers which participated in the query forwarding. Note that, if the path
is blocked by action “block the random walk” of a learning automaton, locating
the object will be terminated and a message containing the result of the search will
be sent to all peers which participated in the query forwarding. In the worst case, if
the object is not found, then locating the object will be terminated and a message
containing the result of the search will be sent to all peers which participated in the
query forwarding. When this phase is done, the paths evaluation phase is started.

e Paths evaluation phase. As it was previously mentioned in part 2, in this phase, a
reinforcement calculator function is used to generate the reinforcement signal. This
function takes a nominated path constructed in paths selection phases, and then
return 1 (as reward) if the appropriate object is found during the search process and
0 (as punishment) otherwise. For blocked paths, we use different policies which
are described as follows. The reinforcement calculator function takes a blocked
path constructed in paths selection phases, and then return 1 (as reward) if the
length of the path is higher than the value of parameter max_length (a parameter
for the algorithm) and O (as punishment) otherwise. When this phase is done, the
automata updating phase is started.

e Automata updating phase. During this phase, the reinforcement signal generated
for each path is used to collectively update the learning automata corresponding
to that path.

3.3.2 Simulation Results

The simulation setup and environment are similar to settings mentioned in Sect. 3.2.2.
As mentioned before, OverSim simulator was used as a simulator. The number of
simulation rounds is set to 20. In each round, all the peer executes the algorithm
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Fig. 3.9 Impact of the number of peer on the success rate of S-Walker algorithm

at the same time. In order to study the performance of the proposed algorithm, the
following experiments were performed.

Experiment 1

This experiment is conducted to study the scalability of the proposed algorithm.
Figure 3.9 shows that the proposed algorithm keeps its functionality as the number
of peers increases.

Experiment 2

This experiment is conducted to study the overhead of the algorithm in comparison
with random walk strategy. For each round of the simulation, the average number
of the propagated query in each round will be calculable (Fig. 3.10). These results
are shown that after fourth round which demonstrates that the average number of the
propagated query decreases until it converges a stable value.

3.3.3 Conclusion

In this section, an application of SOIRW-LA model in peer-to-peer networks is given.
Utilizing learning automaton for each link in the network, all the suitable links are
gradually selected to conduct the search process. A main benefit of the proposed
algorithm is that we do not need to set a value for parameter k. In each peer, our
solution selects promising neighbors considering feedback received from the network
instead of selecting random neighbors in self-organized manner. The simulation

results show the superiority of the proposed algorithm in comparison with random
walk algorithm.
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3.4 Application of Model C in Social Networks

This section provides the details of Intelligent Random Walk algorithms based
on Learning Automata (/RW-LA) in the application of social networks. IRW-LA is
applied for devising a search algorithm in social networks. We also studied Mini-
mum Positive Influence Dominating Set (MPIDS) problem by the use of the proposed
model.

3.4.1 RW-PIDS Algorithm

In the proposed algorithm, each node of the underlying network is initially equipped
with a learning automaton. Therefore, a network of learning automata isomorphic to
the structure of the social network is initially constructed. The learning automaton
of each node is used to select a neighboring node. Starting node is highly depending
on by the application. Upon the selection of a node, IRW-LA executes a process
which has three phases: path selection, path evaluation, and automata updating. In
the remainder of this section, these three phases are described and simulation results
are reported. During the execution of the algorithm, a node is selected randomly and
then, the phases of IRW-LA are executed based on this node called nodes. As it was
previously mentioned, IRW-LA has three phases, and we adapt it for finding MPIDS
as described below.

e Path selection phase. A path from the starting node nodes is constructed based
on the learning automata based random walk. In this phase, learning automaton
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corresponding to a node of the path determines the next node of the path. After
this phase, we go to path evaluation phase.

e Path evaluation phase. In this phase, if the nodes mentioned in the path con-
structed in the previous phase results in a feasible solution, the reinforcement
signal (B) is set to 1 (reward) and O (punishment) otherwise. At the end of this
phase, we go to automata updating phase.

e Automata updating phase. During this phase, the reinforcement signal generated
by the previous phase is used to collectively update those learning automata which
participated in path construction.

The process of these three phases is repeated, until a predefined threshold either
iteration number (called ITR) is satisfied or the entropy of IRW-LA reach to a threshold
(called ENT-LA). After these three processes are done, nodes mentioned in the path
of the IRW-LA are extracted to the user as a solution.

3.4.2 Simulation Results

To show the effectiveness of the proposed model, several experiments have been
devised on well-known real and synthetic networks. Based on the proposed model,
if the stopping condition reaches to a satisfactory number of iterations or the value
of entropy is lower than 0.1, the model stops. In experiment 1 and experiment 2,
the behavior of learning model is studied. Then, we first apply the RW-PIDS to find
MPIDS for a given network which leads to solve influence maximization problem.
Various algorithms and heuristics have been examined for influence maximization
and the obtained results are compared.

Experiment 1

One of the hard tasks in any learning algorithm is choosing the appropriate learning
rate a. Therefore, this experiment is devised in order to study the effect of choosing
various learning rates on the efficiency of the proposed algorithm. In Tables 3.1, 3.2,
3.3,3.4,3.5, and 3.6, the sizes of the obtained MPIDS are reported based on different
learning rates and networks. Each experiment is carried out 30 times, and the results
are stated based on the mean and standard deviation values. From Tables 3.1, 3.2,
3.3,3.4, 3.5, and 3.6, we may conclude that the performance of the algorithm highly
depends on the value of the learning rate a, and in most cases, the lower the learning
rate a leads to the small size of the obtained result. The best achievement for each
network is shown in boldface manner.

Experiment 2

In this experiment, we studied the convergence behavior of the proposed algorithm.
To achieve this goal, the entropy value versus the iteration number is plotted in
Fig. 3.11. By the use of the entropy, it is possible to show the uncertainty for learning
automata in choosing the next group of actions; the greater value of entropy represents
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Table 3.1 The minimum PIDS obtained by Algorithm 1 for different learning rates from 0.001 to

0.006 in terms of the average and standard deviation values

Learning rate Karate Dolphins Jazz Football
0.001 19.00 + 1.84 47.08 £2.05 176.00 £ 2.22 89.00 £1.55
0.002 19.00 £ 1.19 45.00 £ 2.07 183.00 £3.31 88.00 = 1.99
0.003 19.00 &+ 1.19 45.00 £2.11 180.00 +4.02 90.00 +£2.01
0.004 19.00 &+ 2.11 46.00 +£3.02 180.00 £4.11 90.50 £2.09
0.005 19.00 £ 2.12 46.00 £3.09 181.00 £4.91 91.00 £1.99
0.006 19.00 & 2.22 46.00 £3.11 182.00 £4.99 92.00 £1.88

Table 3.2 The minimum PIDS obtained by Algorithm 1 for different learning rates from 0.007 to

0.03 in terms of the average and standard deviation values

Learning rate Karate Dolphins Jazz Football

0.007 19.00 £2.23 45.00 +£3.89 180.00 £4.55 90.00 +£2.22
0.008 19.00 £2.25 46.00 +3.12 181.00 £5.01 91.00 +2.01
0.009 19.00 +£2.33 45.00 +£4.12 180.00 £5.05 90.00 +2.34
0.01 19.00 £2.35 45.00 +£4.99 179.00 £4.25 88.28 +£5.22
0.02 19.01 £3.51 47.00 £3.02 178.00 £4.33 93.00 +3.58
0.03 19. 92 £3.55 46.00 +3.05 180.00 £5.08 93.07 +£3.84

Table 3.3 The minimum PIDS obtained by Algorithm 1 for different learning rates from 0.04 to

0.1 in terms of the average and standard deviation values

Learning rate Karate Dolphins Jazz Football

0.04 19.73 £3.56 46.01 +£3.41 179.00 +4.62 91.01 +£4.02
0.05 19.29 +£3.11 46.03 +£3.59 179.00 £4.77 99.03 +5.77
0.06 19.17 £3.05 45.27 £5.11 178.00 £3.77 92.18 £3.54
0.07 19.23 £3.19 47.23 £3.33 179.00 £6.19 91.38 £5.55
0.08 19.23 £3.22 46.25 £3.65 179.00 £6.25 97.28 +£6.45
0.09 19.46 £4.56 46.50 +£3.99 178.00 £4.025 92.72 +£4.22
0.1 19.93 +4.66 47.34 £4.12 181.00 £5.95 93.44 +£4.25

higher degree of uncertainty of the next action set, which means that the learning
automata have no useful data for decision. On the other hand, a lower uncertainty
value shows that the learning automaton selects a proper action set with a high

probability.

As shown in Fig. 3.11, the entropy value continuously decreases by increasing
in iteration number. We note that the soft reduction in entropy value indicates that
the algorithm converges to a proper action. In addition, the trend in the reduction of
the entropy value is considerably different in different networks, meaning that the
entropy value depends on the topology of the networks.



3.4 Application of Model C in Social Networks

39

Table 3.4 The minimum PIDS obtained by Algorithm 1 for different learning rates from 0.001 to
0.006 in terms of the average and standard deviation values

Learning | BA-100 BA-200 BA-300 BA-400 BA-500

rate

0.001 72.00 + 1.22 166.00 £ 2.51 | 242.03 +£1.21 |317.00 £ 0.05 |444.00 £ 5.22
0.002 72.50 +£2.14 166.00 £3.99 | 242.00 &+ 1.02 |317.00 £0.12 | 444.38 £5.45
0.003 72.00 £2.19 166.02 £4.25 |244.02 £1.25 |318.00 £1.02 | 446.00 +6.25
0.004 72.05 £2.33 167.04 £4.41 | 242.00 £2.51 |317.00 £0.34 | 445.09 £5.25
0.005 73.00 +£2.02 170.00 £3.21 | 244.02 £3.14 | 317.00 £0.44 |451.00 £5.21
0.006 72.00 £2.51 168.00 £3.02 | 244.00 £3.24 | 319.00 +£0.65 |446.00 £3.56

Table 3.5 The minimum PIDS obtained by Algorithm 1 for different learning rates from 0.007 to
0.03 in terms of the average and standard deviation values

Learning | BA-100 BA-200 BA-300 BA-400 BA-500

rate

0.007 72.00 £2.55 |169.00 £4.11 |245.00 £2.99 |319.00 £0.75 |446.00 £4.25
0.008 77.00 £4.21 |167.00 £4.12 |245.00 £2.74 | 318.00 £1.85 |448.00 £5.25
0.009 74.00 £3.25 |169.00 £4.22 |249.00 £4.25 |319.00 £2.22 | 451.00 +£5.31
0.01 73.00 £2.18 | 166.00 £5.12 | 246.00 £4.33 | 322.00 £2.51 |451.00 £5.51
0.02 74.00 £3.22 | 168.00 +4.21 249.05 £4.45 | 319.03 £2.65 |460.00 £7.21
0.03 77.00 £5.14 |171.00 £3.21 |251.00 £4.32 | 326.08 £4.16 | 455.00 +£6.54

Table 3.6 The minimum PIDS obtained by Algorithm 1 for different learning rates from 0.04 to
0.1 in terms of the average and standard deviation values

Learning | BA-100 BA-200 BA-300 BA-400 BA-500

rate

0.04 77.01 £5.21 |168.04 £4.51 |252.02+£5.02 |329.59 £4.52 |461.02 +6.66
0.05 77.08 £7.35 |170.14 £4.22 |249.64 £5.21 |332.13 £5.04 |459.70 +£7.21
0.06 7718 £7.36 |176.34 £5.41 |251.38 £6.28 |333.52 £5.24 |462.83 +6.58
0.07 77.36 £7.38 | 177.41 £5.51 |252.75 £6.55 |338.92 £5.591 |461.61 £5.95
0.08 77.73 £7.55 |178.34 £5.81 |252.75 £6.58 |334.05 £5.95 |460.78 £7.25
0.09 77.72 £5.65 |179.66 £591 |252.53 £6.67 |334.12+£5.99 |463.19 +7.11
0.1 78.56 £6.45 | 171.62 £5.67 |255.00 £7.65 |336.25 +£6.38 |467.19 £7.24

Experiment 3

To study the effectiveness, we designed numerous experiments to compare the influ-
ence spread achieved by our proposed algorithm with High-degree [18], PageRank
[19], HITS [20], CELF [21], and CELF++ [22]. The computational configurations
below were set by applying to these algorithms:
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Table 3.7 Description of the algorithms used for experimental comparison

Algorithm Description

High-degree A heuristics approach which selects k nodes with maximum degree

HITS Hyperlink-Induced Topic Search (HITS; also known as hubs and authorities)
is a link analysis algorithm that rates Web pages

PageRank This algorithm is used for ranking web pages according to their importance in
a web graph

CELF A greedy algorithm which executes CELF using a Monte Carlo simulation

CELF++ An improved version of CELF

K-Shell This algorithm is an update for MDD [1] which considers both the residual
degree and exhausted degree, respectively

Pareto-Shell An improved version of K-Shell algorithm with the Pareto optimal set
consisting of spreads, with the ratio of high out-degree to in-degree and high
in-degree

For PageRank, we have selected the k highest ranked nodes as initial nodes and we
used e = 10~ as a stopping condition for convergence of the PageRank algorithm.
— In HITS, the stopping condition was set to 1.02 for selecting the k initial seed
nodes.
— CELF was run 10,000 times to evaluate and estimate the spread of the seed set.

The details of the algorithms which is used to provide comparisons are presented
in Table 3.7.

In this experiment, different criteria are used such as random node selection, High-
degree nodes, High betweenness nodes, High closeness nodes, and High eccentricity
nodes as an initial node. The initial activated nodes are supposed to be (5, 10, 15,
20, and 25%) of the whole network. In each case, a specific percentage of the nodes
are selected according to one of the assumed criteria as the initial activated nodes.
The details are shown in Fig. 3.12 as a activated node for different numbers of the
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initial active nodes for the different criteria. In these figures, the short forms of
the criteria are used as follows: Rand-PIDS, PIDS, Betweenness-PIDS, Closeness-
PIDS, and Eccentricity-PIDS stand for random, High degree, High Betweenness,
High Closeness, and High Eccentricity criteria.

In comparison with other algorithms, our proposed algorithm works as similar
to the other heuristics in terms of High-degree PIDS. We note that the term High-
degree PIDS refers to the PIDS in which the nodes are sorted based on their degree. In
some real networks, such as Dolphins and Football, the High-degree PIDS naturally
has a high influence spread, since these networks consist of many group structure
with dense connectivity into intergroup and sparse connectivity with respect to other
part of the network with High-degree nodes; hence, the greatest influence spread
is expected to be obtained by selecting a High-degree node. In addition, in other
datasets such as BA-50, BA-150, BA-250, Karate, and Jazz, the number of activated
nodes at the end of the proposed algorithm is as close as in the other algorithms.

Experiment 4

This experiment was conducted in order to study the performance of the proposed
algorithm (PIDS) in terms of the number of activated nodes. In this experiment, we
intend to compare the proposed RW-PIDS algorithm with other algorithms (Rand,
High-degree [18], PageRank [19], HITS [20], CELF [21], and CELF++ [22]) in terms
of choosing number of seed sets size. Figure 3.13, depicts the number of activated
nodes using different algorithms. The effect of the size of seed sets is also investigated
in this experiment. We assume the sizes of the seed sets to be 5, 10, 15, 20, and 25%
of the whole network.

From the results, we may conclude that by increasing the size of the seed nodes at
the end of all algorithms, the number of activated nodes increases gradually; however,
in some cases, it is clear that the proposed RW-PIDS algorithm outperforms the
other algorithms which mean that RW-PIDS nodes in those networks are essential
for diffusion, particularly in synthetic datasets.
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Table 3.8 Percentage of outperformance for the proposed algorithm (MPIDS) in comparison with
other algorithms based on the numbers of activated nodes

Rand High- PageRank | HITS | CELF++ | CELF | K-Shell | Pareto-
(%) degree (%) (%) | (%) (%) | (%) Shell
(%) (%)
Synthetic | 84 70 92 72 78 100 100 82
networks
Real 70 10 30 35 80 65 100 70
networks

To show the superiority of the proposed algorithm more clearly, a precise data
analysis is carried out below on the numbers of activated nodes. To present an accurate
analysis of Fig. 3.13 and to demonstrate the efficiency of our proposed algorithm
in producing larger numbers of activated nodes, the percentage of outperformance
by the proposed algorithm is given in Table 3.8. To compute the percentage of
outperformance, it is sufficient to find the number of test problems in which the
proposed algorithm achieves greater numbers of activated nodes than each of the
existing algorithms.

As can be seen in Table 3.8, the proposed algorithm achieves higher numbers of
activated nodes in a considerable portion of the test problems for synthetic networks,
in comparison with the other algorithms. However, for real networks, the proposed
algorithm is significantly more efficient than Rand, CELF++, and CELF, and there
is no meaningful difference between the performance of the proposed algorithm
and that of High-degree, PageRank and HITS. Moreover, our proposed algorithm
outperforms the recently proposed algorithms K-Shell and Pareto-Shell in most test
problems on real networks.
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3.4.3 Conclusion

In this section, an application of IRW-LA model for finding minimum positive influ-
ence dominating set in social networks is presented. As mentioned above, by the
cooperation of the learning automata and using learning mechanism, the promising
links are detected and proper result has been obtained for positive influence dominat-
ing set. Due to exponential complexity of minimum positive influence dominating
set problem, the algorithm is not supposed to reach an optimal solution in reasonable
time, but the results show that the proposed algorithm optimizes solutions than other
well-known algorithms in minimum positive influence dominating set problem.
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Chapter 4 ®)
Conclusions and Future Directions Check for

Abstract In this book, we presented a comprehensive analysis of the principal tasks
related to the intelligent models of random walk based on learning automata. After
introducing the random walk, we focused on its main drawbacks and weak perfor-
mance in real-world applications. Then, three intelligent models were established on
the bases of random walk. Moreover, theoretical analysis and convergence behavior
of the proposed models based on weak convergence theory and Ordinary Differential
Equation (ODE) were studied. In addition, the proposed models were applied in two
large-scale complex networks such as peer-to-peer networks and social networks. It
should be noted that this book presents a new horizon for future research based on
random walk and learning systems. The rationale behind the proposed models can be
extended with other learning techniques such as Q-learning. In the other hand, there
are numerous versions of random walk which should be reconfigured with learning
methods in real-world applications. In this chapter, the conclusions and the future
directions are explained in more detail.

Keywords Intelligent models of random walk - Learning systems - Q-Learning

4.1 Conclusions

The main conclusions of this book can be summarized as follows:

I. We have presented three intelligent models of random walk based on random
walk algorithms and learning automata theory. We note that these three mod-
els are domain independent and believe that the proposed models are able to be
used in other problems and lead to problem-solving in other domains such as big
data computation, wireless sensor networks, and other domains related to com-
plex systems.
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II. The first model (IKRW-LA) was used to predict k promising link for each node
in peer-to-peer networks. Based on the policy of the algorithm, a node in the
network is selected randomly and triggers k-random neighbors of the selected
node. The process of triggering nodes is continued for all of the triggered nodes.
In this model, each node utilizes a KSALA to trigger the k of the best neighbors
in order to improve its performance.

III. The second model, which is called Self-Organized Intelligent Random Walk
based on Learning Automata (SOIRW-LA) to resolve and increase the ability of
the IKRW-LA model for path prediction is proposed. In the k-random walk algo-
rithm, determining the optimal value for k is a difficult task and challenging
problem. Determining a large value for k may generate useless information of
the network and a small value for k may cause probability of selecting desir-
able parts of the network decreases. Hence, the SOIRW-LA utilizes two actions
variable-structure learning automaton for each link, and then tries to improve
the performance of the model.

IV. The third model, which s called IRW-LA, is adynamic graph in which each node
is equipped with a variable-structure learning automaton and the structure of the
network changes with time. The advantage of this model than others models
is to predict the best path of the network considering the feedback received
from the network. This model is equivalent to the first model (/KRW-LA) when
the value of parameter k is equal to one. To evaluate the performance of this
model, the entropy criterion has been used to examine the convergence of the
algorithm.

V. We have given the theoretical analysis and convergence results of the [RW-LA
model. To achieve this goal, by the use of weak convergence theorems, the
proposed model is approximated by an Ordinary Differential Equation (ODE)
[1]. Then, we have shown that the resulting ODE converges to the solution of
an optimization problem.

4.2 Future Directions

This book has made a positive contribution toward using intelligent random walk
as a tool with prediction capabilities in peer-to-peer and social networks. Moreover,
as the notable achievements of this book, it opens up several directions for further
study and research (Fig. 4.1), and some of which are given below.

e Intelligent random walk algorithms based on learning automata

In this book, all of the proposed models of intelligent random walk are designated
based on variable-structure learning automata. One of the research areas that can be
followed in the future is to use different models of learning automata with various
functionalities such as fixed-structure [2], variable-structure [2], distributed [3], and
cellular [4, 5] in the learning mechanism for all the proposed models. Selecting the
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learning algorithms depends on the nature of the problem and can be used in the
proposed model for different contexts. These combinations may take the advantage
of being comprehensive, distribution, and scalable in the process of prediction which
can be used to solve a wide variety of problems.

e Intelligent random walk algorithms based on Q-Learning

All the proposed models of intelligent random walk utilized the learning automata
theory to organize their feedback loops. It should be noted that both learning automata
and Q-learning theories belong to reinforcement techniques [6]. Therefore, as a future
direction, one might redesign our proposed models utilizing Q-learning theory.

e Intelligent random walk algorithm based on ant colony optimization

One direction in the scope of intelligent random walk is to guide random walk with the
aid of ants, which take the advantages of both local and global merits for evaporating
or depositing pheromones [7]. It seems that the convergence results of this type
of random walk can be used to study the convergence of the proposed models given
in Sect. 2. In addition, due to the similarity between particle swarm optimization and
ant colony, it can be a open similar research area for the future.

e Intelligent random walk algorithms based on deep learning and neural network
theories
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As mentioned before, all the proposed models of intelligent random walk utilized
the learning automata theory to organize their feedback loops. The theories of deep
learning and neural networks can be also used to implement the feedback loops in
a wide range of applications [8]. Therefore, one may use the mentioned theories to
design new models of intelligent random walk.

e Intelligent random walk algorithms based on game theory

Since the intelligent random walk-based model presented in this book works well in
solving optimization problems and has the ability to learn, it is possible to choose
optimization problems in the form of finding the equilibrium point in a game in
which each player meets a certain amount of knowledge in the search space [9]. One
of the research paths that can be investigated as research work in this area is the
combination of intelligent random walk and game theory.

e Intelligent random walk algorithms for complex networks

In this book, we focused on peer-to-peer networks and social networks as the applica-
tions of intelligent models of random walk. Both of these networks belong to complex
networks. As future works, one may use the intelligent models of the random walk
for other complex systems such as biological networks, collaboration networks, and
protein—protein interaction networks.

e Intelligent random walk algorithms for positive influence dominating set in power
law graphs

As it was previously mentioned, one of the proposed models of intelligent random
walk called IRW-LA model, has the capability of predicting the most promising path
in the network considering the feedback received from the network and the user-
defined metrics. This capability was used to find the positive influence dominating
set in the social networks [10]. It seems that this solution can be extended to power
law social networks. Moreover, considering the nature of the all proposed models in
terms of crawling the networks, we may suggest investigating some other problems
such as shortest path, longest path, and dominating set.

e Stochastic positive influence dominating set: an intelligent random walk approach

Due to the unpredictable and dynamic nature of user behavior and human activi-
ties in social networks, their structural and behavioral parameters are time-varying
parameters and for this reason, using deterministic graphs for modeling the behavior
of users may not be appropriate [11]. Stochastic positive influence dominating set
refers to a novel problem because of the nature of traverse in the social networks. The
notable point is that the entire models of intelligent random walk may be effective
to solve the mentioned problem in this scope based on biased sampling strategies. It
should be noted that learning automata used by all the proposed models were used
as a powerful tool for biased sampling in social graph in [12, 13].
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