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a b s t r a c t 

Node replication attack (also known as replica attack) is one of the common attacks in Wireless Sensor 

Networks (WSNs). In this attack, the adversary captures the sensor node(s) and extracts all important 

information, properties, and functions. Then, it disrupts the network operation by generating several ma- 

licious nodes having the same ID(s) as that of the captured node(s). Since the malicious nodes (i.e., replica 

nodes) have valid keying material, they can intentionally interfere with the network operation. Motivated 

by this, a three-step mechanism is proposed to detect replica nodes. The proposed mechanism benefits 

from watchdog nodes and is based on the idea that all nodes in the network (which are identified by 

their unique IDs) should have the same chance to be met by watchdog nodes. Accordingly, watchdog 

nodes monitor the network traffic and silently overhear the channel to see if there is any node with an 

abnormally higher chance of being met. If so, the ID of the node is advertised as the replica node. 

To evaluate the performance of the proposed mechanism in terms of probability of detecting replica 

nodes and false detection probability, a comprehensive set of simulations has been carried out using 

the J-SIM simulator. The simulation results reveal that the proposed mechanism detects almost all replica 

nodes while the false detection probability is below 0.005%. It outperforms state-of-the-art protocols with 

imposing ignorable processing and memory overhead. 

© 2020 Elsevier B.V. All rights reserved. 
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. Introduction 

WSNs are a type of ad-hoc networks comprised of hundreds to

housands of small and cheap Sensor Nodes (SNs). They are widely

pplied in various applications from military and industry to even

ealthcare. They are mostly suitable for applications in which pres-

nce of humans (i.e., network operators) is costly, dangerous, or

ifficult, if not impossible. After deployment of nodes in the envi-

onment or upon completion of the mission, nodes cannot be col-

ected and used again, therefore, the developing cost of SNs should
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e as low as possible. Considering low cost small size nodes, they

ace many constraints including memory capacity, computational

ower, radio range, energy, and etc. Considering these constraints

nd unattended deployment of SNs, wireless nature of communica-

ions, and ever-increasing applications of SNs in military, the secu-

ity establishment in WSNs is an important and challenging issue

hich has attracted attention of many researchers [1–3] . 

One of the common attacks in WSNs is node replication at-

ack or replica node. Considering unattended deployment of SNs

n the operation environment, the adversary can capture some of

he SNs and extract their important information including keying

aterial to generate replica nodes. Since replica nodes include ex-

ct information and characteristic (including ID, keying material) of

he captured SN, they can establish a key with other SNs (i.e., nor-

al SNs). Then, the adversary distributes the replica nodes in the

etwork, as presented in Fig. 1 , and may establish other attacks.
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Fig. 1. An example of a replica node attack. 
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For instance, the adversary can easily monitor a large part of net-

work traffic which passes through replica nodes, destroy the obser-

vation operation of the normal SNs by injecting distorted data and

disrupt common protocols of the network including clustering and

data aggregation. On one hand, the replica nodes are controlled by

the adversary and on the other hand, they have ID and keying ma-

terials which makes them similar to normal SNs [4–6] . 

Although many algorithms have been proposed to detect

replica nodes in WSNs [7–15] , they cannot support mobile WSNs

[16,17] because: (a) most of these algorithms rely on determin-

ing the location of SNs and transmitting location claims to wit-

ness nodes or specific locations in the network; (b) they are spe-

cific to particular topologies (like grid topology). However, some

algorithms have been proposed to detect replica nodes in mobile

WSNs [18–30] , but they suffer from some disadvantages includ-

ing communication overhead, high memory usage, non-scalability,

complicated process of detecting replica nodes, the need for extra

information (e.g., location information) extra hardware (e.g., GPS),

or extra computationally expensive software modules (e.g., digital

signatures and keying modules). 

In this paper, a lightweight algorithm using watchdog nodes

(WNs) [2,3] and neighboring information is proposed to detect

replica nodes in mobile WSNs which resolves shortcomings of the

existing algorithms. The proposed algorithm does not need the lo-

cation of SNs, extra hardware, software, public keys, and digital

signatures. The proposed algorithm operates only based on the

number of the times that SNs appear in the neighborhood of the

WNs. The rest of this paper is organized as follows. Section 2 re-

views previous works. System assumptions and attack model are

given in Section 3 . Section 4 presents the proposed algorithm. The

simulation based analysis of the efficiency of the proposed algo-

rithm is presented in Section 5 . Finally, the paper is concluded in

Section 6 . 

2. Related work 

In this section, we investigate the existing algorithms for de-

tecting replica node attack in static and mobile WSNs. 

2.1. Detection of replica attack in static WSNs 

Line-Selected Multicast (LSM) [7] is a well-known distributed

probability algorithm, which uses a public encryption key. In LSM,

neighboring nodes guide each node to issue location claims to-

wards some witness nodes, which are selected randomly. Each wit-

ness node or an intermediate node that receives more than one lo-
ation claims for a particular node, like u , considers u as a replica

ode. In summary, the novelty of this algorithm is the use of mes-

age encryption along with spreading location claims from neigh-

oring nodes towards some witness nodes, which are selected ran-

omly. Disadvantages of LSM are high communication and memory

verhead because nodes have to periodically multicast the location

laims over the whole lifetime of the network. 

Randomized, Efficient, and Distributed (RED) [8] is a centralized

lgorithm whose main idea is to transmit location claims (with

igital signature) to different locations within the network, which

re selected based on a random number issued by a central point.

n summary, the novelty of RED is the use of a central point to

roadcast a pseudorandom seed, ϑ, to all SNs periodically. Each

eighbor node executes a publicly known hash function on ϑ to

enerate several pseudo-random witness locations, to which, loca-

ion claims should be sent. Disadvantages of RED are high commu-

ication and memory overhead as well as the need for synchro-

ization by a central point. In addition, the efficiency of RED in

oth sparse and dense networks may decrease significantly. In a

parse network, a case may arise where there will be only a few,

f any, witness nodes within the selected witness location. In such

 scenario, the claim may or may not reach a witness node, which

educes the detection probability. In a highly dense network, the

verage memory overhead of the network increases because the

umber of witness nodes in the selected witness location increases

ignificantly. 

RAndom WaLk (RAWL) and Table-assisted RAndom WaLk

TRAWL) [9] are proposed based on a random walk to detect

eplica nodes. In RAWL, for each node u , several random steps are

aken, and nodes that have been passed are selected as witness

odes of u , and store the location claim. TRAWL algorithm is based

n RAWL, but it adds a trace table to each node to reduce mem-

ry cost. Disadvantages of these algorithms are high communica-

ion and memory overhead; their overheads are even higher than

hat of RED and LSM. 

Jamshidi et al. [10] proposed a novel algorithm based on a dy-

amic ID assignment mechanism to defend against replica node at-

acks in static WSNs. The novelty of this algorithm is the use of

 multi-tree architecture based on the multi-sink architecture for

ynamic assignment of ID to SNs after deployment in the network

nvironment. If this mechanism is used, replica nodes generated

y the adversary cannot be easily attached to the network. Dis-

dvantages of this algorithm are twofold: (1) the need for having

ultiple sink nodes in the network; and (2) injecting new nodes

o the network is not always easily applicable. 

Yu et al. [11] proposed Compressed Sensing-based clone Iden-

ification (CSI) to detect replica nodes in the static WSNs. The key

nsight in designing CSI is that the number of replicas in a network

s usually very limited. The main idea behind CSI is that each SN

roadcasts a fixed number θ to its one-hop neighbors. This α can

e considered as a pseudo sensor reading of each node. SNs ag-

regate and forward the received numbers from descendant nodes

long an aggregation tree via compressed sensing-based data gath-

ring techniques. The base station, as the root of the aggregation

ree, performs compressed sensing recovery on the aggregated re-

ult. According to the reconstructed result, the base station marks

he SN with a reading greater than θ as a replica node since a non-

eplica node can only report the number θ once. This algorithm is

entralized and thus, is not scalable. 

Mishra et al. [12] uses the deviation in the distance traveled

y a SN and its replica is discovered by the observer nodes. Ob-

erver nodes keep a sliding window of the recent time-distance

roadcast of the other nodes. A replica is detected by an observer

ode based on the degree of violation computed from the devia-

ions recorded using the time-distance sliding window. A drawback

f this algorithm is its low detection probability, especially in a sa-
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iation where an adversary injects a few number of clones into the

etwork. 

Ho et al. [13] proposed three detection schemes based on group

eployment knowledge which adapts the location claim idea from

7] to defend against node replication attack. These schemes are

ased on the assumption that SNs are deployed in groups. In these

chemes, SNs inside their home zone can communicate without

ny extra validation of security protocols, whereas SNs outside

heir home zone are not allowed to transmit messages unless they

re authenticated by location claims. A drawback of this algorithm

s that SNs in different groups cannot communicate together. 

Ding et al. [14] used similarity estimation with a group de-

loyment knowledge to detect clone nodes in WSNs. They prevent

eplicas from generating false location claims without deploying

ocalization techniques on the SNs. Disadvantages of this algorithm

re: (1) its high communication overhead and (2) it is applicable

nly in grid topologies. 

Roy and Nene [15] proposed an algorithm based on Received

ignal Strength Indicator (RSSI), Link Quality Indicator (LQI), and

acket Sequence Number (PSN) to detect replica nodes in WSNs.

lso, they use a combination of broadcast and unicast messages.

SSI is used to obtain the amount of the residual battery life, LQI

s dependent on the distance between the transmitter and the re-

eiver nodes, and PSN is used to keep a check on any duplicate

acket generated. Generally, using RSSI for determining location of

Ns is not reliable because radio signal is prone to be interfered by

he environment. 

.2. Algorithms in mobile WSNs 

The main idea of the algorithm eXtremely Efficient Detection

XED) [18] is that if a node u meets another node v at time T 1 ,

t sends a random number r to v at the same time. When nodes

 and v meet each other once again at time T 2 , u asks v for the

andom number which had sent to it at time T 1 and expected v

o send back the same number r . If v is not a replica node, it re-

urns r , but if it is a replica node, it might return another random

umber. The novelty of this algorithm is the use of a “remember

nd challenge strategy” to detect replica nodes. Disadvantages of

his algorithm are (1) high memory overhead: each node requires

 memory of size 3 n ; (2) high communication overhead: in each

ound of movement, each node should acquire the random num-

ers from its neighbors. In addition, it should respond to its neigh-

ors (send back their random numbers); and (3) security failure,

f replica nodes cooperate and share their random table, the algo-

ithm may fail. 

Safari et al. [19] proposed Advanced XED (AXED) algorithm to

ombat XED’s shortcomings. The AXED is like XED but in order

o reduce the memory and communication overheads, each node

as to observe only log n other nodes. The list of nodes being

bserved by each node u is selected before nodes deployment,

andomly. Therefore, each node has to observe a few numbers of

odes and whenever two nodes meet, they ask for the previous

andom numbers first, then new random numbers are generated

nd exchanged. Employing this mechanism, means generating and

xchanging new random numbers at each meeting, prevent algo-

ithm from failure in the case of cooperating replica nodes. Draw-

acks of this algorithm are: (1) it imposes communication and

emory overheads on all nodes in the network (however, these

verheads are lower than XED algorithm); (2) it has low detection

robability and slow detection in sparse networks; and (3) inject-

ng new normal nodes to the network is not always easily possible.

The main idea of algorithms presented in [20,21] is inspired by

he fact that a normal node should not move faster than the max-

mum speed of the configured system. Replica nodes make other

odes to think that a replica node u moves faster than the prede-
ned speed. In this case, they can detect u as a replica node. Dis-

dvantages of these algorithms are (1) high communication over-

ead as each node should broadcast its identity and its neighbors’

dentity periodically; (2) maximum and minimum speed of nodes

hould be predefined; and (3) each node should be aware of its

ocation. 

Dimitriou et al. [22] developed two distributed schemes to de-

end against replication attack in mobile WSNs. The main idea of

hese schemes comes from this consideration: each two SNs gen-

rate random nonce and send them for each other in their first

eeting. The nodes store these random nonce in their memory.

pon the next meeting, they ask each other for the random nonce

hey exchanged in their previous meeting. If a node cannot reply or

eplies with a wrong nonce then it is treated as a malicious node

nd the ID of the node is considered compromised. 

Zhou et al. [23] proposed a hybrid local and global detection al-

orithm to defend against replication attacks in mobile WSNs. The

lgorithm uses the local detection in a local area smaller than the

hole network area to improve the meeting probability of contra-

ictory nodes, while the global detection is used to identify the far

way replicated nodes in larger area. This algorithm is based on

ocation claims and selecting some checking locations to verify the

ocation claim messages. This scheme is also described in more de-

ails and vast experiments in [24] . Disadvantages of this algorithm

re (1) high memory and communication overheads; and (2) the

eed for determining location of nodes during the network life-

ime. 

The main idea of the algorithm [25] is to use a pre-distributed

air-wise key protocol based on polynomials and Bloom filters

o guarantee that replica nodes cannot be located close to their

eal identities and collect some pair-wise keys established by each

ode. The algorithm is centralized and the base station is respon-

ible to identify replica nodes by looking at whether the number

f pair-wise keys established by them exceeds a threshold. Disad-

antages of this algorithm are (1) being centralized (not being scal-

ble); (2) long detection process for marking replica nodes; and (3)

igh communication overhead. 

Conti et al. [26] proposed History Information-exchange Proto-

ol (HIP) and its optimized version (HOP) to detect replication at-

acks. Both of these protocols employ local information and node

obility to detect replica nodes. These algorithms run in many

ounds. In each round, nodes broadcast their location claims to

erform location information exchange. Each node stores the lo-

ation claims of its neighbors for at least r rounds, in a history

og. Neighboring nodes exchange and compare their history logs.

he HIP and HOP differ in how they execute the logs comparison.

n both algorithms, each node compares its own log with logs re-

eived from its neighbors. However, in HOP each node also com-

ares the received logs between them. Therefore, HIP and HOP dif-

er in the amount of computation required. Disadvantages of these

lgorithms are (1) high memory/computation/communication over- 

eads; and (2) the need for determining the location of nodes dur-

ng the network lifetime. 

Manickavasagam and Padmanabhan presented a distributed al-

orithm in [27] to detect replica nodes in mobile WSNs. This algo-

ithm is based on the idea of sequence elements, which uses the

equential Probability Ratio Test (SPRT) to make a decision. The

lgorithm uses the fact that when several replica nodes transmit

heir message simultaneously, multiple messages with the same

ource ID but physically different sources are propagating in the

etwork. The algorithm attaches a sequence appendix to every

ransmitted message, to provide a sort of message ordering. When

n intermediate node encounters an out of order message, it sus-

ects that the source of this message may be a replica node. This

lgorithm suffers from high memory and communication over-

eads. 
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Table 1 

System assumptions. 

The network consists of SNs and WNs. 

All nodes are deployed in a 2D environment, randomly. 

The number of WNs is much smaller than the number of SNs (| WN | � | SN |). 

The SNs are responsible for the network mission and the WNs are responsible 

for detecting replica nodes. 

Each SN has a unique ID and is not aware of its location. 

All SNs and WNs employ omnidirectional dissemination with the same 

wireless transmission range. 

SNs and WNs are mobile and move in the network according to the mobility 

models such as random waypoint. 

Despite WNs which are tamper resistant, SNs can be decoded and 

reprogrammed. 

In order to update the neighborhood and routing tables, SNs should 

periodically propagate a "Hello" message, route request, data sending or keep 

alive messages. But WNs are prevented from sending such messages so that 

they remain hidden from malicious nodes as well as SNs. 

Table 2 

Attack model. 

The network is developed in an adversary environment and thus, it is insecure. 

The adversary can capture some of SNs and distribute clones of them, as 

replica nodes, in the network. 

The replica node(s) have the same ID(s) as the captured SN(s). 

The adversary cannot generate new valid IDs to be used by the replicas. 

Similar to normal SNs, all replica nodes periodically propagate "Hello" packets, 

routing requests, data packets, or keep alive messages. 

The replica nodes can be mobile like normal nodes or the adversary might 

seat them in specific locations. 
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Yu et al. [28] proposed Efficient and Distributed Detection

(EDD) algorithm to detect replica nodes in mobile WSNs. The main

idea of EDD comes from the fact that in a mobile WSN without

replica nodes, the number of times that node u faces a specific

node v should be very limited, in a period T of network lifetime.

Also, in a network with two replica nodes v , the number of times

that node u faces node v in a period T of network lifetime should

be larger than a threshold. Disadvantages of this algorithm are its

high memory and communication overheads. 

Jamshidi et al. [29] proposed a security algorithm based on

learning agents and WNs to defend against replica nodes in mo-

bile WSNs. The algorithm employs a few WNs which are equipped

with a learning agent. WNs monitor the network traffic and other

nodes’ mobility and update their learning agent when meeting

other nodes. The detection phase of the algorithm runs after r

monitoring rounds in which WNs mark replica nodes according to

their learning agent’s status. The drawbacks of this algorithm are

low convergence speed in the learning agents (particularly when

there are many nodes in the network), low detection rate, and lack

of scalability (by increasing the number of nodes in the network,

detection probability decreases significantly). 

Jamshidi et al. [30] also proposed another watchdog based al-

gorithm to defend against replication attacks in mobile WSNs. This

algorithm uses nodes’ speed and the maximum predefined speed

for SNs as a factor to make decision about nodes’ nature. WNs

walk in the network and record time-location tags in their buffer

when they meet SNs. WNs send their history tags when they meet

and collaborate to measure nodes’ speed in the network. If WNs

find that a node moves faster than a predefined threshold, they

consider it as a replica node, because such replica node in differ-

ent regions of the network is moving faster than usual in different

regions of the network. The drawbacks of this algorithm are low

speed (particularly when there are many nodes in the network),

independence of WNs, high memory and computation overheads. 

The proposed algorithm employs a few WNs in the network to

monitor the traffic and mobility of SNs in a silent manner. Each

WN keeps a vector of size O ( n ) so that, each element i of the vec-

tor shows the probability of meeting node SN i . All elements of the

vector are initially set to 1 / n and are gradually updated accord-

ing to the neighboring information. That is, the WN increases the

value of the element i if SN i is in the neighborhood range of the

WN; otherwise, the value of the element i is decreased. The pro-

posed algorithm is not centralized and does not need to determine

the location of nodes, broadcasting location claim messages, and

complicated replica node detection procedures. Although the pro-

posed algorithm slightly increases the memory and computation

overhead of the WNs, it does not impose any communication, com-

putation, or memory overhead on resource-constraint SNs. More-

over, the scalability and high detection accuracy of the proposed

algorithm make it superior to the existing algorithms. 

3. System assumptions and attack model 

The network includes a set of SNs (i.e., normal nodes) and a

separate set of WNs which are randomly deployed in a 2D envi-

ronment. The number of WNs is much smaller than the number of

SNs (i.e., |WN| � |SN|). The total number of nodes in the network

is N = |WN| + |SN|. SNs are responsible for the network mission

(collecting information, transmitting data to the base station, etc.)

and WNs are responsible for detecting replica nodes. Each SN has a

unique ID. They are mobile (following the mobility mobiles such as

waypoint model) but they have no idea about their real-time loca-

tion. All SNs and WNs employ omnidirectional dissemination and

have the same transmission range. Unlike WNs which are tamper-

resistant, SNs are not protected. That is, if they are captured by

an adversary, their secret information might be revealed. More-
ver, the adversary may can reprogram them [31,32] . Since SNs are

obile, they should periodically (after each time period t or when

hey reach to a new location in the network) propagate a "Hello"

ackets, route request tables, data packets, and keep alive mes-

ages. This is one of the requirements of a mobile WSNs through

hich mobile SNs can detect their neighbors, establish the secrete

eys, discover new routes, and communicate with the base station

r other SNs [2,3,18] . To avoid interfering with the network oper-

tion, WNs remain hidden from SNs. That is, WNs are prevented

rom sending messages until they detect the replica node(s). The

ystem assumptions are summarized in Table 1 . 

It is also assumed that the network is developed in an adver-

ary environment, thus, it is insecure and adversary can capture

ome of SNs and create copies and distribute them. We also as-

ume that the adversary does not generate new IDs different from

he ID(s) of the captured SN(s) [27] ; otherwise it would be easy for

Ns to detect the malicious nodes. The replica nodes can be mo-

ile like normal nodes or the adversary might seat them in specific

ocations. Table 2 summarizes the attack model. 

. The proposed algorithm 

As mentioned before, each WN iteratively overhears the net-

ork traffic for periods of t seconds. Each iteration is called a mon-

toring round and is represented by r . The main idea of the pro-

osed algorithm is based on a simple fact that for a uniformly dis-

ributed set of mobile SNs in the network which are moving ac-

ording to the mobility models such as waypoint mobility model,

ll SNs have the same chance to be met by a WN at each monitor-

ng round. Let D be the average number of nodes a WN is met at

ach round. In other words, D is the average number of neighbors

f a WN. D is a function of transmission range of the SNs and the

etwork density, thus, it is constant over time as neither of the

Ns’ transmission range nor the network density is changed over

ime. Accordingly, in a network of n mobile SNs with n unique IDs

ranging from 1 to n ), the probability that SN i (which represents

he SN with ID = i and 1 ≤ i ≤ n ) is met by a WN is D/n . Con-
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equently, it is expected that after a several monitoring rounds, a

N has met all SNs almost the same number of times. 

When a replica attack happens, the attacker generates λ copies

f each captured SN u (where u is the ID of the captured SN) and

istributes them in the network area. Since the malicious nodes

se the ID of the captured node and benefits from its keying infor-

ation and functions, SNs cannot detect them. Motivated by the

bove discussion, the following theorem is used to detect the repli-

ated ID in a lightweight but efficient way. 

heorem 1. Consider a WSN with n mobile SNs where each SN i has

 unique ID = i (1 ≤ i ≤ n). If the attacker captures a node SN u and

istributes λ copies of it in the network, we would have one of the

ollowing observations: 

(1) If λ = 1, the probability that SN u is observed by a WN

is equal with that of all other SNs. In other words, when

no attack happens or when the attacker returns the replica

node to the network without generating extra copies, the

SNs have the same chance to be met by the WNs. 

(2) If λ > 1, the probability that the captured ID (i.e., the nodes

with ID = u ) is met by WNs is higher than that of the un-

captured IDs. 

The proof of Theorem 1 is given in the Appendix. However, the

heorem is reasonable as the IDs with higher frequencies (because

he replicated nodes have the same ID) have higher chance of be-

ng met by an observer compared to uncaptured nodes. Motivated

y Theorem 1 , a three-phase mechanism is presented what follows

o detect the replicated IDs. Fig. 2 depicts the flowchart of the pro-

osed mechanism. In a high level view, the first phase configures

he WN(s). In the second phase , each WN periodically monitors the

etwork traffic, records the observation history, and gives a rough

stimation of the probability of observing each SN. In the third

hase , WNs detect replica nodes regarding the probabilities esti-

ated in the second phase. The details of these three phases are

iven in the rest of this section. 

.1. The first phase (configuration of WNs) 

Before deployment of SNs in the network, WNs are configured.

ach WN has a n × 1 vector called Probability of Observation vec-

or (or PO for short) as is shown in Fig. 3 so that, the ith row of

he PO vector represents the expected probability of observing SN i 

nd is shown by PO i . Thus, it is initially set to 1 / n and 

∑ n 
i =1 P O i = 1 .

esides, a WN uses a vector to keep the list of ID of its real-time

eighbors. This vector is called the List of Neighbors and is repre-

ented by LN for short. WNs can use dynamic memory allocation

echnique to efficiently manage the memory allocated to their LN . 

.2. The second phase (traffic/mobility monitoring) 

Monitoring round is performed by WNs during the network

ifetime. During each round r , SNs periodically propagate “Hello”

essages to introduce themselves to the new neighbors. They may

end route request messages, data packets, and even keep alive

essages if required. This allows the WNs to silently overhear the

hannel and gradually update the LN vector by filling it out with

he ID of the new neighbors. At the end of each round r , each WN

pdates the PO of all SNs in the following way: 

(1) It decreases the PO of SN i (i.e., PO i ) if the SN i is not in the

LN at the end of round r . To do so, WN uses a very small

positive penalty factor α (0 < α � 1) and updates the PO i 

according to the Eq. (1) : 
P O i = ( 1 − α) P O i ∀ i / ∈ LN (1) 
(2) It accumulates the reduced values (i.e., the penalties) in an

accumulator ( σ ) as below: 

σ = α
∑ 

∀ i / ∈ LN 

P O i (2) 

(3) Then, the accumulated penalty is equally shared between all

observed IDs (i.e., the IDs in the LN ). 

P O i = P O i + 

σ

| LN | ∀ i ∈ LN (3)

It is expected that after a while (e.g., t unites of time), the net-

ork topology has been changed due to the mobility of the SNs

nd WNs. Hence, the second phase is iteratively executed. That

s, WNs and SNs probably update their location, and WNs update

heir LN and PO matrices . 

Considering the second phase, for a constant number of replica

odes, it is expected that the PO corresponding to the ID of replica

odes exceeds its initial value (i.e., 1 / n ) as time passes (i.e., as r

s increased), while the PO of other SNs decreases. This is reason-

ble as the ID of the replica nodes has a higher chance to be met

y the WNs. To show how the PO of the replica node is changed

ver time, we have run a simulation on a network of 96 SNs and

 WNs. It is assumed that α = 0.01, the average number of neigh-

ors is D = 12, and the adversary captures SN 1 . The simulation is

erformed for 10 0 0 rounds. In order to consider the impact of the

umber of replica nodes on PO , the simulation is repeated for a

ifferent number of replicas from λ = 1 to λ = 11. Fig. 4 shows

he average value of PO of SN 1 calculated by four WNs over 10 0 0

ounds. The results show that the PO of SN 1 remains almost un-

hanged over time, when there are no replicas (i.e., when λ = 1).

n contrast, there is a significant growth in PO as the number of

eplica nodes is increased. 

.3. The third phase (detection of replica nodes) 

After completion of the second phase, WNs run the third phase

f the proposed algorithm to detect replica nodes, independently.

s explained in Theorem 1 and proved in the Appendix, PO i 

1 ≤ i ≤ n ) is expected to be 1 / n if there is no replica node; other-

ise, PO i is higher than 

1 / n if SN i is captured by the adversary, or

t is below 

1 / n if SN i is a normal node. In the other words, if there

re several copies of a node, like SN i , in the network, the num-

er of times that a node with ID i appears in the neighborhood

f a WN would be higher than that of other SNs [28] . To show

his, we have run another simulation on the described network in

ection 4.2 . Here, we have considered three different scenarios: (1)

here are no captured SN and thus, no replica nodes; (2) the ad-

ersary captures only one SN with ID = 1 (i.e., SN 1 ) and creates

0 copies of it ( λ = 10); and (3) the adversary captures five nodes

ith ID = 1–5 (i.e., SN 1 , SN 2 , SN 3 , SN 4 , SN 5 ) and creates 10 copies

f each of them (totally 50 replica nodes will be distributed in the

etwork). The simulation is performed for 10 0 0 rounds (i.e., from

 = 1 to r = 10 0 0). Fig. 5 shows how the PO i (1 ≤ i ≤ n ) is changed

ver time under the three mentioned scenarios. The results show

hat the PO i is almost 1 / n , when there is no replica node. In the

econd and the third scenario, where replica nodes are distributed

n the network, the PO of the replica nodes exceed 

1 / n , while the

O of other SNs is reduced to below 

1 / n . 

Motivated by this, a simple and lightweight procedure is to con-

ider SN i as a replicated node or consider i as a replicated ID if

O i is greater than � × 1 / n . Parameter � should be selected greater

han 1 because, for establishing a replication attack, the adversary

ust inject at least two replica nodes to the network. So, it is ex-

ected that the PO of the replica node should be greater than 

1 / | SN | .
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Fig. 2. The flowchart of the proposed algorithm. 
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In this phase, each WN creates a replica detection list, named

RD L W N i , 
containing the replica identifiers that it has detected, then

sends it to the base station, in a secure manner [33] . The base sta-

tion simply marks all identifiers of all received RD L W N i 
as replica

IDs. That is, an ID would be marked as a replica ID if at least one

WN detects it as a replica node. The base station may propagate

an alarm message to the whole network in order to prevent nor-

mal nodes from communicating with nodes that has these replica

IDs. 

5. Efficiency analysis and simulation results 

In this section, the efficiency of the proposed algorithm in

terms of communication, memory, and computation overhead is

investigated and the results are compared with the state-of-the-art
lgorithms. Then, the simulation results of the proposed algorithm

re presented. 

.1. Efficiency analysis 

Memory Overhead: Since the proposed algorithm is only run by

Ns, no memory overhead is imposed on normal nodes. But WNs

equire some memory blocks on the order of O ( n ) to store the PO ,

nd another memory blocks on the order of O ( D ) to store LN vec-

or, which is negligible in comparison to the O ( n ). Therefore, the

emory overhead of each WN is of order O ( n ). Please note the

roposed mechanism does not impose extra memory overhead to

he SNs. Hence, the memory overhead of the proposed algorithm

s O (| WN | × n ), per network. Table 3 compares the memory over-

ead of the proposed algorithm with other existing algorithms, per

etwork. As Table 3 shows, the proposed algorithm and [29] are
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Table 3 

Performance comparison of the proposed algorithm and the other algorithms in terms of memory, communication, and computation overhead [5,9,12,18,28,37] . 

Algorithm Network type Algorithm type Technique Need additional nodes Memory overhead (per 

network) 

Communication 

overhead (per network) 

Computation overhead 

(per node) 

LSM [7] Stationary Distributed Location claim based No O (n 
√ 

n ) O (n 
√ 

n ) O ( 
√ 

n ) 

RED [8] Stationary Distributed Location claim based A satellite or UAV O ( nD ) O (n 
√ 

n ) O ( 
√ 

n ) 

RAWL [9] Stationary Distributed Location claim based No O (n log n 
√ 

n ) O (n log n 
√ 

n ) –

ID-based [10] Stationary Distributed Multiple-sink based and dynamic ID 

assignment 

Several sink nodes O ( n ) O ( n ) O (1) 

CSI-1 [11] Stationary Centralized Compressed Sensing-based No O ( n log n ) O ( n log n ) –

CSI-2 [11] Stationary Centralized Compressed Sensing-based No O ( n ) O ( n ) –

Scheme II [13] Stationary Distributed group deployment and key based No O ( nD ) O (n 
√ 

n ) O ( n ) 

Scheme III [13] Stationary Distributed Group deployment and key based No O ( nD ) O (n 
√ 

n log m ) O ( n ) 

Algorithm [14] Stationary Distributed Group deployment and RSSI based No O ( n ) O ( nD + n 
√ 

n ) O ( Dr ) 

XED [18] Mobile Distributed Random number and node meeting 

based 

No O ( n 2 ) O ( nDr ) O ( Dr ) 

SPRT [20] Mobile Centralized Speed and node meeting based No O ( n 2 ) O (n 
√ 

n ) O ( nrbp ) 

TD [24] Mobile Distributed Location-based and node meeting 

based 

No O ( nD 2 r ) O ( nD 2 r ) O ( D 3 r ) 

Algorithm [25] Mobile Centralized Key based No − O ( n log n ) O ( nr ) 

HOP [26] Mobile Distributed Location-based and node meeting 

based 

No O ( nD 2 r + nDr ) O ( nD 2 r ) O ( D 3 r ) 

Optimized 

SPRT [27] 

Mobile Distributed Sequence appendix is attached to 

every transmitted message 

No O ( n 2 ) O ( nr ) O (r 
√ 

n ) 

EDD [28] Mobile Distributed Speed and node meeting based No O ( n 2 ) O ( nr ) O (r 
√ 

n ) 

Algorithm [29] Mobile Partially 

Distributed 

Using WNs and learning agents Several watchdogs O (| WN | n ) 0 O ( nr + n log n ) 

Algorithm [30] Partially 

Distributed 

Using WNs and time-location tags Several watchdogs O (| WN | n ) O ( r | WN |) O ( n 2 r ) 

Proposed 

algorithm 

Mobile Partially 

Distributed 

Using WNs and node meeting based Several watchdogs O (| WN | n ) 0 O ( nDr ) 

n : the number of SNs in the network. 

D : the average number of neighbors of a node. 

bp : the number of location claims which are sent by every node to the base station. 

r : monitoring rounds. 

| WN |: the number of WNs in the network. 

m : the number of sensor groups. 

Hint: | WN | � n and | WN | � D 
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Fig. 3. PO vector of WNs; each element is initially set to 1 / n . 
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more memory efficient compared to the other algorithms for mo-

bile WSNs. It worth considering that the number of WNs is less

than the average number of neighbors of a node (i.e., |WN| < D ),

and much less than the total number of nodes in the network

(i.e., |WN| < n ). Of course, the memory overhead of algorithms

[10,12,16] is on the order of O ( n ), but these algorithms do not sup-

port mobile WSNs. 

Computation Overhead : since the proposed algorithm is exe-

cuted by WNs, no computation overhead is imposed on SNs. But,

each WN should update its PO vector in O ( n × D ) after each

round of the monitoring phase. In addition, each WN in the third

phase requires O ( n ) to scan its PO vector to detect replica nodes.

Thus, computation overhead of the WNs is of order O ( r × n × D ).

Table 3 also compares the computation overhead of the proposed

algorithm and the other algorithms. 

Communication overhead : Considering energy constraint of SNs,

the energy consumption of the proposed algorithms is very crucial

for WSNs. It is worth noting that sending, receiving, and processing

a packet are the main energy-consuming tasks in a SN. Hence, the

total number of transmitted packets under the use of an algorithm
Fig. 4. PO of replica node in different scenarios w
rovides a meaningful measure of the energy-consumption of the

lgorithm [3,13,14,25,29,33–37] . Since the proposed algorithm only

mploys Hello, route request, data sending , and keep alive messages

nd since transmitting these messages is one of the requirements

f the mobile WSNs (apart from presence or absence of the pro-

osed algorithm), no communication overhead is imposed on SNs.

oreover, WNs send no messages during the execution of the pro-

osed algorithm, and thus, no communication overhead is also im-

osed on these nodes. Table 3 shows that the communication over-

ead of other algorithms is very high. Since the proposed algo-

ithm does not impose any communication overhead on WNs, it

s also an energy-efficient algorithm. 

.2. Simulation results 

The proposed algorithm is implemented using J-SIM simulator

38] and its efficiency is evaluated in terms of true detection prob-

bility and false detection probability. Finally, the efficiency of the

roposed algorithm is compared with the algorithms presented in

8,9] , and [25] . 

• Detection Probability ( P d ) is the probability of detecting

replica nodes in the network. 

• False detection probability ( P f ) is the probability of detecting

a non-replica node as a replica node. 

In the simulation setup, it is assumed that the network con-

ains n SNs which are distributed in a 100 × 100 m 

2 area. The ad-

ersary captures M normal nodes of the network and generates λ
eplicas from each of them. Therefore, the network contains M × λ

alicious nodes. In addition, the number of WNs is | WN |. The ra-

io range of all nodes is set to 15 m (except for scenarios 7 and

). The number of rounds in the second phase of the proposed

lgorithm is r . We used the two-dimensional IID mobility model

3,20] to verify the results. In the IID mobility model, at beginning

f each round, sensors are uniformly and randomly distributed in

he network, so that the current position of each node is indepen-
ith | WN | = 4, n = 96, D = 12, and α = 0.01. 
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Fig. 5. PO i (1 ≤ i ≤ n ) under three scenarios (1) no captured an replicas nodes, (2) one captured node (ID = 1) with 10 copies of it, and (3) 5 captured nodes (IDs = 1~5) 

with 10 copies of each one ( r = 10 0 0, | WN | = 4, n = 96, D = 12, α = 0.01). 

Fig. 6. The impact of αand r on P d of the proposed algorithm. 
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Fig. 7. The impact of αand r on the P f of the proposed algorithm. 
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ent from its position at the previous round [18,28] . Each scenario

s carried out for 100 times, and the results are averaged over 100

rials. 

Scenario 1 : This scenario investigates the effect of α (re-

ard/penalty coefficient) and r (the number of monitoring rounds)

n the detection accuracy of the proposed algorithm. In this

cenario, parameters are adjusted as | W N | = 4 , M = 1 , λ̄ = 5 , n =
00 , � = 2 . Figs. 6 and 7 respectively show P d and P f for the case

∈ {0.005, 0.01, 0.02} and 25 ≤ r ≤ 100. The results show P d is

ncreased as r is increased. As mentioned earlier, this is reasonable

ecause by increasing r , WNs have higher chance to meet all nodes

nd thus, the PO of the replicas will be increased and the PO of
i i 
ther SNs will be decreased. Therefore, in the detection phase of

he proposed algorithm, the condition P O i > 

�/ n for replica nodes

s satisfied and they will be detected with an ultra-high probabil-

ty. 

Besides, the simulation results show that increasing α to some

xtent increases P d . For instance, if α = 0.005, P d for r = 25, 50,

5, and 100 rounds will be 0.008, 0.05, 0.97, and 1, respectively.

ut, if α = 0.01, the P d for r = 25 is 0.68 and for r ≥ 50 is 1. This

s because, replica nodes have a higher chance to be met by a WN

nd thus, their corresponding element in PO vector will be updated

ore frequently, compared to that of other SNs. Thus, choosing a

arger α will speed up the growth of the corresponding element in
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Fig. 8. The impact of λ on P d of the proposed algorithm. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 9. The impact of λ on P f of the proposed algorithm. 
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PO vector. For instance, by setting α to 0.02, P d reaches to 1 only

after r = 25 rounds. 

On the other hand, as can be seen in Fig. 7 , increasing r , slightly

increases P f . Because by increasing r , it is possible that some non-

replica nodes (i.e., normal nodes) might appear many times in the

neighborhood of the WNs as “unlucky SNs”, which is caused an

increase in the corresponding element in the PO vector. Thus, in

the detection phase, these unlucky SNs are considered as replica

nodes incorrectly, because their PO is greater than 

�/ n . 

Increasing αmay negatively affect P f . That is, a big αmay sharply

increase the corresponding PO of a normal SN, when it is acci-

dently met by a WN in several consecutive rounds. For instance,

if α = 0.005 the P f for r < 100 is below 0.0 0 01 but for α = 0.02 it

is about 0.0 6 6 ( P f ≈ 0.0 6 6). In general, the simulation results show

that considering α = 0.01 and r = 50 is a suitable configuration for

the discussed scenario. Because, on one hand, it detects all replica

nodes in the network (i.e., P d ≈ 1) and on the other hand, it results

in a small false detection probability ( P f ≤ 0.005). 

Scenario 2 : The purpose of this scenario is to evaluate the im-

pact of λ on the efficiency of the proposed algorithm. In this

scenario, 300 SNs are distributed in the network ( n = 300) and

| WN |, M, α, and � are set to 4, 1, 0.01, and 2, accordingly.

Figs. 8 and 9 show the impact of changing λ from 2 to 6 on P d 
and P f , respectively. 

An adversary can establish replication attacks and disrupt net-

work function under two cases. In the first case, the adversary cap-

tures many of normal nodes of the network and generates only a

few copies of each of them (for example, 2, 3 or 4 copies) and

distributes them throughout the network. Detecting replica nodes

under such conditions is very difficult for many of security algo-

rithms, if not impossible. Similarly, it is both difficult and time

consuming for the adversary to capture, decode, reprogram, and

control many normal nodes. 

In the second case, which is more applicable for the adversary,

the adversary captures few SNs but generates many copies (for ex-

ample, 10 copies) of each of the captured SNs. However, detecting

replica nodes under this case is much simpler for most of security

algorithms. 

In fact, as the number of copies of the captured nodes is in-

creased, their chance of being observed by WNs is increased as

well. Thus, the PO corresponding to a malicious node with ID = i

increases faster. Therefore, P d of the proposed algorithm increases.

This is presented in Fig. 8 . When there are only two copies of
 captured node u in the network ( λ = 2), after 25 monitoring

ounds P d is reached to about 0.05 while in the case of λ = 4 and

= 6, P d is reached to 0.35 and 0.87, respectively. It is worth not-

ng that for λ ≥ 5 and r = 50, P d is reached to 1. In addition, for

 ≥ 100 P d (for λ ≥ 3) is almost 1. 

Moreover, as can be seen in Fig. 9 , by increasing parameter

, P f is also slightly decreased. For instance, after 100 monitoring

ounds, for λ = 2, 3, 4, 5, and 6, P f of the proposed algorithm is

.0 061, 0.0 056, 0.0 063, 0.0 056, and 0.0 053, respectively. In addi-

ion, after 150 rounds of the monitoring phase, if there are only

wo replica nodes in the network, P f reaches to 0.008; if there are

ix replica nodes in the network, P f reaches to 0.0068. As we men-

ioned, if there is a large number of copies of a captured node i

n the network, the node SN i would appear in the neighborhood of

he WNs more frequently compared to normal nodes which results

n a larger PO i compared to other SNs. Therefore, P f is decreased. 

Scenario 3 : this scenario investigates the impact of M (the num-

er of captured nodes) on P d and P f of the proposed algorithm. In

his scenario, 300 SNs are distributed and | WN |, λ, α and � are

et to 4, 5, 0.01, and 2, respectively. The simulations are carried

ut for M = 1 to 5. Figs. 10 and 11 show the simulation results.

s is shown, for r ≥ 50, varying the number of captured nodes,

 , does not affect P d of the proposed algorithm, which is almost

 d = 1. But, for smaller r , for instance, r = 25, increasing M , de-

reases P d . Moreover, the simulation results illustrated in Fig. 10 .

how that increasing M results in the increase of P f as well. This

s reasonable because when the adversary captures a large num-

er of SNs and generates λ copies of each of them, nodes with

eplicated ID appear more frequently in the neighborhood of WNs.

hus, the corresponding element of PO vector growths and exceeds

he threshold 

�/ n thus, P f is decreased. 

Scenario 4 : This scenario investigates the effect of � (re-

ard/penalty coefficient) on P d and P f . In this simulation 300 SNs

re distributed in the network and | WN |, M, λ, α and � are set to

, 3, 3, 0.01, 2~4. 

Figs. 12 and 13 show the simulation results in terms of P d and

 f , respectively. 

The results show that decreasing �, increases P d of the pro-

osed algorithm which is reasonable as taking a smaller � results

n a smaller threshold 

�/ n . For example, considering � = 2, if the

dversary generates 5 copies of each captured node ( λ = 5) and
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Fig. 10. The impact of M on P d of the proposed algorithm. 

Fig. 11. The impact of M on P f of the proposed algorithm. 
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Fig. 12. The impact of � on P d of the proposed algorithm. 

Fig. 13. The impact of � on P f of the proposed algorithm. 
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istributes them in the network, P d is reached to almost 1 when r

xceeds 50. Under the same setup, P d is reached to 0.25 and 0.003,

hen � is set to 3 and 4, respectively. But, if λ = 3, P d for � = 2

ould be 0.61; and for � = 3 and � = 4, P d would be 0.004, and

, respectively. In Scenario 2, it was shown that by decreasing λ,

 d is also reduced. 

In addition, the simulation results illustrated in Fig. 13 show

hat by increasing �, P f is also reduced. Because for a normal node

N i , PO i is almost 1 / n , the condition P O > 

�/ n would not be satis-

ed. Even if some normal nodes frequently appear in the neighbor-

ood of WNs, the corresponding PO would not be greater than 

�/ n
for a large �). For instance, the result of this simulation scenario

hows that for � > 2, P f of the proposed algorithm is almost 0. 

Scenario 5 : This scenario investigates the effect of parameter

 WN | (the number of WNs) on detection accuracy of the proposed

lgorithm. In the simulation setup, parameters are adjusted as
= 2, M = 3, λ = 5, α = 0.01, n = 300 and the performance

f the proposed algorithm is evaluated for | W N | = 1 ∼ 4 . Fig. 14

hows the simulation results in terms of P d and Fig. 15 shows the

esults in terms of P f . It is clear that by increasing the number of

Ns in the network, P d of the proposed algorithm increases. Be-

ause, more areas of the network are observed by the WNs, si-

ultaneously. Thus, replica nodes are detected faster. On the other

and, by increasing the number of WNs in the network, P f is also

ncreased. As mentioned, it is probable that some normal nodes

unlucky nodes) appear randomly in the neighborhood of a WN

any times, as a result of which, WNs detect such normal nodes

s replica nodes incorrectly. Now, if the number of WNs in the net-

ork increases, the probability of occurrence of such case also in-

reases. For instance, as can be seen in Figs. 14 and 15 , if there is

nly one WN in the network (| WN | = 1), after r = 25 rounds of

he monitoring phase, P d and P f would be 0.21 and 0.0 0 01, respec-

ively. However, if there are | WN | = 4WNs in the network, P d and

 f would be 0.6 and 0.0 0 07, respectively. Indeed, as the number of

onitoring rounds increases, for example r ≥ 100, even if there is
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Fig. 14. The impact of | WN |on P d of the proposed algorithm. 

Fig. 15. The impact of | WN |on P f of the proposed algorithm. 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 16. The impact of n on P d of the proposed algorithm. 

Fig. 17. The impact of n on P f of the proposed algorithm. 
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only one WN in the network, all of the replica nodes detected by

the proposed algorithm ( P d = 1). 

Scenario 6: The purpose of this simulation scenario is to in-

vestigate the effect of parameter n (total number of nodes in the

network) on the efficiency of the proposed algorithm. In this sce-

nario, parameters are adjusted as �, M, λ, α, and | WN |, to 2, 3,

5, 0.01, and 4. P d and P f of the proposed algorithm are evaluated

for n = 20 0–10 0 0. Figs. 16 and 17 show the simulation results in

terms of P d and P f . 

Fig. 16 shows that increasing n does not affect P d of the pro-

posed algorithm, significantly. The results of this simulation sce-

nario prove the scalability of the proposed algorithm. In addition,

Fig. 17 shows that P f remains almost constant when n exceeds 400.

But, when network density is low, P f increases a little. For instance,
f there are n = 200 SNs in the network, after r = 100 monitoring

ounds, P f is 0.0048 While for n ≥ 400 P f is 0.0034. Indeed, it is

lear that this difference is negligible; because, if network density

s low, WNs might see a few numbers of nodes in their neighbor-

ood at each monitoring round. As a result, at each round of up-

ating history matrix of WNs, the PO of nodes which have been

eighbor of the WN in that round, increases significantly. There-

ore, if a SN i appears in the neighborhood of a specific WN, the

orresponding PO i would be higher than 

�/ n and results in the

alse detection. 

Scenario 7 : The purpose of this scenario is to compare the ef-

ciency of the proposed algorithm with two of most known algo-

ithms, LSM and RED, which are specific to stationary WSNs. In

his simulation scenario, the total number of SNs is considered to

e n = 10 0 0. Moreover, the most difficult case of establishing a

eplica node attack is λ = 2 and M = 1 . Radio range of nodes is

lso adjusted such that each node has almost D = 30 neighbors.

able 4 shows the adjusted parameters along with the results in

erms of P d and P f . As can be seen from the results of the simula-
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Table 4 

Comparing the efficiency of the proposed algorithm to LSM and RED. 

Algorithm parameters P d P f 

LSM g = 1, p = 0.1 0.338 0 

RED g = 1, p = 0.1 0.87 0 

Proposed Algorithm r = 300, � = 2 α = 0.005, | WN | = 10 0.95 0.005 

Algorithm I Updating PO vector of 

WNs. 

1: D = | LN |, σ = 0.0 

2: for i = 1 to n 

if ( i �∈ LN ) 

σ = σ + ( α × PO i ) 

PO i = (1 − α) × PO i 
end i f 

end for 

3: for i = 1 to n 

if ( PO i ∈ LN ) 

P O i = P O i + 

σ
D 

end if 

end for 

Fig. 18. Comparing the efficiency of the proposed algorithm and algorithm [25] in 

terms of P d . 
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Fig. 19. Comparing the efficiency of the proposed algorithm and algorithm [25] in 

terms of P f . 
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ion, P d of LSM and RED algorithms are much lower than that of

he proposed algorithm. Indeed, P f of LSM and RED is usually 0%

ecause they use location claims and GPS which are so expensive

nd energy consuming, while for mobile WSNs (depending on the

ature of the algorithm), it is usually greater than 0%. However, P f 
f the proposed algorithm is less than 0.005. 

Scenario 8 : The purpose of this scenario is to compare the ef-

ciency of the proposed algorithm with the algorithm proposed

n [25] (specific to mobile WSNs) in terms of P d and P f . In the

imulation setup, the total number of nodes is n = 250 and the

adio range of all nodes is selected such that each node has al-

ost D = 12 neighbors. In this simulation scenario, it is assumed

hat the adversary has captured M = 1 normal node and has gen-

rated and injected λ = 2~10 copies of the node. In this simula-

ion scenario, algorithm [25] is adjusted with parameters V min =
 , V max = 3 , t pause = 20 , thershold = 4 × T (N) and the proposed algo-

ithm is adjusted with parameters | WN | = 4, � = 2, α = 0.01,

 = 100. Fig. 18 shows the simulation results in terms of P d and

ig. 19 shows the simulation results in terms of P f . The simulation
esults show that the proposed algorithm outperforms the algo-

ithm [25] in terms of both P d and P f . 

.3. Discussion 

The proposed algorithm compared to the other existing algo-

ithms has some advantages including: 

• It does not impose any overhead on SNs. It only imposes

memory and computation overhead on several WNs, but it

has no communication overhead. 

• It is not centralized and is therefore scalable. 

• It is partially distributed and does not suffer from the single

point failure. 

• It Achieves 100% detection probability while its false detec-

tion is about 0.5%. 

But the proposed algorithm has some limitations as given bel-

ow: 

• It needs additional nodes, called WNs. 

• It has a delay from the beginning of the network operation

up to the time when it could achieve 100% detection prob-

ability. This may cause a slight delay in identifying replica

nodes and as a result, giving malicious nodes a chance to

perform operations in the network. 

. Conclusion 

In this paper, we introduced an efficient though, lightweight

eplica node detection mechanism that enables the WSNs to de-

ect almost all replica nodes with extremely low false detection

robability of 0.005%. The mechanism is designed based on a sim-

le probability rule which is explained as follows: if there is no

eplica node in the network, all SNs which are identified by their

nique IDs have the same chance to be met by an observer. On
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the other side, if there are several replica nodes in the network,

the replicated ID (i.e., the ID of the captured node which is used

by all replica nodes) has a higher chance to be met by an observer.

Motivated by this, the mechanism suggests manipulating WNs to

silently overhear the network traffic through which, they can find

the nodes with abnormally higher chance of being met. To this

end, a simple reward/penalty mechanism is used to roughly give

an estimation of the possibility of being observed by the WNs. Af-

ter a while, each WN considers the possibility of meeting a SN and

decides whether to advertise its ID as a replica node or not accord-

ing to a predefined threshold. Through simulating several scenar-

ios using J-SIM we have shown that the proposed mechanism out-

performs the state-of-the-art protocols while guarantees no extra

computation and memory overhead. Although the proposed mech-

anism benefits from WNs, it is completely transparent. That is, it

neither imposes extra message passing nor interferes with the nor-

mal operation of the network. Without interfering with the nor-

mal operation of the network and adding extra message passing to

the SNs, the proposed mechanism is a practical solution for dealing

with a replica attack. 
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Appendix A 

As mentioned earlier in Theorem 1 , we believe that a replica

node i has a higher chance to be met by WNs . Thus, under the use

of the proposed mechanism, PO i is expected to be higher than that

of normal nodes. This section mathematically proves the correct-

ness of Theorem 1 . 

For the sake of simplicity, we assume there is only one WN

in the network and only one ID has been replicated. Let i and

λ be the ID and the number of replica nodes, respectively, and j

(1 ≤ j ≤ n, j � = i ) be the ID of a normal node. Considering D as the

average number of neighbor nodes around the WN, P i and P j are

the probability that the WN meets a node with ID = i and ID = j ,

respectively. 

P i = 1 −

(
n − 1 

D 

)
(

n + λ − 1 

D 

) (4)

P j = 

D 

n + λ − 1 

(5)

During each round the WN overhears the channel to detect the

real-time neighbors, it updates the PO vector. That is, it increases

the PO values corresponding to the observed IDs and decreases the

PO values corresponding to the other IDs. The updating process

is done on a recursive basis as presented in Eqs. (1) and (3) . Ac-

cordingly, the average value of PO i at the end of round r (which is

shown by PO i ( r )) is presented below: 

P O i ( r ) = P O i ( r − 1 ) + δi ( r − 1 ) (6)

where δi ( r − 1) is the average reward/penalty at round r added to

the PO i ( r − 1) and is calculated as follows: 

δi ( r − 1 ) = P i ×
σ ( r − 1 ) − ( 1 − P i ) × α × P O i ( r − 1 ) (7)
D 
here σ ( r − 1) is the average amount of penalty, reduced from

he nodes at round r - 1. 

( r ) = α

⎛ 

⎜ ⎜ ⎜ ⎜ ⎝ 

⎛ 

⎜ ⎜ ⎜ ⎜ ⎝ 

n ∑ 

j = 1 

j � = i 

(
1 − P j 

)
P O j ( r ) 

⎞ 

⎟ ⎟ ⎟ ⎟ ⎠ 

+ ( 1 − P i ) P O i ( r ) 

⎞ 

⎟ ⎟ ⎟ ⎟ ⎠ 

(8)

By replacing P i with Eq. (4) and substituting Eq. (8) for σ ( r ),

q. (7) can be rewritten as follows: 

i ( r ) = 

α( n + λ − D − 1 ) 

( n + λ − 1 ) 

⎛ 

⎜ ⎜ ⎝ 

1 − P O i ( r ) 

D 

+ 

(
n − 1 

D 

)

D 

(
n + λ − 2 

D 

) P O i ( r ) 

−

(
n − 1 

D 

)
(

n + λ − 2 

D 

) × n + λ − D − 1 

D ( n + λ − 1 ) 
( 1 − P O i ( r ) ) 

−

(
n − 1 

D 

)2 

D 

(
n + λ − 1 

D 

)(
n + λ − 2 

D 

) P O i ( r ) −

(
n − 1 

D 

)
(

n + λ − 2 

D 

) P O i ( r ) 

⎞ 

⎟ ⎟ ⎟ ⎠ 

(9)

In the same way, the WN updates PO j ( r ). According to

qs. (1) and (3) , the average value of PO j ( r ) is: 

 O j ( r ) = P O j ( r − 1 ) + δ j ( r − 1 ) (10)

here δj ( r ) is the average reward/penalty at round r added to the

O j ( r − 1) and is calculated as follows: 

j ( r ) = P j ×
σ ( r ) 

D 

−
(
1 − P j 

)
× α × P O j ( r ) (11)

By replacing P j with Eq. (5) and substituting Eq. (8) for σ ( r ),

q. (11) can be rewritten as follows: 

j ( r ) = 

α( n + λ − D − 1 ) 

( n + λ − 1 ) 
2 

⎛ 

⎜ ⎜ ⎝ 

(
n − 1 

D 

)
(

n + λ − 2 

D 

)P O i ( r ) − λ × P O j ( r ) 

⎞ 

⎟ ⎟ ⎠ 

(12)

It is worth noting that the total reward/penalty added or re-

uced from the elements of the PO vector should remain zero

o satisfy the assumption 

∑ n 
j=1 P O j (r) = 1 ∀ r > 0 . In other words,

q. (13) should be held at all rounds. 

i ( r ) + 

n ∑ 

j = 1 

j � = i 

δ j ( r ) = δi ( r ) + ( n − 1 ) δ j ( r ) = 0 (13)

For the sake of simplicity, we prove the correctness of

heorem 1 under two scenarios: 

(1) There is no replica node (i.e., λ = 1) 

(2) There are replica nodes (i.e., λ > 1) 

Under the first scenario, Theorem 1 simply says the probability

f being observed by the WN is 1 / n for all n different IDs . 

 O i ( r ) = P O j ( r ) = 

1 

n 

∀ i. j and r ≥ 1 (14)

Considering λ = 1 (as is the case for the first scenario),

q. (12) can be rewritten as below: 

j ( r ) = 

α( n − D ) 
2 

(
P O i ( r ) − P O j ( r ) 

)
(15)
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To show the equality presented in Eq. (14) is held in every

ound, we use mathematical induction. Since all elements in PO

ector are initially set to 1 / n (as discussed earlier), the base case is

atisfied and P O i (1) = P O j (1) = 

1 
n ∀ i . j . The second induction step

ssumes the equality is held at the round r (i.e., P O i (r) = P O j (r) =
1 
n ). Accordingly, δj ( r ) is 0: 

j ( r ) = 

α( n − D ) 

n 

2 

(
P O i ( r ) − P O j ( r ) 

)
= 

α( n − D ) 

n 

2 

(
1 

n 

− 1 

n 

)
= 0 

(16) 

Thus, as is shown below, it can be concluded that P O j ( r + 1 ) =
 O j (r) = 

1 
n . 

 O j ( r + 1 ) = P O j ( r ) + δ j ( r ) = P O j ( r ) + 0 = 

1 

n 

(17)

And since 
∑ n 

j=1 O P j ( r + 1 ) = 1 , it can be concluded that

 O i ( r + 1 ) = 

1 / n . Under the second scenario, Theorem 1 claims

O i ( r ) > PO j ( r ) when λ = 1, which means δi ( r ) > 0 and δj ( r ) <

 according to Eq. (13) . Assume n and α are constant. Considering

qs. (9) and (12) reveal that δi ( r ) and δj ( r ) are functions of D and

so that, the minimum value for δi ( r ) and maximum value of δj ( r )

ppears when D = 1 and λ = 2 . In the rest of this section, we try

o show min ( δi ( r )) > 0, which implicitly means max ( δj ( r )) < 0.

ssuming D = 1 and λ = 2 , δi ( r ) is written as follows: 

i ( r ) = 

αn 

( n + 1 ) 
2 

(
2 − n 

2 + 1 

n 

P O i ( r ) 

)
(18) 

To show min ( δi ( r )) is positive in every round r , we use mathe-

atical induction. Considering P O i (1) = 

1 / n , Eq. (18) is rewritten as

ollows to provide the base case for the induction. 

i ( 1 ) = 

αn 

( n + 1 ) 
2 

(
2 − n 

2 + 1 

n 

× 1 / n 

)
= 

αn 

( n + 1 ) 
2 

(
2 − n 

2 + 1 

n 

2 

)

(19) 

Since 2 > 

n 2 +1 
n 2 

, δi (1) is positive and thus, the base case of the

nduction is satisfied. The second induction step assumes δi ( r ) > 0

hich means: (1) PO i ( r + 1) > PO i ( r ); (2) P O i (r) < 

2 n 
n 2 +1 

. Following

his assumption, we aim to show δi ( r + 1) > 0 which means we

hould show P O i ( r + 1 ) < 

2 n 
n 2 +1 

. To do so, we use proof by contra-

iction. That is, assume P O i ( r + 1 ) ≥ 2 n 
n 2 +1 

. Then, from Eq. (6) we

ave: 

2 n 

n 

2 + 1 

≤ P O i ( r ) + 

αn 

( n + 1 ) 
2 

(
2 − n 

2 + 1 

n 

× P O i ( r ) 

)
(20) 

Since from the second step, we know P O i (r) < 

2 n 
n 2 +1 

, the maxi-

um of the right part of Eq. (20) is smaller than 

2 n 
n 2 +1 

. 

2 n 

n 

2 + 1 

> P O i ( r ) + 

αn 

( n + 1 ) 
2 

(
2 − n 

2 + 1 

n 

× P O i ( r ) 

)
(21) 

hich contradicts with Eq. (20) and consequently contradicts

he assumption of P O i ( r + 1 ) ≥ 2 n 
n 2 +1 

. Thus, it is concluded that

 O i ( r + 1 ) < 

2 n 
n 2 +1 

and δi ( r + 1) is positive. 
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