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Abstract: A Sybil attack, where a malicious node creates multiple fake or captured identities, is one
of the most well-known attacks against wireless sensor networks (WSNs). This attack can leave
devastating effects on operational and routing protocols, such as voting, data aggregation, resource
allocation, and misbehavior detection. In this paper, a simple and precise algorithm for detecting
Sybil attacks in mobile WSNs is proposed. Considering the rapid growth of Internet of Things
(IoTs) devices and WSNs’ popularity, the threat from this attack is serious. The main underlying
idea of the proposed algorithm is to use neighbors’ information and observer nodes to detect Sybil
nodes during the network lifetime. In the proposed algorithm, some observer nodes first walk the
network and record necessary information about other nodes. Each observer node then uses this
collected information to detect Sybil nodes. The proposed algorithm is compared with other
algorithms according to criteria including memory, communication, and computation overhead.
Also, the proposed algorithm is implemented with the J-SIM simulator, and its performance is
compared in a series of experiments with other algorithms using the criteria of true- and false-
detection rates. The simulation results indicate that the proposed algorithm can detect 100% of the
Sybil nodes, so its false-detection rate is 0%, regarding the study assumptions.
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1. Introduction

multiple fake or captured identities [3], is one of the most

The rapid growth of technology enables us to develop
sensors to collect data from many distributed sources. In
transport and logistics, Internet of Things (IoTs) solutions
are more common. Many companies invest in automatic
solutions for internal transport and to control existing
systems. Nowadays, the application of wireless sensor
networks (WSN5) in the military, the environment, and for
internal transport, traffic control, and surveillance
operations signifies the importance of these networks.
Given the unattended nature of WSNs and wireless
communications, their broadcast nature, as well as network
memory, processing, and energy constraints, there are a lot
of attacks against wireless sensor networks [1, 2].

The Sybil attack, where a malicious node creates

well-known attacks against these networks. This attack can
leave devastating effects on operational and routing
protocols such as voting, data aggregation, resource
allocation, and misbehavior detection. An attack on WSNs
in a logistics center or a production company can have
tragic consequences. Taking control of the sensor network
can expose the company to huge costs and can damage
goods, stop a production line, or have a major impact,
including loss of the brand's reputation [3-5].

Until now, many algorithms to counter the Sybil attack
in fixed sensor networks have been developed, benefiting
from mechanisms like random key pre-distribution [6],
radio source tests [6], received signal strength indicator
(RSSI) [7-9], trust evaluation [10], angle of arrival (AOA)
identification [11], computational puzzles [12], and
clustering [13-17]. In addition, some algorithms use
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neighboring and routing information to detect Sybil nodes
[18-20]. However, to detect mobile Sybil nodes, none of
these mechanisms is applicable to mobile sensor networks,
due to node mobility.

Algorithms have been presented to detect Sybil nodes
in mobile sensor networks [21-24]. For a simulation in one
paper, an algorithm was chosen as a base algorithm that
uses observer nodes to detect Sybil nodes [24] based on
the underlying idea of counting the number of sensor
nodes facing the observer nodes, creating separate sets,
and intersecting them. The base algorithm includes two
phases: (1) each observer node stores the occurrences
facing other sensor nodes in its history for R rounds, and
(2) each observer node u navigates its history and
generates distinct sets of node IDs such that each set
includes the IDs of nodes that appeared an equal number
of times in node u's neighborhood. Subsequently, the
observer node selects the set where members are larger or
equal to a threshold, T;,, and compiles a list of suspected
Sybil nodes. In order to increase detection accuracy,
observer nodes cooperate to detect Sybil nodes. More
specifically, observer nodes send their suspected Sybil lists
to each other. Each observer node creates a new list by
intersecting all suspected Sybil lists.

The base algorithm encountered three main issues,
despite its relatively high detection rate:

* Low convergence speed; i.e. the algorithm must run

many times to achieve a favorable result.

* Observer nodes are not independent in the detecting
process; i.e. they detect Sybil nodes by exchanging
messages (which causes communications overhead
and high memory usage).

* Overhead imposes many calculations on the observer
nodes in order to create separate sets and to intersect
them.

In this paper, we propose a simple and precise
algorithm to detect Sybil nodes in mobile WSNs and to
overcome the limitations of the base algorithm. The
proposed algorithm uses neighbors’ information and
observer nodes to detect Sybil nodes in mobile WSNs. The
proposed algorithm consists of two phases. In the first
phase, the observer nodes monitor the mobility of other
nodes for R rounds of network activity. In each round of
network activity, each observer node discovers its current
neighbors and updates its history if the number of
neighbors exceeds a set threshold. In the second phase,
each observer node decides on the originality of the other
nodes using the information collected during the first
phase.

The rest of this paper is organized as follows. Section 2
describes related work. Section 3 explains system
assumptions and the attack model. Section 4 elaborates on
the proposed algorithm. Section 5 explains the simulation
results, and the last section concludes the paper.

2. Related Work

The Sybil attack was first introduced when Douceur [3]

noted that peer-to-peer networks are vulnerable to this
attack. Karlof and Wagner stated that the attack can affect
routing protocols of sensor networks [5]. First, Newsome
et al. [6] systematically analyzed a Sybil attack on wireless
sensor networks, and introduced mechanisms like key pre-
distribution, the radio source test, identity registration, and
remote authentication code to deal with the attack. In the
radio source test technique, each node assigns a separate
signaling channel to each of its neighbors. This technique
cannot be efficient, considering sensor node limitations.
The identifier registration mechanism uses a central
validation management unit and voting in the network.
Generally, protective mechanisms based on voting or
reputation approaches cannot work effectively because
some nodes are usurpers and cannot be trusted to provide
reliable information. In addition, identity authentication
techniques require a huge memory space to save essential
identity authentication information (such as shared
encryption keys and identity certificates) and get involved
in processing complex check algorithms.

In [7], an RSSI-based locating algorithm was proposed
that uses the RSSI proportion of several receivers to
estimate the location of nodes in a network. In [8] and [9],
the locating mechanism proposed in [7] was used to detect
Sybil nodes. The algorithm in [8] uses four location-aware
nodes (tracking nodes) capable of hearing packets
throughout the network. Tracking nodes cooperate to
locate any nodes sending packets. This is sufficient to
detect Sybil nodes, since all of them are positioned in
nearby locations. RSSI-based algorithms also cannot be an
appropriate solution, since radio signals are prone to
interference from the environment and, as a result, the
detection precision of such algorithms is affected. In [10],
another strategy for detecting a Sybil attack was proposed
based on time difference of arrival (TDOA) between the
source and beacon nodes, which identifies the Sybil attack
as well as the Sybil node location.

In [11], trust evaluation based on AOA (TEBA) was
proposed. Taking into account that a Sybil node can create
multiple identifiers, but has only one physical location,
nodes are considered Sybil nodes when signal phase
differences are less than a trust threshold (which is
calculated by evaluating trust degrees for neighboring
sensor nodes). In [12], a client puzzles—based algorithm
was proposed to detect Sybil nodes in wireless sensor
networks. The main idea with these algorithms is to
prevent malicious nodes from solving the puzzles, created
per the Sybil identities, at the right time. Other algorithms
were proposed for detecting Sybil nodes in cluster-based
sensor networks [13-17]. The algorithm proposed in [18]
uses the concept of common neighbors to detect Sybil
nodes. In [19], an algorithm was proposed for detecting a
Sybil attack on multicast routing protocols based on
geographic location. In [20], a method was developed that
collects route information using a swarm intelligence
algorithm during network operation, which detects Sybil
nodes through their energy changes in the course of
network activity.

In [21], a centralized algorithm was proposed that
includes three phases: clustering, selecting nodes in the
vicinity of a Sybil node, and routing procedures. So, it
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cannot be a proper algorithm. A previous algorithm [22]
was proposed to detect Sybil nodes in mobile wireless
sensor networks. This algorithm employs mobile sink
nodes and uses a mechanism to generate random numbers,
exchanging them between the sink and sensor nodes to
detect Sybil nodes. This algorithm is only applicable in a
situation where a malicious node propagates some legal
identities as its Sybil nodes (a stolen-identities model [6]).
Another previous algorithm uses a distributed labeling
mechanism to assign a bit label to nodes based on their
movement [23]. This algorithm requires exchanging many
messages between watchdog nodes, which increases
communications overhead and power consumption as a
result. Added to this, the algorithm has a relatively low
Sybil node detection rate.

3. System Assumptions, the Attack
Model, and symbols

The network in this study contains two sets of nodes
(observer nodes and normal sensor nodes). Normal sensor
nodes perform network missions, and observer nodes are
responsible for detecting Sybil nodes. All sensor nodes
(normal and observer) are mobile and, over the lifetime of
the network, perform actions according to mobility models,
such as random waypoint. Each node has a unique identity
and ignores its location. The nodes communicate via
wireless radio channels (of equal radio frequency ) and
use an omnidirectional distribution approach. It is assumed
that the observer nodes are equipped with tamper-resistant
hardware, and that enemies cannot decode and reprogram
them [24]. However, it is also assumed that all nodes have
the same capabilities in terms of battery, memory capacity,
and processing power).

Given the mobility of sensor nodes in the network
environment, nodes must periodically send hello, routing,
data, and sustain messages (after each period ¢ or after they
arrive at a new location in the network). In fact, that is a
requirement for mobile sensor networks, so that each node
can instantly identify its neighbors, set up a security key
with them (if necessary), communicate, establish their own
routing tables, and so on. [21-24]. Observer nodes stop
sending such messages periodically, so they remain hidden,
because they are responsible for detecting malicious nodes
(i.e. Sybil nodes).

The attack model considered here is taken from other
developed models [6, 18, 24]. With regard to the
classification of the attack model in [6], our selected model
is based on direct, simultaneous, and fake or fabricated
identities. As shown in [18] and [24], an enemy can set up
a Sybil attack and disrupt network function in the two
ways presented above.

First, an enemy captures multiple normal nodes in the
network, reprograms them as malicious nodes, and spreads
them throughout the network again so that each malicious
node presents multiple Sybil identities (two or three).
Security algorithms can hardly ever identify Sybil nodes
under such conditions, and some algorithms (such as the
one proposed in [18]) may not even be able to identify any

Sybil nodes. However, it is both difficult and time
consuming for the enemy to capture, decode, reprogram,
and control several normal nodes.

In the second form of attack, the enemy captures fewer
normal nodes to be reprogrammed as malicious nodes. So,
each malicious node exhibits more Sybil identities. In the
second form, the enemy can disrupt many more routing
protocols and network operations. In the proposed
algorithm, as in [18], it is assumed that the enemy selects
the second form.

It is also assumed that malicious nodes, as normal
sensor nodes in the network environment, are mobile. Also,
it is assumed the malicious nodes are located within
network coverage. In addition, each malicious node must
send hello and route request, etc., messages for each of its
own Sybil identities after arriving at a new location in the
network (the simultaneous Sybil attack model [6]). Indeed,
this last assumption is necessary for the effectiveness of an
attack by the enemy. If a malicious node does not expose
all of its Sybil identities at the same time, it cannot disrupt
routing protocols or affect network operations (such as
voting, resource allocation, etc.).

Before introducing the proposed algorithm, it is
pertinent to define the corresponding notations, as follows:

* n: the total number of nodes in the network.

* history: a table of observer nodes in memory.

* R: the number of iterations for network traffic
monitoring by observer nodes (the number of
iterations in the first phase of the proposed algorithm).

* a: a security parameter for the proposed algorithm.

* T,: a threshold to determine which neighbors to
suspect as Sybil nodes.

* P a threshold to determine which nodes are Sybil
nodes.

* d: the average number of neighbors to a node in the
network.

* DN: the number of observer nodes in the network.

* SN: the number of normal sensor nodes in the
network.

* M: the number of malicious nodes in the network.

* S: the number of Sybil /Ds propagated by each
malicious node.

* r: the radio range of nodes.

4. The Proposed Algorithm

The main idea of the proposed algorithm is based on
three issues. First, all the Sybil nodes belong to only one
malicious hardware node; therefore, they move
simultaneously. Second, the existence of a malicious node
that launches the Sybil attack at a specific location of the
network increases node density at that point in the network.
Third, all Sybil nodes attached to a malicious node appear
equally in the neighborhood of other nodes (for example,
observer nodes).

In a network, the proposed algorithm runs only in a
limited number of nodes, called observer nodes, in a fully
independent way. It is obvious that observer nodes contain
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Fig. 1. The time line of the proposed algorithm.
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Fig. 2. The structure of the history matrix for the
observer nodes.

other algorithms, as well, to counteract other attacks. The
proposed algorithm is a very simple, lightweight one that
makes it a suitable and applicable algorithm for sensor
networks. As shown in Fig. 1, the proposed algorithm
contains two simple phases: (1) monitoring the nodes'
traffic and mobility, and (2) decision making. A detailed
explanation of the two phases is given below.

4.1 Monitoring Node Traffic and Mobility

Observer nodes regularly collect information required
for detecting possible Sybil nodes in the network and save
it in a matrix called a history. Each observer node has a
history, which can be represented in memory by the matrix
shown in Fig. 2 and which contains n rows (the total
number of nodes in the network). The field NodelD shows
the sensor node’s identity, and the field Count stores an
integer number. The initial value of Count is zero for all
entries.

Observer nodes run the first phase of the proposed
algorithm for R rounds at time intervals of ¢, as shown in
Fig. 1. In each round of the monitoring phase, each
observer node monitors its neighboring traffic for time
slice ¢t and stores the /D of current neighbors in a
temporary vector, called current neighbor. Each observer
node discovers its current neighbors from the hello, routing
request, etc., messages sent by sensor nodes. Then, if the
number of current neighbors is more than a threshold value
(T, =axd ), the observer node (suspicious of existing

Sybil nodes) increments the Count field of all current
neighbors in its Aistory by 1. Here, d is the average number
of neighbors of a node, which can be calculated with
environment area ( X' XY ), the total number of nodes (n),
and the radio range of the nodes (r), as seen in Eq. (1) [21]:

d=( X xm)—1 (1)

XXY

It should be noted that the existence of a Sybil attack in
region L in the network causes an average number of
neighbors greater than d [21]. Therefore, the security

parameter a must be greater than 1. But by increasing o,
the detection rate of Sybil nodes will decrease, because
observing nodes are less suspicious that Sybil nodes exist.
Experiment 3 deals with this problem in detail. In each run
of the monitoring phase, if the number of existing nodes in
the neighboring area of an observer node is much more
than usual (more than 7)), the observer node may consider
them Sybil nodes. A Sybil attack in the network is one of
the definite causes of unusual increases in the number of
neighbors.

At the end of each time slice #, each observer node
removes its current_neighbor vector and moves to another
location in the network. After arriving at a new location in
the network, the observer nodes launch the next run of the
monitoring phase. The observer nodes independently
repeat this process R times during the network lifetime and
record the required data in their Aistory. Then, the next
phase, decision making, will be launched.

Editor - Highlight — As explained above, if this is the
spelling used for this field name, please leave it unchanged.

4.2 Decision Making

Each observer node independently examines its history
to identify Sybil nodes, if present. The decision-making
process is simple. Each observer node scans its Aistory and
if, per each node u, the value of the field Count is >P,, the
observer node marks it as a Sybil node. P, can be
calculated with Eq. (2):

P=Rx(—xd @)

where R is the number of times the monitoring phase is run,
n is the total number of nodes in the network, and d is the
average number of neighbors for each node, which is
calculated with Eq. (1). The reason for this decision is very
clear: assuming there is a malicious node in the network,
the possibility of discovering a malicious node in a single
run of the monitoring phase, as a neighbor of an observer

node, is (

" X d), and in R runs, it equals P,.
n—

Also, since in each encounter of a malicious node with
an observer node, the number of neighbors increases to
more than the threshold (7},), and a unit will be added to
the field Count in the observer node’s history, after R runs,
the field Count corresponding to Sybil nodes will be >P,.

Choosing the number of observer nodes required in the
proposed algorithm can be a challenge. The dynamic
nature of the mobile sensor network has made it
impossible to determine the exact number of observer
nodes needed in the network. Certainly, the minimum
number of required observer nodes is just one. But, the
maximum number of required observer nodes can be
estimated in an ideal case in which all observer nodes
cover the whole network environment together. Hence, the
maximum number of required observer nodes can be
calculated with Eq. (3):

3

max(DN)= { XXY—‘

X
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5. Performance Evaluation and
Simulation Results

In this section, we first evaluate the overhead of the
proposed algorithm in terms of memory, communication,
and computation overhead. Then, we simulate our
proposed algorithm and evaluate its performance through
experiments.

5.1 Performance Evaluation

Memory Overhead: Since the proposed algorithm is
implemented only by observer nodes, it does not impose
any memory overhead on normal nodes. Each observer
node requires 27 in memory to store its history matrix. It is
assumed that each row of the hisfory matrix occupies six
bytes (four bytes for NodelD and two bytes for Count).
Therefore, the memory overhead of the proposed
algorithm follows is O(n) bytes per observer node, and is
O(DN xn) bytes, per the proposed algorithm. Memory

overhead of the base algorithm in [24] is O(DN’ xn) bytes,

where DN is the number of observer nodes.
Communication Overhead: The proposed algorithm
does not impose any communication overhead on normal
sensor nodes and observer nodes because neither one sends
a message when the algorithm is running; but, observer
nodes only use the hello messages propagated by sensor
nodes. Periodic communication of hello messages is a
requirement in mobile sensor networks. However, the
communication overhead of the base algorithm in [24]
equals (DNX(DN —1)xk) , where k is the network

diameter.

It should be noted that sending, receiving, and
processing packets are the main energy-consuming
operations in sensor networks. Sending packets consumes
much more energy than processing and receiving packets;
hence, the communication overhead determines the
amount of energy consumed by an algorithm. Since the
proposed algorithm does not impose any communication
overhead on observer nodes, it is an energy-efficient
algorithm, especially in comparison to the base algorithm
in [24].

Computation Overhead: Neither the proposed
algorithm nor the base algorithm [24], imposes
computation overhead on normal sensor nodes, but does on
observer nodes. In the proposed algorithm, during each run
of the monitoring phase, if the number of neighbors
exceeds the threshold (7},), one unit will be added to the
field Count. So, after the first phase, computation overhead
with the proposed algorithm per observer node is O(RXd) .

Yet, computation overhead of the proposed algorithm in
the decision-making phase is O(n) because all rows of the
history matrix and all rows with Count > P, have to be
marked as Sybil nodes. But, the computation overhead of

the base algorithm in [24] is O(m* X DN) (m is the average

number of distinct sets for each observer node).
Comparisons of the overhead in the proposed algorithm

and the base algorithm are in Table 1. Performance

evaluation shows that the proposed algorithm imposes low

Table 1. Performance comparison of the proposed
algorithm and the base algorithm in terms of memory,
communication, and
observer node.

computation overhead per

Algorithm Memory Communication | Computation
e overhead overhead overhead
[24] O(DN xn) O(DN xk) O(m* X DN)
Proposed
algorithm O(n) 0 ORxd +n)

computation, memory, and communication overhead on
observe nodes, and no overhead on other sensor nodes.
Therefore, the proposed algorithm is lightweight and
applicable in real environments.

5.2 Simulation Model

The proposed algorithm was implemented with the J-
SIM simulator [25], and its performance was compared
through a series of experiments with the base algorithm
[24] in terms of (1) true-detection rate, i.e. the percentage
of detected Sybil nodes, and (2) false-detection rate, i.e.
the percentage of normal nodes erroneously identified as
Sybil nodes.

The considered simulation model was adapted from the
base algorithm in [24], and therefore, it is assumed that the
network contains #n=300 sensor nodes distributed in a
100 m x 100 m area. Also, it is assumed that the enemy
has captured M=5 legitimate nodes in the network and
reprogrammed them as malicious nodes, so that each
malicious node propagates S fake identities (Sybil nodes)
after being distributed in the network.

Also, DN nodes of the network are regarded as
observer nodes. All the nodes (legitimate and malicious)
have the same radio range (=10 meters). What is more,
the random mobility model for previous research [23, 24,
26] was used for node movement. The monitoring phase of
both the proposed algorithm and the base algorithm was
run R times. In the base algorithm, T7,,,=10. Each
experiment was repeated 100 times, and the final result is
the average of these 100 times.

5.3 Experiment Results

Experiment 1: In this experiment, the effect of
parameter R on the performance of the proposed algorithm
is evaluated, and the results are compared with the base
algorithm. The considered values here are DN=5 and 10,
and a =1.6. Fig. 3 indicates the true-detection rate, and
Figs. 4 and 5 indicate the experiment results in terms of
false-detection rate.

The experiment results in Fig. 3 show that by
increasing the number of observer nodes in the network,
the true-detection rate increases in both algorithms because
more network areas are simultancously monitored by
observer nodes. Increasing the number of observer nodes
slightly increases the false-detection rate with the proposed
algorithm, whereas it reduces this metric in the base
algorithm. This is because, in the proposed algorithm,
observer nodes detect Sybil nodes in a fully independent
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way. Therefore, increasing the number of observer nodes
slightly increases its false-detection rate. But, in the base
algorithm, observer nodes cooperate and do intersect to
identify Sybil nodes, which decreases its false-detection
rate. However, as indicated in Figs. 4 and 5, after R=100,
the false-detection rate for the proposed algorithm is about
10%, which is almost 0% if we assume R>150. On the
other hand, the false-detection rate of the base algorithm,
after R=100 is almost 30%, and even after repeating the
experiment for R=600, it would be about 3%.

Also, the experiment results presented in Fig. 3 indicate
that the true-detection rate of the proposed algorithm is
always more than the base algorithm for DN=10. If DN=10
the proposed algorithm performs better than the base
algorithm at R <200 ; but at R > 200, the true-detection
rate of the proposed algorithm is reduced. By increasing
the running times of the monitoring phase, the possibility

>

Fig. 5. Effect of parameter R on the false-detection rate:
base algorithm.

that a malicious node appears at least P, times in the
neighboring environment of the observer nodes decreases,
which results in a reduced true-detection rate. Although
increasing the number of observer nodes will overcome
this, as the experiment results clearly show, when R=150,
the proposed algorithm gives favorable results, and there is
no need to repeat the monitoring phase any more (the
detection rate is about 100% and the false-detection rate is
about 0%).

The experiment results prove the performance of the
proposed algorithm is better than the base algorithm in
terms of both true-detection and false-detection rates. Also,
it is found that the proposed algorithm clearly performs
better than the base algorithm, considering the false-
detection rate. Thus, in the following experiments, no
comparison is made between the false-detection rates of
these two algorithms.

Experiment 2: The purpose of this experiment is to
examine the effect of the number of Sybil nodes (S),
propagated by every malicious node, on the true and false-
detection rates of the proposed algorithm in comparison
with the base algorithm. In this experiment, we have
DN=10, o =1.6, and the number of Sybil identities

propagated by each malicious node at S=10 and 15. Fig. 6
indicates the experiment results in terms of the true-
detection rate, and Fig. 7 indicates the experiment results
in terms of false-detection rate.

The experiment results in Fig. 6 show that by
increasing S, the true-detection rate increases with the
proposed algorithm. The more we increase the number of
Sybil nodes, S, the greater the possibility of having more
than the threshold neighbors (7},) around the observer node
(that is, of course, when there is a malicious node in the
observer node's neighborhood). Thus, by increasing the
corresponding field Count, we have the required condition
of having a Sybil node from the decision-making phase.
Also, the experiment results in Fig. 7 indicate that changes
in parameter S, can slightly affect the false-detection rate
of the proposed algorithm. But if the number of Sybil
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identities is too low (only two or three), the proposed
algorithm’s performance, like other algorithms that use
neighbor information to detect Sybil nodes, will decrease
drastically. As mentioned before, no enemy can leave
many devastating effects on a network with only a small
number of Sybil nodes.

Experiment 3: The purpose of this experiment is to
examine the effect of a on the performance of the
proposed algorithm. In this experiment, we have DN=10,
§=20, and a =1~1.8 . Fig. 8 indicates the experiment
results in terms of true-detection rate, and Fig. 9 indicates
the experiment results in terms of false-detection rate.

The experiment results show that with an increasing o,
the true-detection rate and the false-detection rate decrease
with the proposed algorithm. This is because, with an
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rate: the proposed algorithm.

increasing o , T), also increases, and the possibility of
having more neighbors than the threshold (7}) around the
observer node decreases (even if there are Sybil nodes in
the neighboring area). This leads to a decrease in the true-
detection rate under the proposed algorithm. But as Fig. 9
indicates, the amount of a significantly affects the false-
detection rate. With a decreasing o, T}, also decreases, and
this causes the number of nodes that are present in the
neighborhood of the observer nodes to be more than 7,
even under conditions where there are no Sybil nodes in
the network. The result increases the false-detection rate of
the proposed algorithm.

Experiment 4: In this experiment, the true- and false-
detection rates of the proposed algorithm, on average, are
compared with other algorithms. Table 2 shows the results
of this comparison. As shown, the proposed algorithm with
an average true-detection rate of 99%, falls below the



464 Jamshidi et al.: A Precise Algorithm for Detecting Malicious Sybil Nodes in Mobile Wireless Sensor Networks

Table 2. Performance comparison of the proposed algorithm and other algorithms in terms of average false- and

true-detection rates.

Algorithm

Description of algorithm

Average true- Average false-
detection rate detection rate

8] Uses RSSI and four tracking nodes that can listen to packets across 100% 6%
the network to estimate the location of nodes (for static networks). ? ?
[9] Uses RSSI to detect a Sybil attack, even if the Sybil nodes change 989 6%
their transmission power for each Sybil /D (for static networks). ? ?
[13] Uses RSSI and clustering to detect Sybil nodes (for static clustered 92% 2%
[14] networks). 90% 1%
[18] Uses neighboring information and discovers common neighbors to 999 50
detect Sybil nodes (for static networks). o o
23] Uses a distributed labeling mechaplsm to assign a bit label to nodes 949% 0%
based on their movement.

Uses observer nodes to count the number of sensor nodes facing

[24] observer nodes, and creates separate sets to detect Sybil nodes (for 99% 5%
mobile networks).
The proposed algorithm Uses neighbors' information and.observer nodes to detect Sybil 99% 0%
nodes (for mobile networks).

algorithm proposed in [8], but excels compared to the rest.
Moreover, the proposed algorithm and algorithm [23]
exceed the others in terms of average false-detection rate
(0%). Some Sybil-detection algorithms apply only to fixed
and non-mobile sensor networks [8, 9, 13, 14, 18]. These
algorithms are not dynamic, and make a decision only
once, so malicious nodes can be placed in a location that
cannot be detected. Even some legal nodes are randomly
placed near malicious nodes, and are thus mistakenly
detected as malicious nodes or Sybil nodes. But in mobile-
specific algorithms, such as the proposed algorithm, the
detection process can operate after a monitoring phase that
takes place in different locations and situations in the
network. Therefore, they can identify Sybil nodes more
accurately. In [8], the algorithm is based on RSSI, and its
accuracy sharply drops in noisy environments.

6. Conclusion

The current study proposed a simple and precise
algorithm using observer nodes to detect Sybil attacks in
mobile wireless sensor networks. In doing so, the
algorithm uses node movement information in the network
environment as well as network density. The proposed
algorithm contains two phases: monitoring and decision
making. In the monitoring phase, observer nodes collect
the data required to detect Sybil nodes in a decision-
making phase using the collected data. The proposed
algorithm’s overhead in memory, communication, and
processing was analyzed, and the results of the simulations
proved its lightweight nature when compared with a base
algorithm. In addition, to show the proposed algorithm’s
efficiency, it was first implemented and then its
performance was compared in a series of experiments with
the base algorithm in terms of true- and false-detection
rates, and with other existing algorithms in terms of
average true- and false-detection rates. The experiment
results proved the more-favorable performance of the

proposed algorithm.
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