Asymmetric Variable Depth Learning Automaton and
Its Application in Defending Against Selfish Mining
Attacks on Bitcoin

Ali Nikhalat-Jahromi?®, Ali Mohammad Saghiri?, Mohammad Reza Meybodi?

“Department of Computer Engineering, Amirkabir University of Technology, Tehran, Iran

Abstract

Learning Automaton (LA) theory, a branch of reinforcement learning, initially
began with the Fixed Structure Learning Automaton (FSLA) family and was later
expanded to include the Variable Structure Learning Automaton (VSLA) family.
Tuning the depth of FSLA in complex environments has long been a challeng-
ing task, significantly limiting the ability to effectively navigate the exploration-
exploitation dilemma. No solution has been found for this open problem yet. This
study addresses this issue by introducing a novel hybrid learning automaton model
called Asymmetric Variable Depth Hybrid LA (AVDHLA). The AVDHLA model
intelligently learns the depth of fixed structure LA in an autonomous manner by
combining Lgy x from FSLA class and Variable Action Set LA (VASLA) from
VSLA class. Computer simulations are conducted to validate the proposed model
in diverse environments, including both stationary and non-stationary (Markovian
switching and State-dependent) scenarios. Performance evaluation is based on
predefined metrics, such as total number of rewards (TNR) and action switching
(TNAS). Statistical tests indicate that across both stationary and non-stationary
environments, AVDHLA consistently outperforms Lgy g in terms of TNR and
TNAS across the majority of experiments. Moreover, the AVDHLA model is ap-
plied in two key applications. Firstly, it is used to defend against the selfish mining
attack in Bitcoin and is compared with the well-known tie-breaking mechanism.
Simulation results consistently demonstrate that our proposed method increases
the threshold for successful selfish mining attacks from 25% to 40%. Secondly,
the AVDHLA model has been applied to develop a novel learning automaton-
based recommendation system. The results demonstrate the superiority of the
proposed method in terms of the Click-Through Rate (CTR) and Precision com-
pared to previous approaches.
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1. Introduction

A learning automaton (LA) is a self-adaptive reinforcement learning [11, 2} |3,
4,15, 16, 7, 18] model that enhances its performance through continuous interaction
with a random environment. It learns to select the optimal action based on the
feedback (response) which can be favorable or unfavorable it receives from the
environment [9].

The inception of learning automaton can be traced back to Tsetlin’s pioneering
work [[10], which introduced both deterministic and stochastic automata operating
within random environments. Tsetlin’s automaton represents the first model of
learning automata. Over the past decade, learning automata have found diverse
applications in various fields. These include: 1) Pattern Recognition: Conver-
gence of Tsetlin machine for XOR, identity, and not operators [11,12]; 2) Neural
Networks: Convolutional Regression, similarity between perceptrons and Tsetlin,
and deep neural networks [[13} 14,15, [16]; 3) NLP: Pattern recognition tasks using
propositional logic and semantic representation of words [[17, [18]; 4) Optimiza-
tion Problems: Particle swarm and multilevel optimization [19, 20, 21, 22]; 5)
Graph Theory: Partitioning problem [23] 24]; 6) Computer Networks: Cognitive
radio, load balancing, and wireless networks [25, 126, 27]; 7) Social networks :
Influence maximization [28] 8) Multi-agent Systems [29, 30, 31]].

Our study focuses on two fundamental categories of learning automata, namely
Fixed Structure Learning Automaton (FSLA) and Variable Structure Learning Au-
tomaton (VSLA) [[10}32,133,134]. FSLA belongs to the category of state machines,
while VSLA involves the selection of actions from a finite set. VSLA updates its
strategy based on a probability vector. For this research, we specifically chose
Lgn x as a representative of the fixed structure group, along with a specialized
type of VSLA. This particular VSLA exhibits a dynamic set of available actions
at each instance, where only a subset of actions is accessible. Termed Variable
Action Set Learning Automaton (VASLA) [35], this type of LA serves as a key
component in our novel LA framework.

Lgn k learning automata are generally used in online learning decision-making
contexts, making offline depth adjustments impractical [[10, 36]. Consequently,
an online mechanism is crucial for adapting the depth of Lxy x based on specific



problem requirements. This allows for incremental, decremental, or unchanged
depth adjustments for each action. Such a mechanism will enable Lgy k to ef-
ficiently explore and exploit the environment [37, 138, 39]. Lower depth values
can lead to more exploration and frequent action switching, potentially incurring
higher costs. In contrast, higher depth values may hinder effective action modi-
fication, increasing exploitation of sub-optimal actions and reducing the learning
automaton’s efficacy. Thus, it is essential to adaptively adjust the depth of each
action in Lgy g to optimize its performance [10].

Furthermore, from the perspective of Automated Machine Learning (AutoML)
(40, 41, 142], Lgn k lacks internal mechanisms or tools to determine whether the
selected depth for each action is appropriate or requires adjustment based on envi-
ronmental conditions [10, 36, 43]]. Therefore, an equal number of learning agents
as the number of actions in Lgy x should be integrated with it. These auxiliary
agents can aid Ly x in modifying the depth of each action based on rewards
received from the environment.

Given the exploration-exploitation dilemma and the principles of AutoML,
selecting an appropriate depth for Lxy g remains a significant challenge without
current solutions. Our study introduces a novel solution to this critical problem.
We propose the Asymmetric Variable Depth Hybrid LA (AVDHLA), a hybrid
learning model that combines fixed structure and variable action set learning au-
tomata. AVDHLA effectively tackles the trade-off between explore and exploit
by learning the appropriate depth, thus providing a solution to this issue.

This work presents several key contributions compared to existing literature:

1. We pinpoint a crucial parameter, denoted as N, which serves as the depth
parameter within Lgy x. This parameter presents a challenge in effectively
balancing the exploration and exploitation capabilities of Lgy k.

2. We introduce a novel class of Lgy x that possesses the ability to learn its
depth in a fully self-adaptive manner. The proposed model determines the
appropriate depth by utilizing VASLA to learn from the performance of
Lgn k at various depths. Actually, each action’s depth is controlled asym-
metrically by its dedicated VASLA.

3. We complement our results with extensive computer simulations to evalu-
ate the performance of the proposed learning model in both stationary and
non-stationary environments, considering the total number of rewards and
action switching. The results demonstrate the efficiency and improvement
compared to FSLA and VSLA.



4. We examine the effectiveness of the learning model in a trendy practical ap-
plication: Bitcoin [44], a decentralized cryptocurrency. The main drawback
of the Bitcoin consensus mechanism is that a type of attack named selfish
mining might threaten its decentralization and fairness capabilities. This
study uses AVDHLA to defend against the selfish mining attack [45, 46].
Then, we compare our defense mechanism with the well-known defense
called tie-breaking. Additionally, the results are compared with the defense
mechanism that uses Lxy g . Analysis of the results shows the superiority
of the proposed model in practical applications.

5. We showcase the practical versatility of AVDHLA through the development
of an innovative recommendation system that leverages its adaptive learning
capabilities. This approach dynamically optimizes decision-making, lead-
ing to substantial improvements in key performance metrics such as CTR
and Precision.

The remaining sections of this paper are organized as follows: Section 2] re-
views previous works in this field. Section [3] provides the necessary background
on learning automaton concepts. Section {] formally states the problem. Section
5] elaborates on the proposed learning automaton. Section [ presents the exper-
imental results. Section [/| examines the application of the proposed model in
blockchain security. Section (8| explores its application in recommendation sys-
tems. Section [J] discusses the strengths and weaknesses of the proposed model.
Finally, Section[10] concludes the paper.

2. Related Work

Reinforcement learning, a pivotal paradigm in machine learning, can be cate-
gorized into two main types [1]]: model-based [47, 48] and model-free [49, 50, 51]
approaches (Fig[I). In model-based RL, agents construct an internal model of the
environment to plan and optimize actions. In contrast, model-free RL involves
agents learning directly from interactions with the environment, refining actions
through trial and error. The choice between these approaches depends on task
characteristics, with model-based methods suited for environments where a reli-
able model is available, and model-free methods excelling in complex and uncer-
tain environments. In this paper, we chose learning automaton from model-free
category.

The first class of the learning automaton family is fixed structure. The do-
main of fixed structure learning automaton [52} 53] is expansive, encompass-
ing various branches such as Lgy g (Tsetlin) [36, 54, I55]], Krinsky [56, 57], and
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Figure 1: The taxonomy of reinforcement learning algorithms based on the model

Krylov [58]]. Each learning automaton is dedicated to specific decision-making
paradigms, aligning with diverse cognitive abilities observed in human behavior.
While the Ly g incorporates reward and penalties, other models explore cogni-
tive aspects such as impulsivity and greed. Recognizing the significance of the
Lgn x within the learning automaton family and the limited attention it has re-
ceived, we directed our focus toward this specific type.

The Lgny g [59]] stands as a pioneering milestone in the domain of model-free
reinforcement learning, representing a groundbreaking approach inspired by hu-
man cognitive processes. Originally rooted in psychology, this automaton encap-
sulates the intricate nature of human decision-making and calculation. Over its
illustrious half-century existence, the Lgy g automaton [36,60] has demonstrated
its versatility and applicability across a wide spectrum of fields [10]. Notably, its
recent integration with Neural Networks [61}, 154, 155, [17, 162}, 63| 164, 43| 165, 18]
has gathered remarkable attention from researchers, propelling it to new heights
of popularity in cutting-edge Al research.

Despite the Ly g’s effectiveness in stochastic environments, where quick
trial-and-error solutions are essential, it encounters two fundamental challenges
that impact its performance across various applications [[10]: (1) The clockwise
policy for selecting the next action; (2) The fixed depth value.

Variable Structure Learning Automaton [[10], belonging to the second class of
learning automata, exhibits various types, with VSLA and VASLA being the most
significant branches. In VSLA, interaction with the surrounding environment up-
dates a probability vector. VASLA is similar to VSLA in its use of a probability
vector. However, in certain situations, not all actions are available. Consequently,
VASLA selects the next action based on the set of actions available at each stage.



It is noteworthy that both VSLA and VASLA have a wide range of applica-
tions, including: 1) Social Networks [66, 67]; 2) Fog Computing [68, 69]; 3)
Recommender Systems [70]; 4) Computer Networks [71, [72]]; 5) Optimizations
[29, 73} [74]

Gholami et al. [75] introduced a significant modification to Lxy x [75] by
combining the fixed structure and variable structure families, thereby establishing
the third class and the state-of-the-art family of learning automata. This alteration
specifically targeted the clockwise policy for selecting the next action.

Nevertheless, the challenge of dynamically adapting depths of each action re-
mains unresolved, limiting the balance between exploration and exploitation. To
address this gap, our paper introduces a novel technique, expounded upon in the
following sections, aimed at effectively addressing the issue of learning appropri-
ate depth.

3. Preliminaries

A learning automaton [10, 32]] constitutes a model-free approach to reinforce-
ment learning, engaging with an environment to acquire knowledge. In each time
step, denoted as ¢, the learner makes a selection of an action, denoted as a(t),
from the available action set o = {0y, 0, ..., & }. Subsequently, the environment
evaluates the chosen action, emitting a reinforcement signal denoted as () from
the set B = {Bi, B, ..., Bn }. This process is illustrated in Fig]2]

Learning Automaton

\ 4

Environment -—

Figure 2: The interaction of LA and the surrounding environment
In the rest of this section, we will go deeper into an in-depth introduction
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of FSLA, VSLA, and VASLA, which stand as key members within the learning
automaton family.

3.1. Fixed Structure Learning Automaton (FSLA)

Fixed structure learning automaton [10,32]] has a wide variety such as Tsetlin,
Gon 2, Ponomarev, Krylov, and so on. Since the Lgy x learning automaton is the
most famous form of the fixed structure family, we concentrate on it in our study.
The first part of this subsection is dedicated to Ly >, which is a two-state Lgy k.
Afterward, Lyy » is expanded to obtain Lxy x as a general form of this family.

L, > or two-state learning automaton is the simplest form of the Lgy x family
with @1, ¢, states, and o;, ®; actions. The reinforcement signal of the environ-
ment comes from {0, 1} set. The learning automaton will stay in the same state
if the corresponding response is favorable (8 = 1). On the other hand, if the cor-
responding response is not favorable (8 = 0), the state of the learning automaton
will switch. Fig[3|depicts the structure of L .

Figure 3: The L » learning automaton

Since the depth of L, > equals 1, there is an action switching upon receiving
an unfavorable response. To tackle this problem, the number of states increases
from 1 to N for each action. These changes in states will convert Ly > to Loy .
Loy has 2 x N states and 2 actions. Such an automaton can incorporate the
system’s past behavior in its decision rule for choosing an appropriate action. In
contrast with L, >, which switches from one action to the other action on receiving
an unfavorable response, Loy, preserves the number of successes and failures
received for each action. When the number of failures goes beyond the number
of successes by one, the automaton will switch to the other action. Ly > learning
automaton with N = 2 is shown in Fig4]
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Figure 4: The L)y » learning automaton with N =2

Till now, what has been described is an automaton with only two actions.
However, this idea can be generalized to cases where the automaton can perform
K actions. The major difference between a learning automaton with K actions and
a learning automaton with two actions relates to switching from one action to the
next. This learning automaton is called Lgy k. In the following paragraph, this
learning automaton is explained comprehensively.

The Lk k has K actions 1, @, . .., 0k and KN states @1 1),9(1,2),---, D1,n)
.-+, 9k n)- Each state consists of an ordered pair (i,j)) 0 <i<K,1<j<N).i
indicates the action number, and j shows the state number. If the automaton is in
a state @(; ;, it performs the action ¢;. By receiving an unfavorable response, the
state changes as follows:

O j) = P jry (1<J<N-=T) 0
Pij) — Pir1,y) (J=N)

Furthermore, if the automaton receives a favorable response, the state will
change as follows:
i) = 9ij-n (2<J<N) o
¢(i,1) — ¢(,’71) ow

Choosing the next action in this automaton is in a clockwise manner (¢; ;) —
@i11,j))- The state transition graph of the Lgy x with K =4 and N = 2 is shown
in Figl5

For example, in Figl5] the learning automaton starts in state ¢ 7). Upon
receiving a favorable response (3 = 1), the learning automaton moves towards



depth, so the state @ 5 transitions to ¢ j). If the learning automaton receives
an unfavorable response (3 = 0), it should switch its action to state ¢(2,2)- Choos-
ing the next action is done in a clockwise manner, so the learning automaton will
choose action .

Clockwise

Figure 5: The Ly g learning automaton with K =4 and N =2

3.2. Variable Structure Learning Automaton (VSLA)

More advanced models can offer additional flexibility, considering stochastic
systems in which the state transitions or action probabilities are updated at every
instance using a reinforcement scheme. Such a learning automaton is called a
variable structure 32].

Variable structure can be defined mathematically by a quadruple < o, B, P, T >,
where oo = {0, p, ..., 0} denotes the finite action set from which the learning
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automaton can select the intended action, 8 = {1, B2, ..., Bx} denotes the set of
inputs (reinforcement signals) to the learning automaton, P = {p1, p,..., p,} de-
notes the action probability vector, such that p; is the probability of choosing
the a; action, and T denotes the learning algorithm that is used to update the
action probability vector in terms of the environment’s response at time ¢, i.e.,
plt+1) = Tla(t), B (1), p(1)].

The VSLA performs its chosen action on the environment at time #. The proba-
bility vector contained within the learning automaton will be updated by receiving
the response. If the chosen action is rewarded by the environment (f = 1):

i(t)+M(L—pji(r) ifj=i
(1=21)pj(1) Vj#i
Vice versa, if the chosen action is punished by the environment ( = 0):
(1= 2)p;(1) if)= i
pjt+1) = . “4)
! {,’L—21+<1—Az)p,-<r> V)i

In the above equations (3] [)), r is the number of actions that can be chosen
by the automaton. A; and A, indicate the reward and penalty parameters that
determine the amount of increase and decrease of the action probabilities.

A1 and A, can have different values. Based on these values, the updating
schema can be categorized as follows:

* Lg_p: This updating scheme, which is called "’linear reward-penalty,” comes
from the equality of the reward and penalty parameters (A4; = A,). When
both are the same, the probability vector of the learning automaton increases
or decreases with a monotonic rate.

* Lr_¢p: This updating scheme, which is called "linear reward-€ penalty,”
leads to a much greater value of the reward parameter in relation to the
penalty parameter (4] >> A,).

o Lg_;: When there is no penalty in an updating scheme (0 < A; < 1,4, =0),
this updating scheme is called "linear reward-Inaction.” The probability
vector of the learning automaton will not change upon receiving an unfa-
vorable response from the environment.

* Lp_j: If the conducted probability vector in the learning automaton doesn’t
change by receiving the favorable action, this updating scheme is called
linear penalty-Inaction” (A} = 0,0 < A, < 1).
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* Pure Chance: An updating scheme in which there is no penalty and reward
parameter (A; = A, = 0) is called ”Pure Chance.” In this updating scheme,
the probability vector of the automaton will not change in any conditions.

3.3. Variable Action Set Learning Automaton (VASLA)

Under some circumstances, the number of available actions of the learning
automaton varies at each instant. To overcome this constraint, a subset of the vari-
able structure learning automaton called the variable action set learning automaton
[35]] is defined. Like the variable structure, this automaton can be formulated by a
quadruple < o, 3, P, T >, where « is the finite action set,  indicates a set of input
to the learning automaton (reinforcement signal), P denotes the action probability
vector, and 7 is the learning algorithm.

Such a learning automaton has a finite set of r actions denoting { ¢}, 0, ..., & }.
At each stage t, the action subset & C « is available for the learning automaton to
choose from. Both action selection and updating the action probability vector in
this learning automaton are described below.

Let K(t) = Yo,ca() Pi(t) present the sum of probabilities of the available ac-
tions in subset &. Before choosing an action, the available action probability
vector is scaled using the following equation:

A

A =R v )

The crucial factor affecting the performance of the variable action set learning
automaton is the learning algorithm for updating the action probabilities. Let o;
be the action chosen at instant ¢ as a sample realization from distribution p(z).
Let A; and A, be the reward and penalty parameters, and r denotes the number of
available actions. If the learning automaton chooses its intended action (i = j),
the probability vector will update using the following equation:

pi(t+1) = pi(t) + L B(1—pi(t)) — 2a(1 - B)pi(t) (6)

Conversely, the probability vector for the other actions (i # j) that are not
chosen will update due to the next equation:

1

pilt+1) = pi(t) = MBps) + 221 =B —ps(0)] (D
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4. Problem Formulation

In the classical Lgy x with K actions, each action i has N states denoted as
D) 9i2)s - Ny (@) 1s the last state or depth state, and ¢y, ) is the first
state or edge state). At time step 7, the automaton selects action i based on the
state (1)(,-7 J) (1 <i<Kand1 < j<N). The environment responds to the automaton
at time step ¢ + 1. If the automaton is rewarded, ¢y, ;) will transition to @; ;_1),
except for ¢; j—1), which is a depth state. Conversely, if the environment penalizes
the automaton, ¢; ;) will transition to @; ;, 1), except for the edge state @; ;).
In such a situation, the automaton will change its action to i 4+ 1 based on the
clock-wise policy, and the next state will be @1 j—p)-

This model faces two critical challenges. Firstly, when the automaton intends
to switch its action on the edge state @; ;_yy, it adheres to a clockwise policy
for selecting the next action. Secondly, the depth N remains fixed. However,
this assumption is inaccurate, especially in a non-stationary environment where
the automaton may operate. To address these issues, we propose leveraging the
capabilities of other automata to assist Lgy g in making decisions for both the
next action and its depth.

To address the clockwise policy challenge, Gholami et al. [75] employed a
VSLA as a decision-maker to determine the next action. In their approach, when
the system 1s in the state ¢; ;_y) and Lxn g receives a penalty, the VSLA activates
to select the action i + 1 based on its historical experiences. This collaboration
between VASLA and the Lxy  effectively resolves the clockwise policy issue in
Lgn k.

To address the unsolved fixed-depth challenge, we propose the AVDHLA

method. In this novel automaton, we employ K VASLA entities, denoted as
VASLA,VASLA,,
..., VASLAk to dynamically control the depth of each action. When an automa-
ton performs action i, the corresponding VASLA; observes the number of transi-
tions to the depth state ¢; ;—1). When the automaton is on the edge state @; ;—y)
and intends to switch its action to i+ 1, VASLA; selects an action from the set
{'Grow') Stop',/ Shrink’}. Opting for the *Grow’ action increases the number
of states for the i’ action, resulting in Dii2)s -+ OiN)s Pins1)- Conversely, se-
lecting the *Shrink” action decreases the number of states, leading to ¢ 1), ...,
®iN-2),9in-1)- Choosing the "Stop” action leaves the state unchanged. Over
an extended duration, this collaborative interaction between VASLAs and Lgy x
ensures the appropriate depth selection for each action.
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5. Proposed Algorithm : AVDHLA

In this section, a novel hybrid learning automaton will be introduced compre-
hensively. This new model of the automaton is called the ”Asymmetric Variable
Depth Hybrid Learning Automaton” and is abbreviated as ’AVDHLA”. AVDHLA
consists of the Lxy x model of the fixed structure learning automaton and some
variable action set learning automata. The distinctive feature of the proposed
method lies in its approach to determining depth. Notably, there is no initial need
to predefine the depth. Instead, the novel learning model autonomously estab-
lishes the appropriate depth based on the characteristics of the given environment.
The next subsections will discuss the main algorithm, input parameters, and major
units architecture. An illustrative example of the proposed model is provided in

section To have a better understanding of the proposed model, an
architecture is depicted in Figl6]

5.1. AVDHLA’s Learning Algorithm

AVDHLA, or Aymmetric Variable Depth Hybrid Learning Automaton, is the
synthesis of two primary learning automaton models: 1- The fixed structure learn-
ing automaton which is used as the base learning model to interact with the outer
environment, and 2- A number of variable action set learning automata. The num-
ber of VASLASs depends on the number of allowed actions.

The fixed structure learning automaton will perform exactly the same as what
is described in section[3.1] Changes of states by receiving the reinforcement signal
from the outside environment in this automaton follow Equation][l] (for unfavor-
able response) and Equation.7 (for favorable response).

To be more specific about the environment, we considered the P-model for
modeling the outer environment of the proposed automaton in which the automa-
ton may receive the reinforcement signal from the finite set of O or 1.

In the proposed automaton, consider the fixed structure learning automaton
approaches the edge state. The next punishment causes the FSLA to change the
action. The conducted VASLA in the unfavorable action will activate to select the
new depth for itself. This way of selecting helps the action to have a proper depth
for the next times without affecting other action depth.

Choosing the new depth relies on the action-selection of the conducted vari-
able action set in the i’ action among the predefined options:

1. Grow: If the VASLA; chooses this action, the depth of i'" action in FSLA
will increase by one symmetrically.

13
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Figure 6: The architecture of AVDHLA

2. Shrink: If the VASLA, chooses this action, the depth of i’ action in FSLA
will decrease by one symmetrically.

3. Stop: If the VASLA; chooses this action, the depth of i/ action in FSLA
will remain the same as before.

Another point about the conducted VASLAs is the initial probability vector.
Since there is no previous learning and there exist three actions, so each item in
the probability vector is % equally. In this situation, the VASLA chooses its action
totally random. The next instances help the automaton to improve itself to set the
proper depth.
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Table 1: Table of Notations

Notation Description
K The number of allowed actions
N; The initial depth of i action
M The reward rate of inner VASLASs
A The penalty rate of inner VASLAs
;) The ;" state of i’ action
o The performing action of AVDHLA within the surrounding environment
B The values of the reinforcement signal from the surrounding environment
Ay, The chosen action of i/ VASLA
B, The received response of i"” VASLA by preforming action A,,

5.2. AVDHLA'’s Input Parameters

The proposed model as a black box can be created with the constructor
AVDHLA(K,Ny,...,N;,...,Nk,A1,A2). To make it simpler, it can be formulated as
AVDHLA(K,N, A, 7).

The constructor is composed of these parameters: K is the number of allowed
actions, N is the initial depth, A is the reward parameter, and A; is the penalty
parameter. It should be mentioned that if the extended constructor is used, N;
denotes the initial depth for the action number i (1 <i < K). Additionally, a
table of notations (Table[I)) has been included to simplify the comprehension of
parameters.

5.3. AVDHLA’s Units Architecture

As we can see in the architecture shown in Fig[f] three major units construct
the proposed model:

* FSLA: This unit implements the skeleton of the proposed learning automa-
ton. This skeleton is based on Lgy k. Input parameters of the FSLA are:
K, which denotes the number of actions, and N, which denotes the initial
depth. In addition to two common predefined functions of FSLA, namely
action_selection (for selecting the next action) and update(f) (for updating
the reinforcement signal), three new functions are defined in this study:

1. is_depth_transition: This function examines the state transition to the
depth of the automaton. If the automaton gets a reward and the next

15



transition is the depth transition, this function returns true; otherwise,
it will return false.

2. is_action_switching: This function investigates the action switching.
If the automaton penalizes from the outer environment and wants to
change its action, this function returns true; otherwise, it will return
false.

3. update_depth(new_depth_length): This function can update the depth
of all actions in FSLA.

» VASLA;: This unit implements a variable action set learning automaton for
the i* action. This automaton has three actions (Grow’, ’Shrink’, and
’Stop’) for updating the depth of the i*” action. Each time the i/ automaton
is activated, it performs action A,,, and Bv; will be the received response. It
is equipped with action_selection and update(Pv;) functions. In the archi-
tecture of Figl6| K of these automata are shown (1 <i < K).

* Fusion Manager: This unit handles the connection of FSLA and VASLAs.
As a matter of fact, this unit executes action_selection and update(f3) func-
tions whenever they are needed.

5.3.1. Action-Selection Process

To manage the action-selection process of the FSLA and the corresponding
VASLA of each FSLA’s action together, a new function should be defined. Al-
gorithm shows this function. Two vectors are defined: one for the VASLA, in
which the status of each VASLA is maintained, and another for the depth vector,
in which the depth of each FSLA’s action is shown at any moment.

In the action_selection function of i VASLA, one of two situations can occur:

1. If the automaton stays in the outer state and receives a penalty, the
action_switching function will return a True value. In this condition, the
proposed automaton should decide on the next depth of i action from one
of these options: *Grow’, ’Shrink’, and ’Stop’. Now, the automaton is re-
sponsible for its action-selection, so the chosen depth should remain the
same until the next change in action.

2. Otherwise, if the automaton is not in the outer state, VASLA; is dormant. In
this case, FSLA is responsible for choosing the next action.
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Algorithm 1 action_selection()

Notation: FSLA denotes a fixed structure learning automaton with Lxy ,
VASLA; denotes the i'" variable action set learning automaton in the VASLA
vector with 3 actions ('Grow’, 'Shrink’,’Stop’),

N; denotes the depth of FSLA’s i'" action in the depth vector,
L denotes the last action made by FSLA,
V; denotes the last action made by the i VASLA

1: Begin

2:  if FSLA.is_action_switching() = True: then

3: if N;=1: then

4: V1, = VASLA[ .action_selection([’Grow’, ’Stop’])

5: else

6: V1 = VASLA] .action_selection([’Grow’,”Stop’,” Shrink’])
7: end if

8: switch (V)

9: case *Grow’:
10: N, =Ny +1

—_
N =

FSLA.update_structure(L., Nz)

case “Shrink’:
13: Ny =Ny -1
14: FSLA .update_structure(L., Ny )
15: case ’Stop’:
16: /*Do nothing about structure*/
17: end switch
18: L = FSLA.action_selection()
19: return L
20:  else
21: L = FSLA .action_selection()
22: return L
23:  end if
24: End

5.3.2. Updating Process

Each activated VASLA should update its probability vector upon action-selection,
and when the FSLA decides to change its action, the probability vector should also
be updated. The updating process is performed through Algorithm[2]

In the Algorithm 2] the notation f3 is used for the received reinforcement signal
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from the environment. B = 0 denotes an unfavorable action, while B = 1 denotes
a favorable action. In addition to the 8 notation, there are new variables defined:

1. depth_counter: If the automaton is rewarded for taking an action, this vari-
able will count the number of transitions to the depth state (state with the
lowest number). Furthermore, it will reset if the automaton changes its ac-
tion.

2. transition_counter: This variable will count the number of transitions in
one action. If the action changes, it will reset.

3. Bvi: When the automaton wants to change its action, this variable will be
used to update the probability vector of the conducted VASLA;(related to
the ' action). The following equation shows how to calculate it.

Algorithm 2 update(f3)

Notation: FSLA denotes a fixed structure learning automaton with Lgy g,
VASLA; denotes the i'" variable action set learning automaton in the VASLA
vector with 3 actions ('Grow’, 'Shrink’,'Stop’),

L denotes the last action made by FSLA,

depth_counter; denotes counter for counting depth transition of the i*action,
transition_counter; denotes counter for counting transitions of the i action,
B,; denotes the reinforcement signal of the i’ VASLA

1: Begin
2: if B =1: then
3: if FSLA.is_depth_transition() = True: then
4: depth_counter; = depth_countery, + 1
5: end if
6: FSLA.update(1)
7: transition_counter;, = transition_counter;, + 1
8: elseif B =0: then
9: if FSLA.is_action_switching() = True: then
10: By, = depth_counter;/transition_countery,
11: VASLA[ .update(f,, )
12: depth_counter;, =0
13: transition_counter; = 1
14: end if
15: FSLA.update(0)
16:  end if
17: End
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depth_counter;

Bvi = (8)

transition_counter;

Based on the defined variables, Algorithm[2] works as follows:

» If AVDHLA is rewarded (8 = 1), one of these two occurrences may happen
whether there is a depth transition or not:

— If the depth transition happens (FSLA may reaches the depth state or
stay in it), depth_counter and transition_counter variables will increase
by one.

— Otherwise, the depth transition does not occur, therefore FSLA just
receives the reward and goes to the inner state. transition_counter vari-
able increases due to performing an action, and depth_counter variable
does not alter. As a result, the probability of being in depth will de-
crease, and the conducted VASLA is prone to be penalized.

* Orelse, AVDHLA is penalized (8 = 0). This causes the FSLA to be penal-
ized as well. In this situation, FSLA moves toward the outer state. transi-
tion_counter increases, and depth_counter stays the same as before. Conse-
quently, the probability of being in depth decreases, and the corresponding
VASLA may be penalized.

6. Evaluation

This section is designed for the evaluation of the AVDHLA. To evaluate the
correctness and efficiency of the proposed learning automaton, we first introduce
the environments. Then, metrics for the evaluation are presented. Finally, var-
ious experiments have been designed to assess the new learning automaton and
compare it with other kinds of learning automata.

6.1. Environment

The outer environment can be formulated as a triple < o, 8,C > in which [10]:

l. a={oy,0,...,0,} denotes a finite set of the inputs.
2. B ={Bi1,B:} denotes a binary set of the outputs. For mathematical conve-
nience, 1 and 3, are chosen to be 0 and 1 respectively.

19



3. C ={cy,cp,...,cr} denotes the penalty probability in which the element c;
may characterize the environment. ¢; maps to the action ;.

The input ¢ is applied to the environment at the discrete time #. The output
B(t) of the environment can be one of the following:

* B(t) = 1: The environment responds positively to the applied action and as
a result, the automaton receives a reward.

* B(¢) = 0: The environment responds negatively to the applied action and
consequently, the automaton will be punished.

By the above definitions, the negative response from the environment can be
summarized in the following mathematical equation:

Pr(B(t) =0|a(t) = o) = ci(i=1,2,...,r) 9)
Meanwhile, the positive response can be shown as the following equation:
Pr(B(t) =1a(t) =a) =1—ci(i=1,2,...,r) (10)

From an operational standpoint [10], the environment can be categorized as
stationary or non-stationary. Furthermore, non-stationary environments can be
divided into Markovian switching and State-dependent environments.

6.1.1. Stationary Environment

Referring to the previous explanations in the above section, c; denotes the
penalty probability at time ¢. If this probability does not change over time, the
environment can be considered to be a stationary environment [[10, |32].

6.1.2. Non-Stationary Environment

Contrary to the stationary environment, whenever ¢; varies over time, the en-
vironment is non-stationary [[10].

If a learning automaton with a fixed strategy is used in such an environment, it
may becomes useless or perform with a lot of penalties. To tackle this problem, the
automaton should have enough flexibility to track the changes in the environment.

Looking closely at non-stationary environments may leads us to the conclusion
that ¢;(¢) may be constant over an interval [¢,# + T — 1], and switch to a new value
attimer+ 7.

Explicitly, each penalty set can map to a new environment E; € {E}, E»,...,E;}.
This mapping leads us to the result that learning in a time-varying environment
corresponds to learning in multiple random environments.
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MSE. MSE or Markovian Switching Environment is an environment where each
E; (1 <i < d) environment is itself a state of a Markov chain. If the chain is
ergodic, an automaton that is connected to such an environment will be in each of
the component environments with a fixed probability corresponding to the asymp-
totic probability distribution of the ergodic chain [[10} 32]].

State-Dependent Environment. If the environment E; (1 <i < d) has a finite num-
ber of sub-environments, and the state of each environment alters with the stage
number ¢, such a composite environment is referred to as a State-Dependent Envi-
ronment (|10, [32]].

In this environment, changes of the states may rely on the ¢ stage explicitly
or implicitly. Generally, this kind of environment is described by the c; penalty
probabilities.

State-dependent environments have three well-known models (A, B, C). In
this study, B and C models are ignored. Hence, model A is explained in detail.

In the A model of such an environment, if the automaton performs action ¢;
in the ™" stage, two events will occur:

1. The c; probability of the ¢ action will increase.
2. The c¢; probability of the other actions (j # i) decreases.

These occurrences imply that the performed action becomes worse for the next
stages, while other actions improve with time.
From a mathematical standpoint, this environment is described by the follow-
ing equations:
ci(t) =ci(t) + &(1) j=i (1
cj(t) =cj(t) —w;(t) J#i
In the above equation, {;(¢) and y;(¢) (i, j = 1,2,...,r) are both non-negative
functions of the 1" stage. Generally, {;(¢) and y;(¢) might be function of ¢;(t).
To make the model simpler, ;(¢) is considered to be a constant value without
any dependencies on the time 7. The following equation is used for §;(¢):

Gi ci(t) +Gi(r) <1
ilt) = 12

Gilt) {l—c,-(t) ow (12)
And y;(z) is also considered to be constant. The relationship between y;(¢) and

time ¢ is ignored. The simplified equation is presented below:
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6.2. Metrics

Metrics for the evaluation of the proposed learning automaton are introduced
here. These metrics will be applied to show the efficiency and performance of the
AVDHLA in the designed experiments presented in various environments.

In the following items, these metrics are defined [10, 32, [75]:

* Total Number of Rewards (TNR): This evaluation metric shows the total
number of rewards that the automaton has received from the environment
(B = 1). In the " iteration, if the automaton receives positive feedback
from the environment, TNR will be increased by 1. Generally, higher val-
ues of TNR indicate better performance of the learning automaton. The
cumulative relation of TNR is shown in the following equation [[75]:

TNR; =) B; (14)

J<i

* Total Number of Action Switching (TNAS): This metric is used to count
how many times the automaton should change the chosen action in an envi-
ronment. This metric is so important because some learning automata cost

a lot for changing the action. As a matter of fact, TNAS; shows the aggrega-

tion of the action switching of the automaton at the i’ stage. The equation
for TNAS; is presented as follows [75]]:

TNAS; =) s, (15)

J<i
We should remark that the lower number of TNAS is better for the automa-

ton.

* Probability of Choosing the Favorable Action (P(;)): If the automaton
has a situation in which it can choose between more than one action, and
one of them is favorable, the probability of choosing the favorable action
should be considered as an evaluation metric [75]].

22



This parameter equals the total number of times that ¢; is chosen divided
by the total number of times that other actions have been chosen.

_ Numberof timesthat Q;is chosen

P(ay) (16)

 Total number of action selection
The higher values for P(c;) show that the automaton is moving toward the
best possible action. Hence, this parameter has an important role in the
experiments.

6.3. Experimental Results

We designed numerous experiments to test the proposed automaton in all pos-
sible aspects. These experiments were conducted in various environments which
were introduced in section [6.1]

For the first time in the literature, an automaton was tested in the Markovian
switching and State-dependent environments. This novel approach will help re-
searchers to see the strengths and weaknesses of the learning automaton in such
environments.

Since three kinds of environments had been introduced, three major categories
of experiments were designed. These categories are:

1. Experimentl (Ex1): The main goal of this experiment is to evaluate the
proposed automaton in an environment with fixed penalty probability (c;).

2. Experiment2 (Ex2): This category of experiments is dedicated to testing
the proposed automaton in the Markovian switching environments with dif-
ferent properties for each environment.

3. Experiment3 (Ex3): In this category of experiments, the proposed automa-
ton is assessed in different kinds of state-dependent environments.

To conduct the aforementioned experiments, we developed a Python program
to simulate each of the environments:

* In stationary environments, a random function generates a number accord-
ing to the Uniform distribution. Subsequently, each action performed by
the automaton undergoes evaluation based on a predefined threshold in the
experiments. If the generated number is below the threshold, indicating an
inappropriate action, the automaton is subjected to a penalty; conversely, if
the number exceeds the threshold, signifying a suitable action, the automa-
ton receives a reward.
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* In Markovian environments, the designed setting comprises multiple sta-
tionary environments, each corresponding to a distinct state defined within
the system. Transitions between states trigger changes in the environment,
effectively influencing the dynamics of the Markovian system.

* In State-dependent environments, the reward and penalty thresholds for the
environment dynamically change based on the chosen actions of the au-
tomaton. While the implementation of these environments resembles that
of stationary environments, the key distinction lies in the adaptive nature of
the threshold, which undergoes alterations in each stage.

It is important to highlight our utilization of the T-Test for statistical analysis
in this study. Each experiment was performed 50 times, and the average values
for both rewards and action switching were calculated, rounded up to the nearest
integer. Subsequently, the results of T-Tests are presented in each table, report-
ing the p-value parameter. A p-value less than 0.05 is considered indicative of a
significant difference between the two groups.

Our code is accessible on GitHub'| to facilitate further research endeavors.
Additionally, the experiments detailed in this subsection were conducted on an
Intel Core 17 processor operating at a clock frequency of 2.5 GHz.

6.3.1. Experiment 1 - Stationary Environment

This experiment is designed to evaluate the proposed learning automaton in
stationary environments with fixed penalty probability. To have a better overview
of the proposed automaton in stationary environments, Experiment 1 is divided
into four sub-experiments.

* Experiment 1.1 is for investigating the learning capability of the automaton.
* Experiment 1.2 is designed to compare the proposed automaton with FSLA.
* Experiment 1.3 studies the proposed automaton versus VSLA.

* Experiment 1.4 aims to compare our proposed automaton with HLA, a lead-
ing method in the Lgy k field.

"https://github.com/AliNikhalat/LearningAutomata
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Experiment 1.1. The learning capability of the proposed automaton should be
considered before conducting any other experiments. To achieve this, Experiment
1.1 is designed to evaluate whether the proposed automaton performs better than
the Pure Chance Automaton (PCA), which chooses an action randomly in each
instant or not.

To examine the learning capability of AVDHLA, an environment is designed
that considers the probability of being rewarded for corresponding actions. The
probability of action 1 to get a reward from the environment is 0.1, and the prob-
ability of action 2 is 0.9.

For the sake of explanation, the first action (action 1) has a probability of 0.1.
This means that the automaton in this environment will be rewarded in 10% of the
time by choosing ;. Meanwhile, choosing the second one (action ) brings the
performed action of the automaton with a reward in 90% of the time.

In such an environment, the automaton must incline towards the second action
more than the first one to obtain a higher number of rewards and decrease its
number of action switching.

This experiment is performed for AVDHLA in 1000 iterations. Considered
automaton has two actions, and the inner VASLAs are Lg_¢p with A; = 0.1 and
22 = 0.01. Also, they have (1,1), (4,4), and (6,6) initial depth. Figure[7] shows
the result from the TNR and TNAS aspects.

As these figures show, AVDHLA outperforms the pure chance automaton with
respect to TNR and TNAS. This leads us to the result that AVDHLA is able
to learn effectively. Furthermore, according to the results of this experiment,
AVDHLA can detect the action with a higher probability of reward very well.
Also, the AVDHLA with a higher depth can adapt itself to the environment faster
than the others with lower values.

The main reason for this faster adoption is the ability of the automaton to
increase its depth for the favorable action. Actually, the automaton with higher
values of depth has a better initial condition, and therefore needs less effort to
change the depth. Eventually, they will obtain more rewards and decrease their
action switching number towards the favorable action.
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Figure 7: Experimental results of Ex 1.1 with reward probability vector of (0.1, 0.9)

Two other configurations are considered in Appendix [Appendix B.1|to eval-
uate the learning capability of AVDHLA. The first one has probabilities closer to
each other (0.3 for action o and 0.7 for action o). The next one has the same
reward probability for both actions (0.5 for action a; and 0.5 for action ;).

Experiment 1.2. This experiment is conducted to compare the proposed automa-
ton with a fixed structure learning automaton. The considered environment has
just one favorable action with a probability of 0.8. Depending on the number of
other actions (K), 0.2 will be divided among them. The following equation sum-
marizes the configuration of the environment from the perspective of the proba-
bility of being rewarded.

0.8 i=1

Plow) = 2L i=2,..,K a7

The considered initial depth of AVDHLA is 1, 3, 5, and 7 for configuration

numbers 1 to 4, respectively. The number of iterations in the AVDHLA is 10000

because, AVDHLA needs more time to adapt to the environment. Additionally,

the inner VASLASs are Lg_¢p with A; = 0.1 and A, = 0.01. The results are shown
in Table 2L

The results show that in most scenarios AVDHLA outperforms FSLA in both

TNR and TNAS aspects. This indicates that AVDHLA is less sensitive than FSLA

concerning the initial depth. This feature shows itself in lower values of depth
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Table 2: Experimental Results of Experiment 1.2 for AVDHLA

Model Config 1 Config 2 Config 3 Config 4

TNR TNAS TNR TNAS TNR TNAS TNR TNAS
AVDHLA 7756.10+346.36 364.44+509.08 7793.68+345.82 294.86:516.73 7957.08--68.86 71.34+104.80 8006.46+40.97 5.32+5.35
FSLA 4565.98£86.08 5434.02+86.08 7695.62+62.09 4553645535 7982.56+43.01 32.18+16.84 7988.36+41.47 5.74+6.17
P-Value 8.15%1078! 1.00%107% 0.05 0.03 0.03 0.01 0.03 0.71

since AVDHLA can increase its depth autonomously. If the depth of Lgy g in-
creases, it can exploit more effectively towards the optimal action, resulting in
more efficient reward acquisition and a reduction in the total number of action
switches. Conversely, at lower depths, the FSLA will engage in excessive explo-
ration, leading to a decrease in the number of rewards obtained.
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Figure 8: Experimental results of Ex 1.2 with respect to the probability of choosing the favorable
action for AVDHLA with K=9

As well as TNR and TNAS metrics, we consider the probability of choosing
the favorable action. In this experiment, the favorable action is &; and the number
of allowed actions is 9. The results can be seen in Fig[8] By looking at this figure,
we can see that the AVDHLA impressively finds its appropriate depth in terms
of the favorable action. It means that AVDHLA is robust in terms of changing
memory depth, which is a great benefit of this model.
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We should remark that more experiments have been performed to have a bet-
ter comparison between the AVDHLA and FSLA. These experiments exist in Ap-

pendix Appendix B2

Experiment 1.3. An experiment needs to be designed to compare the AVDHLA
with VSLA. In order to do this, an environment where the probability of being
rewarded for a specific action is 80% is considered. In such an environment,
others have roughly 20% chance to receive a reward. Equation [17|1s applied to
create this environment.

Besides, the number of allowed actions for an automaton to be in this envi-
ronment is 4. Five configurations are used for VSLAs to compare with VDHLA.

Each configuration is tested with two values for A; and A, (denoted by a” and
’b”). These configurations are displayed in Table[3|from number 1 to 5.

Table 3: The Setup of Experiment 1.3

P L1 Lp—; Lr—p Lr—ep
Configl Config2.a Config2.b Configd.a Configd.b Configd.a Configd.b ConfigS.a Config5.b
K 5 5 5 5 5 5 5 5 5
N 5 5 5 5 5 5 5 5 5
A 0 0.1 0.01 0 0 0.1 0.01 0.1 0.01
A 0 0 0 0.1 0.01 0.1 0.01 0.01 0.001

The results of this experiment with respect to TNR and TNAS are shown in Ta-
ble ] considering AVDHLA for 1000 iterations. These outstanding results show
the power of the proposed automaton to collect more rewards with a lower num-
ber of action switching over VSLA in all cases. It means that AVDHLA, unlike
VSLA, doesn’t have any dependencies on updating schemes. Also, the lower
number of action switching indicates that the proposed automaton learns to find
the favorable action.

Table 4: Experimental results of Ex 1.3 with respect to TNR and TNAS

TNAS ™R TNAS ™R TNAS ™R ™NAS
441039 T9394%1722 6662996 79398
TBLI2SE 2209441083 S0082+1105 22316

£1258 200451083 800821105 223,16
IS 338010710 23941071 174010712

Moreover, in the probability of choosing the favorable action metric, VSLA
is inferior to AVDHLA. This comes from our measuring of this metric in Fig[J]
for AVDHLA. The main reason is that AVDHLA inclines to the action ; swiftly,
therefore, it is less likely to receive a penalty from the environment. Also, this
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Figure 9: Experimental results of Ex 1.3 with respect to the probability of choosing the favorable
action for AVDHLA; Config a denoted by red and Config b denoted by blue

part of the experiment leads us to the result that the probability of choosing the
favorable action in AVDHLA, in contrast to VSLA, is independent of the updating
scheme.

Examining all experiments in Fig[9] it is evident that the pure chance VSLA
exhibits the worst performance due to its lack of learning capabilities. Con-
versely, in the corresponding AVDHLA experiment, where action switching and
depth changing occur, AVDHLA demonstrates success. Moreover, the best per-
formances are observed in Lg_p and Lr_¢p, as they offer a superior understanding
of the stationary environment by incorporating penalty rates.

Experiment 1.4. This experiment is conducted to compare the proposed automa-
ton with the state-of-the-art method called HLA. The considered environment is
similar to Experiment 1.2, except for the inner VASLA. We used Lg_; with a
reward rate equal to 0.01. The results are shown in Table 5]

As is evident from the results, in most cases, AVDHLA outperforms HLA in
terms of both TNR and TNAS. This is particularly noticeable at lower depths,
especially in the first configuration. The difference arises because, unlike HLA,
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Table 5: Experimental Results of Experiment 1.4 for AVDHLA

Model Config 1 Config 2 Config 3 Config 4

TNR TNAS TNR TNAS TNR TNAS TNR TNAS
AVDHLA 7880.54+108.15 188.16+125.35 7904.2+83.55 141.82+111.70 7971.72+47.18 39.18+48.62 7999.26+39.65 5.82+8.62
HLA 7818.98+46.00 2181.76+45.94 7857.56+42.63 287.32435.32 7972.44+43.36 39.68+17.68 7983.34+40.13 9.3+7.50
P-Value 0.006 9.80%10~7 0.0007 82110714 0.93 0.94 0.05 0.03

Figure 10: The designed environment for Markovian Switching experiment

AVDHLA dynamically sets its depth based on its interaction with the outer envi-
ronment. This will help achieve a balance between exploration and exploitation.
Additionally, in other scenarios, AVDHLA adjusts its depth to minimize TNAS.

6.3.2. Experiment 2 - Markovian Switching Environment

This experiment is conducted to study the performance of the proposed au-
tomaton in the complex Markovian switching environment with respect to TNR
and TNAS. To reach this objective, a Markov chain with 4 states is considered.
To have a better overview, Figﬂ;G] shows the desired environment. In such an en-
vironment, we considered the transition matrix (7°) and the probability of being
rewarded in each state denoted by the reward matrix (R), respectively.
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In addition, the inner VASLAs are Lg_; with A; = 0.01 and A, = 0. The
number of allowed actions is 5, the initial depth is 1, 3, 5, 7 for configurations 1
to 4 respectively, and 10000 iteration is considered for each experiment.

This experiment is divided into two sub-experiments as follows:

» Experiment 2.1 is designed to compare the proposed automaton with FSLA.

» Experiment 2.2 explores the performance of the proposed automaton against
HLA.

In addition to this experiment, an accurate analysis of AVDHLA in Markovian
switching environments is performed in Appendix[Appendix Cl In this Appendix,
various conditions are considered to compare the proposed automaton with FSLA
in conjunction with TNR and TNAS.

Before conducting the experiments, it is wise to transform the Markovian
switching environment into a stationary one through steady-state analysis of the
Markov chain. This conversion yields reward probabilities of [0.52,0.68,0.62,0.52,
0.31] for action 1 to 5 respectively.

Experiment 2.1. This experiment is performed to compare AVDHLA with FSLA.
The results are shown in Table[6] According to the fairly random designed en-
vironment, the proposed automaton can adapt itself to the Markovian switching
environment with respect to TNR and TNAS. We should remark that all the ac-
tions have approximately the same probability of getting a reward in the designed
environment, hence we should not except extremely high performance. In addi-
tion, AVDHLA outperforms FSLA in terms of obtaining rewards and minimizing
action switching, except for Configuration 4. The primary reason for this lies in
AVDHLA’s ability to select the right depth through actions with a higher proba-
bility of reward. However, in the fourth configuration, AVDHLA explores more
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to find an appropriate depth; consequently, its performance is lower than that of
FSLA. Finally, we should conclude that AVDHLA can be trusted in Markovian
switching environments.

Table 6: Experimental Results of Experiment 2.1 with Respect to TNR and TNAS

Model Config 1 Config 2 Config 3 Config 4

TNR TNAS TNR TNAS TNR TNAS TNR TNAS
AVDHLA 6498.06+287.92 286.68+150.47 6527.52+£281.73 219.02+113.98 6658.42+246.14 126.76+83.84 6677.28+230.22 82.6+67.75
FSLA 5825.84+52.21 4174.16+52.21  6250.84 +68.65 851.6+£43.43 6573 +87.74 227.68+38.98 6752.5+112.61 63.28+20.42
P-Value 3.06%102° 4.06+10712 1.46%10~° 1.23%10°58 0.02 1.47%10711 0.04 0.05

Experiment 2.2. This experiment is conducted to compare AVDHLA with HLA,
and the results are shown in Table[7] Despite the inherently random nature of
the environment, AVDHLA outperforms HLA in most cases in terms of TNR
and TNAS. This trend is particularly evident in lower depths, attributable to the
flexibility of AVDHLA in choosing an appropriate depth.

Table 7: Experimental Results of Experiment 2.2 with Respect to TNR and TNAS
Model Config 1 Config 2 Config 3 Config 4
TNR TNAS TNR TNAS TNR TNAS TNR TNAS
AVDHLA 6536.68+277.15 236.48+116.29 6580.04297.92 220.32+121.36 6612.22+223.25 150.04+95.66 6706.5+218.30 61.22+38.72
HLA 6628.04+110.51 3372.66+110.51 6489.6+107.03 957.52+87.19 6611.16+114.50 323.24+71.20 6741.2+121.71 101.6+28.82
P-Value 0.03 1.03x10°113 0.04 1.16% 10756 0.97 5.27%10717 0.33 6.34%1078

6.3.3. Experiment 3 - State-dependent Environment

This experiment is devoted to studying the performance of the proposed au-
tomaton in a State-dependent environment with respect to TNR and TNAS. To
achieve this, the experiment is divided into three parts:

1. Experiment 3.1 aims to compare AVDHLA to FSLA to observe the differ-
ence between these automata in getting penalties and rewards.

2. Experiment 3.2 aims to compare AVDHLA with VSLA to identify their
strengths and weaknesses.

3. Experiment 3.3 aims to compare AVDHLA to HLA, the state-of-the-art
method in the hybrid structure realm.

For the above experiments, three tuples of (0, ¢) are considered: (0.0002,0.00002),
(0.0005,0.0005), and (0.00002,0.0002) for scenarios 1 to 3 respectively.
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Experiment 3.1. The proposed model should be compared to FSLA in the State-
dependent environment. The motivation is to analyze the effect of the { and v
parameters introduced in the section [6.1.2]

To conduct this experiment, the inner VASLAs are Lg_; with A; = 0.01 and
A2 = 0. The initial depths considered are 1, 3, 5, 7 for configurations 1 to 4,
respectively.

The initial reward probability vector of the desired environment is [0.9,0.1].
This means that, in the first stage, action 1 has a reward probability of 0.9, and
action 2 has a probability of 0.1 to be rewarded. In the next stages, this reward
probability vector increases or decreases through the values of  and y.

Table 8: Experimental Results of the Experiment 3.1 with Respect to TNR and TNAS
Model Config 1 Config 2 Config 3 Config 4
TNR TNAS TNR TNAS TNR TNAS TNR TNAS

Scenario 1 - (§ = 0.0002, y = 0.00002)

AVDHLA 788.68+14.83 35.58+22.86 794.98+13.99 18.76+16.42 802.02+14.85 3.76+6.94 803.36+12.67 1.04+1.21

FSLA 696.62+13.05 303.38£13.05 788.56+15.60 24.74+938 796.86+10.59 3364291 797.46+12.21 12+1.44

P-Value 2.08+107%  3.40%10°%6 0.03 0.02 0.05 0.71 0.02 0.55
Scenario 2 - ({ = 0.0005, y = 0.0005)

AVDHLA 654.66+13.78 81.86+29.63 660.06+16.31 67.74£25.72 663.64£12.74 46.34+22.31 662.16+14.82 30.84+15.87

FSLA 638.8415.20 361.16:£15.20 654.36£12.67 83.56+13.13 657.4+13.81 38.92+14.05 655.82+13.44 24.66+10.45

P-Value 4.74%x1077 3.65%10°78 0.05 0.0002 0.02 0.05 0.028 0.025
Scenario 3 - (§ = 0.00002, y = 0.0002)

AVDHLA 882.56+12.05 15.92+9.25 890.14+10.66 4.64+6.36 892.18+£8.27 0.84+120 891.6+9.43  0.96+0.93

FSLA 825.18416.73 174.82+16.73 88572+ 11.13 3.62+3.35 887.5+10.28  0.72+0.8  887.32+9.60  0.48+0.64

P-Value 1.82%10735  8.65%10778 0.04 0.32 0.01 0.5 0.02 0.003

In this experiment, action 1 is favored at the first stage. After 1000 iterations,
this action remains favorable although { and y affect the reward probability vec-
tor. The results in Table[§| reveal the superiority of AVDHLA over FSLA with
respect to TNR and TNAS in most configurations except configuration 3. In con-
figuration 3, the initial depth is set at 5, seemingly an appropriate value for the
automaton. However, AVDHLA further explores additional depths through action
switching in pursuit of identifying the most suitable depth.

Experiment 3.2. This experiment aims to evaluate the proposed automaton in
terms of TNR and TNAS. To achieve this goal, we consider K =5 and N =4
for AVDHLA. For VSLA, the experiment is set up exactly as in Equation The
inner VASLAs have the same configurations as VSLA (except for the number of
actions), as shown in Table[9]

According to the results of this experiment, are shown in Table[I0] AVDHLA
outperforms VSLA in most configurations with respect to TNR and TNAS. When
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Table 9: The Setup of VSLA in Experiment 3.2
P Lt Lp_; Lg—p Lr—¢p
Configl Config2.a Config2.b Configd.a Config3.b Configd.a Configd.b ConfigS5.a Config5.b
K 5 5 5 5 5 5 5 5 5
N 4 4 4 4 4 4 4 4
M 0.1 0.01 0 0 0.1 0.01 0.1 0.01
A 0 0 0.1 0.01 0.1 0.01 0.01 0.001

S O b

both A; and A; are equal to 0 and AVDHLA turns into FSLA, it doesn’t change its
decision easily, resulting in more rewards and fewer action switches. Additionally,
among the various configurations, Lg_p is superior because it is sensitive to penal-
ties. Therefore, receiving penalties in an environment will affect the probability
vector effectively and cause AVDHLA to set the depth appropriately. Ultimately,
AVDHLA is mostly superior to VSLA in State-dependent environments with re-
spect to the defined experiment metrics.

Table 10: Experimental results of Experiment 3.2 with respect to TNR and TNAS

onfigib Configha Confighb onfiesa Configs b
NAS ™R ™AS ™R ™AS ™NR ™NAS ™R ™AS ™R ™AS

Model Cont onfig2a Config2b Co
™R ™NAS ™R ™AS ™R ™AS

Seenario 1-( = 2]

AVDHLA 655423116 87625311 6380423510 873926058 6570823400 84745740 6550823578 02345937 6614623155 7176T4487 6609223655 BLIBL6A55 650343426 1003626102 63378238516 881626188
VSLA 1872251314 SODOSE119% 6SL72E1431 2874008 SS03411930 2951453303 2139 66601473 1172421980 5
PValie  4v10% 0344107 16301070 1354100 14Se10°% 4494109 121 003 0003

8 812225294

WSIBE1265 7978651158 306342068 6670242793 357542620 71796422
148410 237410 670410® 8174107 178410¢  234410"

AVDHLA S6B7£16.18 1201423749 S643621945 1201425115 5673841573 12213727 S612£18.1
VSLA 67251343 TOSIE1199 525241520 R4£1L3 STI66:1238 3264843512 380041288
PVilie 9710107 239410710 0001 6880102 00005 603410

751421848 1132623490 SGA96:18.45 1277824745 5657621661 1308823933 5678421747 1223624705 5616641613 1249422911
743641593 T980251126 SI04E1SS0 6452842240 SOSALIRSS 6955442251 STOGHEI424 26642340 STOB6E1260 4078243235
2204107 925410712 87110 6674105 258410 107410% 00004 11341031 00 1.04410°
002

TI6E0396 259253186 T6968231.06 295413601 T694410848 B9 TRNEMD 622420 THI2EAT 260622747
5 SI0741372 3053641393 798941139 SHM242850 SI9T4L34I9 4S0TE2926 6797243260 TST3241623 964251927 65141986 3472242888
S 20801015 15441077 26041070 136410 902410 3874107 457410% 0004 673010717 62841047 16341077

AVDILA 77108£2887 29324052 78081858 1672£17.06 716981943 25122634 186222010
VSLA 279241593 7999441082 TTA96L11T8 04876 6647541514 3062842822

PValie 27501079 43801071 003 123910 6654107 23141077

Experiment 3.3. This experiment is designed to compare AVDHLA with HLA.
The conducted environment is entirely similar to what has been designed for
Experiment 3.1. The results are shown in Table[TT] According to the results,
AVDHLA outperforms HLA regarding TNR and TNAS. It is evident that when-
ever the depth of Lky g is not appropriate, due to the changing attributes of the
environment, AVDHLA will choose a depth in a way that maximizes its reward.
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Table 11: Experimental Results of the Experiment 3.1 with Respect to TNR and TNAS
Model Config 1 Config 2 Config 3 Config 4
TNR TNAS TNR TNAS TNR TNAS TNR TNAS

Scenario 1 - (§ = 0.0002, y = 0.00002)

AVDHLA 788.16+12.00 32.88+17.55 794.58+15.37 21.5+15.54 802.0+11.55 3.0+4.27  802.8+£10.94 0.94+1.51

HLA 752.66+15.31 248.02+1528 786.1+13.25 32.96+12.18 798.6+11.74 59+4.07 796.36+10.98 2.46+1.59

P-Value 1411072 34010782 0.004 9.82%1075 0.15 0.0008 0.004 4.76%10°6
Scenario 2 - (§ = 0.0005, y = 0.0005)

AVDHLA 657.52+12.32 84.86+24.22 662.5+13.30 70.16+27.25 664.1+11.91 42.18+17.24 661.3+13.92 27.16+11.68

HLA 656.02+13.52 344.54+13.58 656.9613.78 120.7+£17.97 656.5+1333 70.12£20.06 657.04+15.33 46.42+18.37

P-Value 0.56 1.08 10782 0.04 1.87%10718 0.003 4.87%1071 0.15 1.39x10°8
Scenario 3 - (£ = 0.00002, y = 0.0002)

AVDHLA 884.44+12.63 17.98+11.92 889.36+9.84 3.94+4.70 891.16+8.80 0.86+0.95 892.64+7.75 0.58+0.75

HLA 847.8:£15.02 153.02+15.06 884.7+£9.98  6.24+4.14 887.66+9.17 254+223  888.96+£9.88  2.8+2.42

P-Value 3501003 6.79%10°7! 0.022 0.011 0.05 5.04%10°6 0.04 1.91x1078

7. Application : Defense Against Selfish Mining Attack

In this section, AVDHLA is used to design a novel defense mechanism, named
Nik [46, [76l [77], against the selfish mining [78, 45, [79] attack in Bitcoin [44),
80, 81]. First, the related concepts such as the mining process and the selfish
mining attack are briefly introduced. Then, the experiments performed to evaluate
the performance of the proposed automaton in such a complex environment are
presented.

7.1. Selfish Mining Concepts

Bitcoin [44] is a decentralized cryptocurrency that was introduced by Satoshi
Nakamoto in 2009. It has received a lot of attention due to its decentralized nature
(44, 180].

The transactions in the Bitcoin network are recorded through units called
blocks. Creating a new block requires effort to solve a cryptopuzzle with a dedi-
cated reward. The participants who put their resources to solve such a puzzle are
called miners [44, 80, 45, 46]].

The incentive mining process guarantees the safety of Bitcoin. It means each
miner will be rewarded based on the shared resource. If this assumption works
correctly, the decentralization of the network will be sustained [80].

However, handling Bitcoin in a decentralized manner is a challenging prob-
lem. Some attacks like selfish mining [45] threaten the most important property
of Bitcoin by keeping newly discovered blocks private and revealing them when-
ever they get rewards more than their fair share.

Revealing kept blocks by selfish miners will make a fork in the chain of blocks.
Under such circumstances, the honest branch of the fork, which is the result of the
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Figure 11: A scenario of the selfish mining attack

right work, will be discarded. Consequently, a consensus is reached on the selfish
branch of the fork [83]].

To enhance our comprehension of selfish mining, let’s consider a simplified
scenario. In the first stage, selfish miners aim to conduct their mining operations
covertly, holding two blocks (B3, B3) ahead of the honest miners in secret, depicted
by the white blocks in Fig[TT|(a) within the selfish chain. When the honest miners
discover the block B, shown in red in Figﬂ;ﬂ (a), they assume it is accepted and
part of the main chain. However, this assumption is incorrect. The selfish miners
then reveal their private chain, resulting in the work done by the honest miners
being discarded, as illustrated by the white block in the honest chain in Fig[TT|(b).
In this scenario, the network adopts the secret blocks mined by the selfish miners,
transforming the previous white blocks into red blocks in Fig[TT| (b).

Our novel approach with the proposed automaton will overcome this frustrat-
ing problem in Bitcoin. To reach the ultimate goal, we can reduce this problem to
a simpler problem of making a decision among the created branches of the fork in
each distributed miner.
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Algorithm 3 UpdateFailSafe(LA, p, pmin, Pmax)
1: Begin

2:  if (p = pyax) then

3: L = LA.choose _ action([’Stop’, ’Shrink’])
4:  elseif (p = ppin) then

5: L = LA.choose _action([’Grow’, *Stop’])
6: else

7: L = LA.choose _action([’Grow’, *Stop’, *Shrink’])
8:  endif

9:  switch (L)
10:  case 'Grow’:
11: p=p+1
12:  case ’Shrink’:
13: p=p—1
14:  case ’Stop’:

15: /*Do nothing about p*/

16:  end switch

17: End

7.2. Proposed AVDHLA-Based Defense

In this section, we will describe our novel defense mechanism which takes ad-
vantage of powerful learning automaton. A learning automaton serves as a deci-
sion maker to increase safety in each node. It requires predefined criteria to assist
the node in accurately selecting one branch of the fork, even if some branches are
produced by selfish miners. These criteria are based on the characteristics of each
branch in the fork, as follows:

* The length of a branch, denoted by L, is the number of blocks in that branch.

* The weight of a branch, denoted by W, is calculated as follows: Starting
from the first block until the last one of that branch, it is compared with the
blocks with the same height of the other branches. The weight of the branch
with the most recent creation time will be increased by one in each iteration.

* The fail-safe parameter, denoted by p, will help the miner to choose a
branch based on L or W. If the length of one branch in that fork is longer
than the others by p, that branch will be chosen. Otherwise, the W parame-
ter will be considered for choosing the fork.
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* The decision-making time, denoted by 7, is the time for a miner to check if
any forks exist. If such a fork exists, the miner should choose one of them,
considering the p parameter.

* The time parameter, denoted by 8, is used to configure the next value of p
using the automaton. Each 0 consists of several 7.

The considered algorithm to aid the miner in decision-making when faced
with multiple branches, operates as follows, and its corresponding flowchart is
presented in Fig. [12}

1. Calculate L for each branch.

2. Calculate W for each branch.

3. After sorting by the longest chain, if the difference between the length of the
longest and second longest branch is greater than p, the miner must choose
the longest branch. Otherwise, it must choose the heaviest chain according
to the calculated W parameter.

Start

‘ Calculate The Length (L) of Branch ‘

‘ Calculate The Weight (W) of Branch ‘

‘ Sort By Length The Longest Chain ‘

S The Longest. No =

CChain Fail-Safe (p) — Return The Heaviest Chain | N End
_ longer?

Yes

Return The Longest Chain

End

Figure 12: The flowchart of the algorithm to aid the miner in decision-making

The following algorithm relates to scenarios requiring the modification of the
fail-safe parameter and details how the learning automaton receives feedback. Its
corresponding flowchart is illustrated in Fig. [13}”
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1. If 7 reaches its end, the learning automaton should choose the next value
for p. Usually, p swings between py,i, and Py, The automaton has three
options: 1- Grow to increase p by one, 2- Stop to leave p unchanged, 3-
Shrink to decrease p by one. This algorithm updates the fail-safe parame-
ter, which is shown in Algorithm@

2. If 0 reaches its end, the automaton should receive feedback from the en-
vironment. We have designed a virtual environment for the automaton to
provide information about its decision. The reinforcement signal is calcu-
lated by dividing the number of decisions made based on W by the total
number of decisions. The total number of decisions consists of the num-
ber of decisions based on height (L) plus the number of decisions based on
weight (W). The following equation demonstrates the 3 parameter of the
automaton.

_ Number of Weight Decisions

B =

20
Total Number o f Decisions 20)

Start

Y i No
" Decision-Making

Time (t) Over?

Yes

LA Should Change Fail-Safe ‘ ‘,'Time Window (0) No

Parameter(‘Grow’, ‘Shrink’, ‘Stop’) } Ended? Stop

Calculate Reinforcement Signal For LA

Stop

Figure 13: The flowchart of modifying fail-safe parameter and how the automaton receives feed-
back
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7.3. Selfish Mining Metrics

Two metrics are considered to evaluate the performance of the automaton
against the selfish mining attack, as well as what is defined in section These
metrics are:

1. Relative Revenue: This metric is used to measure the revenue of a miner
based on the revenue of others. In fact, we want to assess the margin
between the revenue of the miner when the selfish attack is performed in
the network and when the network has the incentive-compatibility property.
This metric is calculated as follows:

Number of Mined Block by i™ Miner
Total Number of Mined Blocks

2. Lower Bound Threshold: This metric evaluates the minimum computing
power that a selfish miner should provide to start an attack.

21

7.4. Proposed Defense Experiment

This experiment aims to provide a comparison of the proposed defense using
a more sophisticated learning automaton with the well-known defense, namely
tie-breaking. In tie-breaking, when a miner is aware of the fork, they choose one
of the branches of that fork in a uniform random manner.

We assume that there are two categories of miners in the network. All the
miners who obey Bitcoin protocols form an honest pool. By contrast, all the
selfish miners together form a selfish pool. We prefer to study the performance of
the defense from the selfish pool’s point of view.

The proposed algorithm was simulated by transforming the mining model into
a Monte Carlo simulation process. This adaptation enables the equitable distribu-
tion of newly discovered blocks among selfish and honest miners without the need
to solve a cryptographic puzzle. For reproducibility, the simulator developed for
this purpose is available on GitHubﬂ The experiments detailed in this subsection
were executed on an Intel Core 17 processor with a clock frequency of 2.5 GHz.

To accomplish our objective, we generated 10000 blocks to ensure that the
learning agents have a sufficient number of iterations to comprehend the events
in the network. The parameter p can vary between P, = 1 and P = 5. This
range for p was selected to enable the learning automaton to reach consensus

"https://github.com/AliNikhalat/SelfishMining
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Figure 14: The performance of Nik defense in compare to tie-breaking with respect to relative
revenue

quickly, considering that choosing p is a time-consuming process. A large gap
between P, and p,qc could potentially lead to inconsistencies between each
node’s learning automaton in the network. Also, five configurations for VASLA
are considered: 1- P model with A; =0 and A, = 0, 2- Lg_; model with A; =0.01
and A, =0, 3- Lp_; model with A; =0 and A, = 0.01, 4- Lg_p with A; = 0.01
and A, = 0.01, 5- Lg_¢p with A; = 0.1 and A, = 0.01.

The results in Fig[14] show interesting points. Firstly, they show the superior-
ity of the proposed defense over tie-breaking with respect to the relative revenue
of the selfish miners. Secondly, among the various kinds of automata, AVDHLA
outperforms the others in conjunction with relative revenue. Both pieces of ev-
idence lead us to the outstanding performance of the automaton in the complex
environment like the blockchain. Additionally, it shows that AVDHLA adopts
each depth of predefined actions correctly to get a higher reward.

Besides the relative revenue, the other metric, namely the lower bound thresh-
old, is studied. The results, which are demonstrated in Table@, reveal interesting
points once again from the other side. The proposed defense using the power of
AVDHLA increases the lower bound threshold from 0.25 up to 0.4 approximately.
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AVDHLA tries to get rewards based on the forks created in the network. It can de-
tect when a fork needs a decision by the weight of the height parameter precisely.
As a matter of fact, this decision in AVDHLA is made from the actual understand-
ing of the automaton from the unknown environment like the blockchain. Even-
tually, we can trust AVDHLA as a decision maker in the blockchain networks.

Table 12: Experimental Results of the Nik Defense with Respect to the Lower Bound Threshold

Defense P LR_1 Lp_] LR_p LR_gp
Nik (AVDHLA) 045 046 046 046 0.46

Nik (FSLA) 042 041 044 041 036
Tie-breaking ~ 0.25 025 025 025 025

Eventually, we can trust AVDHLA as a decision maker in the blockchain net-
works. Also, some extra experiments are designed to investigate the effect of
other parameters on the quality of defense with respect to the introduced metrics

in Appendix

8. Application : Recommendation Systems

In this section, AVDHLA is utilized to develop a novel adaptive recommenda-
tion method for personalized content delivery. For the first time in the literature,
we apply the fixed structure learning automata family to a recommender system
[84, 185], evaluating its performance in a real-world application. We begin by
introducing the fundamental concepts behind recommendation systems and their
evaluation metrics, followed by a detailed explanation of the adaptive recommen-
dation algorithm built on learning automata.

In the realm of personalized content delivery, recommender systems play a
critical role by providing tailored suggestions based on user preferences. These
systems have become indispensable in various domains [86 87/ such as streaming
services [88]], e-commerce [89], and social media [90]]. The primary objective of
a recommender system is to predict and serve the most relevant content to each
user by analyzing their historical behavior and interactions. Broadly speaking,
recommender systems are categorized into three main types [91]: content-based,
collaborative filtering, and hybrid methods. Content-based systems recommend
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items that share features with previously liked content, while collaborative filter-
ing leverages the behavior and preferences of similar users to make predictions.
Hybrid approaches combine both techniques to achieve a more accurate and adapt-
able recommendation, often addressing the limitations of individual methods.

One of the most significant challenges faced by recommender systems is man-
aging the balance between exploration and exploitation. Exploration involves rec-
ommending new or less-explored content to discover new user preferences, while
exploitation focuses on delivering content that aligns with known user preferences
based on past interactions. Striking this balance is crucial in dynamic environ-
ments where user interests evolve over time. As a result, adaptive algorithms that
can learn in real-time and adjust recommendations accordingly have become a
major focus in advancing recommender systems, ensuring that they remain effec-
tive in continuously changing contexts.

In our work, we leveraged the MAB2Rec El 94]] library to build upon
this foundation and enhance the adaptability of recommendation systems. MAB2Rec
is a specialized library designed to implement multi-armed bandit (MAB) algo-
rithms within the framework of recommender systems. MAB algorithms are par-
ticularly well-suited to addressing the exploration-exploitation dilemma, where
each ”arm” represents a different recommendation option. The system selects an
arm at each iteration based on expected rewards, such as click-through rates or
purchase likelihood, with the goal of maximizing cumulative rewards over time.

As part of our contribution, we applied the AVDHLA to the MAB2Rec frame-
work [92,[93][94], introducing an innovative adaptive mechanism for dynamically
adjusting the exploration-exploitation trade-off. By doing so, we extended the ca-
pabilities of the MAB-based recommendation system, allowing it to continuously
adjust its recommendation strategy in response to changing user behaviors. This
integration of AVDHLA into MAB2Rec led to improvements in key performance
metrics, such as the Click-Through Rate (CTR) and Precision, demonstrating the
practical versatility of our approach and its potential to significantly enhance the
performance of real-world recommender systems.

CTR [95,96] is a key metric in evaluating the effectiveness of a recommenda-
tion system. It measures the proportion of times a user clicked on a recommended
item, calculated as the number of clicks divided by the total number of recom-
mendations presented to the user. This metric directly reflects how relevant the
recommendations are to users, with a higher CTR indicating more successful en-

3https://fidelity.github.io/mab2rec/
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metric = CTR(score)
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Figure 15: Experimental results of recommendation systems for N = 1
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Figure 16: Experimental results of recommendation systems for N = 3
gagement.

Precision measures the ratio of relevant items recommended to the
total number of items recommended. In recommendation systems, it reflects how
many recommended items align with user preferences. Notably, a recommender
system that serves recommendations to only 5% of users can still achieve high
precision if those users consistently interact with the recommendations. High
precision indicates that the system provides accurate and relevant suggestions,
which is essential for improving user satisfaction and system performance.
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To evaluate the proposed method, we utilized the MovieLens dataset EL which
captures users’ expressed preferences for movies. This dataset is split into training
and test sets. During the training phase, the recommender system requires data on
a set of users, items, and their interactions. For the MovielLens dataset, an inter-
action is marked as 1 if a user rates a movie as 5 on a 1-5 scale, and 0 otherwise.
In the testing phase, the performance of the learned agent is assessed using CTR
and precision metrics to measure its effectiveness.

Two depth levels, N = 1 and N = 3, were considered for both AVDHLA and
FSLA in the evaluation. The internal VASLAs in AVDHLA use the Lr_; con-
figuration, with A; = 0.1 and A, = 0. The recommender system was tested by
recommending the top 3, 5, and 10 movies to users, with the results compared
against a completely random recommender using CTR and Precision metrics.

The results, illustrated in Fig[I3]and Fig[I6] demonstrate that AVDHLA con-
sistently outperforms FSLA in terms of both CTR and Precision. The superior
performance of AVDHLA can be attributed to its ability to dynamically adjust its
depth, optimizing the balance between exploration and exploitation. For N = 1,
FSLA tends to focus more on exploration due to the shallow depth, which lim-
its its ability to exploit known information. However, by increasing the depth
to N = 3, FSLA improves performance through increased exploitation. Neverthe-
less, AVDHLA shows a clear advantage as it avoids the limitations faced by FSLA
by adjusting depth more intelligently to adapt to different scenarios.

It’s worth noting that precision rates of 5% are generally considered high for
most recommender systems. In this case, the learning automaton-based recom-
mender, particularly AVDHLA, achieved precision rates around 10%, demon-
strating excellent practical performance. As expected, both CTR and Precision
decrease as the number of recommended items increases. This decline occurs
because users typically concentrate on only a few top recommendations, and are
less likely to engage with items beyond the top selections. Hence, recommending
more items may result in a marginal increase in clicks, but overall engagement
will likely decline.

9. Discussion

In this section, we go deeper into a comprehensive discussion of our paper, an-
alyzing its strengths and weaknesses to show the applicability of our model across

“https://grouplens.org/datasets/movielens/100k/
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diverse scenarios. Additionally, we explore potential avenues for improvement.
The ensuing points encapsulate our analysis:

* A key differentiator for the proposed method compared to its predecessors
is its ability to dynamically adjust its depth through interactions with the
surrounding environment. This adaptive feature sets our approach apart,
enhancing its versatility and responsiveness.

* The implementation of AVDHLA is so straightforward. It can be reproduce
just by combining Lxy x and some VASLAs so easily just as it illustrated
in the section [3

* The AVDHLA is designed for intricate scenarios within complex environ-
ments, owing to its self-adaptive capabilities.

* The time complexity of our algorithm is anticipated to surpass that of Lxy g
due to the utilization of VASLA at each depth. Consequently, the learning
time is expected to increase. However, this investment in time is justified by
the algorithm’s effective tuning, ultimately leading to enhanced long-term
rewards.

* The space complexity of our algorithm is expected to see a moderate in-
crease compared to Ly g, as each VASLA requires a 1-D vector with three
inner items to store ’Grow, ’Shrink,” and *Stop’ probabilities.

* Expanding the number of actions within our algorithm will inherently esca-
late its learning complexity, thereby leading to an increase in learning time
complexity.

* Improperly configuring the reward and penalty rate parameters can signifi-
cantly impact the performance of AVDHLA, potentially leading to incorrect
selection of the appropriate depth.

* While many implementations leverage reinforcement learning to maximize
rewards beyond their equitable share, our approach contradicts this trend.
Instead, we employ it to mitigate the effectiveness of potential attacks. Ad-
ditionally, we uphold ethical considerations by abstaining from using any
private data in the blockchain.
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* It is worth noting that in certain environments, altering the action may intro-
duce a bias in AVDHLA towards a specific action, leading to a significant
increase in the depth of that action. To address this challenge, a potential
solution is to introduce a new parameter for controlling the maximum value
of the depth.

e It is highly recommended that AVDHLA be applied in secure data trans-
mission and trustworthiness frameworks, such as the approach proposed by
Jiang et al [97] against cyber-physical attacks. AVDHLA can serve as a
decision-maker, effectively managing secure transmission and attack detec-
tion simultaneously.

* The proposed system is rooted in reinforcement learning, and its capabilities
can be further expanded by incorporating neural networks and leveraging
deep learning concepts, as explored in studies such as [98, 199, 100} [101].

* As the prevailing solutions against selfish mining predominantly rely on
reinforcement learning [82, |83]], considering the contemporary trend, it is
plausible to explore alternative Al methods like [102} [103]] for addressing
this issue.

10. Conclusion and Future Research Directions

The greatest weakness of the Lgy x learning automaton, as the most prominent
member of the FSLA family, is the problem of choosing an appropriate depth.
This problem has remained unsolved since the appearance of Lgy k. The lack of
an effective solution has caused this type of learning automaton to fade in recent
years. Therefore, we were motivated to solve this problem using an intelligent
self-adaptive model named AVDHLA.

We have uncovered the critical importance of the initial depth setting in FSLA
interaction with its environment. By allowing the learning automaton’s depth to
adapt dynamically during action switching, even when the initial depth is not ap-
propriately configured, FSLA demonstrates the ability to autonomously adjust to
unknown environments. To achieve this adaptability, we conducted another rein-
forcement learning agent, VASLA, into the decision-making process. Our findings
indicate that over the long term, a well-set depth remains unchanged, while an in-
correctly set depth undergoes modifications, improving the learning automaton’s
chances of attaining maximum rewards.
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The proposed model was evaluated in various aspects. From the perspective of
getting more rewards and fewer penalties, it outperformed FSLA in different en-
vironments, including stationary, non-stationary environments such as Markovian
switching, and State-dependent environments.

In addition to the predefined environments, we tried to apply the new model
in an uncertain environment like blockchain. We designed a new strategy against
the selfish mining attack, which threatened the incentive-compatibility of Bitcoin.
In that strategy, AVDHLA performed successfully compared to FSLA in the de-
signed experiments.

Consequently, the proposed model can be a robust alternative to FSLA. Since
FSLAs have been used in a wide range of applications in different areas, AVDHLA
can also be used instead of them with just a bit of modification.

We are hopeful that AVDHLA will promise a bright future ahead for Al
However, several interesting questions warrant exploration in future research en-
deavors. Key areas include establishing the learning ability and convergence of
AVDHLA to optimal actions, conducting a comprehensive analysis of its time
and space complexity, and undertaking mathematical examinations of AVDHLA’s
performance across various environmental conditions.

Looking ahead, a centralized agent could potentially assume control over the
depth of each action, offering a centralized approach to depth management. Addi-
tionally, there is potential for a more unified approach by combining the selection
of the next action with the depth selection problem, thereby empowering a singu-
lar, intelligent agent to orchestrate both seamlessly.

11. Funding

This research received no external funding.

Appendix A. An Illustrative Example

To provide an example for the proposed automaton, we consider a scenario in
which after passing some iterations from the initial state, the AVDHLA came to
the state demonstrated in Fig[A.17]

This scenario has four stages. The used AVDHLA is constructed with AVDHLA
(K=4,N,=1,N; =3,N3 =2,Ns = 3,1 =0.5,1;, = 0.5). This automaton has 4
actions. Each action has its own depth (1 for action 1, 3 for action 2, 2 for action
3, and 3 for action 4). Also, each action has a specific VASLA with a particular
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Figure A.17: Four stages of an illustrative example for the AVDHLA
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probability vector. The VASLAs are Lg_p with A; = A, = 0.1. In Fig/A.17] the
last action made by each VASLA is marked.

At the first stage, the AVDHLA is in the state ¢(; 1), and the last chosen action
by the conducted VASLA, denoted by VASLA [, is ’Shrink’. We suppose that the
automaton needs to be penalized. This state is shown in Fig a.

In the second stage, since the FSLA is on the ¢(; 1), which is an edge state,
the first step is to investigate the next action for the FSLA. Due to the clockwise
policy of the FSLA, it will choose the state ¢, 3).

In this situation, VASLA; should choose the next action too. This action-
selection relates to the next depth of action 1. But before choosing the next action,
the probability vector of VASLA| needs to be updated.

Since the depth of action 1 is 1, each transition in this action is the depth
transition. Following the assumption, there were no transitions in this action. So
B of VASLA is 0. This shows that the last action was not good.

The probability vector of VASLA| will transit from [0.2,0.2,0.6] to
[0.23,0.23,0.54]. This transition is the result of updating with the Equation for
the ’Shrink’ action, and the Equation[2] for the other actions. These changes are
applied to Fig[A.T7|b, which is related to the current stage.

The VASLA| needs to omit the *Shrink’ action from its options for choosing
the next action because the depth of action 1 is equal to 1, and if the *Shrink’
action is chosen, the next depth will be 0, leading to an invalid result. Under
such circumstances, VASLA | undertakes to choose between the *Grow’ or ’Stop’
options. We assume that the *Stop’ option is chosen by VASLA.

In the third stage, the automaton performs action number 2 and gets a reward
from the outer environment, after which it goes to the state @, »y. The transition —
counter variable increases by one, but the action was not a depth-transition. So,
the depth — transition remains 0 (Fig[A.T7|c).

In the fourth stage, the AVDHLA performs action number 2 again, and this
time the action is successful. The FSLA changes the state from ¢ ) to ¢ 1.
Not only will the transition — counter increase by one, but also depth — transition
will increase its value to reach 1. Fig[A.17]d displays the fourth stage.

To have a better overview, it is repeated once again. The FSLA deserves the
reward from the environment, remains in state ¢, 1y. Similar to stage 4, both
the transition — counter and depth — transition will increase because there is a
transition, and that transition is of the depth-transition kind. Fig[A.17|d depicts
the status of the automaton in the last stage too.

This scenario will continue, and as it can be seen, the proposed automaton
can synchronize itself with the outer environment to obtain the highest possible
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Figure A.18: Experimental results of Ex 1.1 with reward probability vector of (0.3, 0.7)
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Figure A.19: Experimental results of Ex 1.1 with reward probability vector of (0.5, 0.5)
number of rewards.
Appendix B. Exploring the Stationary Environment: Additional Experiment

Insights

Appendix B.l. Experiment 1.1 Extras

Extra experiments were designed to learn more about the capabilities of the
new automaton. This time, the probability of getting a reward of o was increased
up to 0.3, while a; was decreased to 0.7. For the third time, a totally random
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environment was considered with the probability of getting a reward for both ac-
tions being 0.5 equally. Results of these experiments are shown in Fig[A.T§| and
Fig[A.T9|respectively.

The results of both figures show that both of them receive rewards more than
the pure chance automaton. On the other hand, they have a lot fewer number of
action switching. This leads us to the clear capability of learning in AVDHLA.

As evident in Fig[A.1§](a), when the environment favors an action with a prob-
ability of 0.7, a depth value of 6 yields more rewards compared to depths of 4 and
1. However, as showcased in the dynamic nature of depth changes in AVDHLA
illustrated in Fig/A.T§|(b), the learning automaton undergoes action switching and
depth adjustments in its pursuit of finding an appropriate depth. Furthermore, the
automaton with N = 1 experiences depth changes aimed at increasing its depth.

In Fig[A.T9(a), given equal probabilities for both actions, the automaton with
the lowest depth exhibits superior adaptability to the environment, resulting in
higher rewards. Additionally, Fig/A.T9(b) demonstrates that the lowest depth ex-
periences more frequent action switching in its quest to identify an appropriate
depth.

Besides, we should mention that the greater the difference between the proba-
bility of getting rewards between two actions (like the (0.9, 0.1) probability vector
in Experiment 1.1), the better AVDHLA can adapt itself to the outer environment.
Because AVDHLA increases its depth decisively, as a result, it does not change
the chosen action easily.

Appendix B.2. Experiment 1.2 Extras

Completing our comparison of the AVDHLA family with FSLA requires more
experiments. To accomplish this, Experiment 1.2 is repeated for learning automata
with 2 and 5 actions. The results are shown in Table.

These results show the superiority of the AVDHLA over FSLA with respect
to TNR and TNAS. Lower values of K can help the automaton find the favor-
able action more easily, therefore TNR is higher than in an experiment with a
higher number of K. Also, this has an effect on reducing the total number of ac-
tion switching because the automaton finds the favorable action among the lower
number of actions more simply.
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Table B.13: Experimental Results of Experiment 1.2 for AVDHLA

Model Config 1 Config 2 Config 3 Config 4
TNR TNAS TNR TNAS TNR TNAS TNR TNAS
K=2

AVDHLA 8032 31 8075 25 8045 8 8000 1

FSLA 6736 3264 7986 142 7953 31 8000 4
K=5

AVDHLA 7934 123 8018 37 7990 26 8008

FSLA 4600 5400 7667 475 7980 45 8002

Appendix C. Exploring the Markovian Switching Environment: Additional
Experiment Insights

Several extra experiments are designed to assess the performance of the pro-
posed automaton in a Markovian switching environment to compare it with FSLA
with respect to TNR and TNAS metrics.

For a better understanding of the traits of AVDHLA in a Markovian switching
environment, four scenarios of FigC.20] with a simple two-state Markov chain are
considered as follows:

1. This scenario is devoted to a Markovian switching environment with two
states that tend to stay in the current state, and switching from one state to
the other causes the favorable action to change. More details are explained
in|Appendix C.1]

2. This scenario is devoted to a Markovian switching environment with two
states that tend to change the current state, and switching from one state to
the other causes the favorable action to change. More details are explained
in{Appendix C.2}

3. This scenario is devoted to a Markovian switching environment with two
states that tend to stay in the current state, and switching from one state to
the other just decreases the probability of the favorable action, but the favor-
able action is the same as before. More details are explained in
[C3l

4. This scenario is devoted to a Markovian switching environment with two
states that tend to change the current state, and switching from one state
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(a) Scenario 1 (b) Scenario 2

(c) Scenario 3 (d) Scenario 4

Figure C.20: Four scenarios of Markovian Switching environment

to the other just decreases the probability of the favorable action, but the

favorable action is the same as before. More details are in|Appendix C.4

The desired configurations in the four scenarios have a common property such
as: 2, 5,9 are considered for the number of allowed actions (K), inner VASLASs are
Lg_; with 41 =0.01 and A, = 0, and the initial depth is 1, 3, 5, 7 for configurations
1 to 4 respectively. All of the reported results are for 10000 iterations.

Appendix C.1. Scenario 1

The aim of this scenario is to evaluate the proposed automaton in a Markovian
switching environment with respect to TNR and TNAS. The considered environ-
ment is a two-state Markov chain in which switching from one state to the other
changes the favorable action. In addition, the tendency to change from one state
to the other is very low.

From a mathematical standpoint, in the transition matrix of the Markov chain,
the probability of a;; i = j is greater than a;; i # j. The following transition
matrix is considered to reach our desired condition.
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09 0.1
r= (0.1 0.9) €D
Following reward matrix is regarded to satisfy the condition of this experi-
ment. Also, Fig a visualizes the desired Markovian switching environment.

08 02
R:(o.z 0.8) ©2)

Before analyzing the results which are shown in Table)C.14] it is better to
convert the Markovian switching environment to the stationary environment with
the steady-state analysis of the Markov chain as follows:

Vool = Voo

09 0.1\
Velo1  09) '

e 9 (or 0e)=

0.9x+0.1y=x (C3)
0.1x+09y =y
x+y=1

x=0.5

y=0.5

Multiplication of the steady state matrix to the reward probability matrix of
Markovian switching environment yields to the reward probability matrix of the
equivalent stationary environment.

VooRMarkovian Switching = RStationary

(05 05) (gi 8:;):(0.5 0.5)

(C.4)

Consequently, an automaton deals with a completely random environment in
which both action 1 and action 2 have the same probability of being rewarded,
equal to 0.5.
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Table C.14: Experimental Results of the First Scenario with Respect to TNR and TNAS

Model Config 1 Config 2 Config 3 Config 4
TNR TNAS TNR TNAS TNR TNAS TNR TNAS
K=2

AVDHLA 6189 1054 5638 376 5580 376 5829 480

FSLA 6350 3650 6408 982 6093 667 5730 573
K=5

AVDHLA 4905 1682 5003 2973 4942 2190 4831 1951

FSLA 4090 5910 5248 2654 5103 2073 5027 1729
K=9

AVDHLA 4741 3695 4226 2932 4295 2488 4245 2355

FSLA 2764 7236 4300 3960 4320 3277 4202 2984

By examining the results (Table/C.14)) and the mathematical analysis together,
we can understand that the designed environment is completely random, mak-
ing the learning process in such an environment impossible. Most of the time,
AVDHLA outperforms FSLA with respect to TNR and TNAS because of the flex-
ibility of this automaton to choose the desired depth for each action separately.
Overall, we cannot expect these automata to learn from this environment.

Appendix C.2. Scenario 2

This scenario is conducted to study the proposed automaton in a Markovian
switching environment in which switching from one state to the other will com-
pletely change the favorable action. Additionally, the tendency to change from
one state to the other is relatively high.

Mathematically, in the transition matrix of the Markov chain, the probability
ofa;j i= jislessthana;; i# j. The following transition matrix is considered

to reach our desired condition.
0.2 0.8
r= (0.6 o.4> (€5)

The following reward matrix is used to satisfy the conditions of this experi-
ment. Also, Fig b visualizes the desired Markovian switching environment.
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Before analyzing the results shown in Table|[C.15] it is better to convert the
Markovian switching environment to a stationary environment using the steady-
state analysis of the Markov chain, as follows:

R (0.8 0.2) (C.6)

Vool = Voo
02 08\
Voloe 04) "

e (05 0s)=C

0.2x+0.6y = x (C.7)
0.8x+04y=y
x+y=1

x=0.42

y=0.58

Multiplication of the steady state matrix to the reward probability matrix of
Markovian switching environment yields to the reward probability matrix of the
equivalent stationary environment.

VooRMarkovian Switching = RStationary

(0.42  0.58) (0'8 0'2):(0.45 0.54) €5

02 038
Therefore, the second action is more likely to be rewarded by the outer envi-
ronment. We should note that the difference between these automata is not large

enough to say that one action is favorable, but we expect the automata to learn to
choose the second action more than the first one.
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Table C.15: Experimental Results of the Second Scenario with Respect to TNR and TNAS

Model Config 1 Config 2 Config 3 Config 4
TNR TNAS TNR TNAS TNR TNAS TNR TNAS
K=2

AVDHLA 5177 565 5183 946 5105 765 5362 93

FSLA 4291 5709 4971 1570 5101 811 5218 494
K=5

AVDHLA 3834 2490 3635 3013 3761 2639 3772 2554

FSLA 2014 7986 3134 4285 3436 3448 3663 2872

K=9
AVDHLA 2267 5636 2415 5292 2816 4493 2884 4331
FSLA 1150 8850 2170 5973 2298 5526 2685 4722

The results (TableC.15)) and mathematical analysis show that AVDHLA out-
performs FSLA with respect to TNR and TNAS. This performance can be seen
at lower initial depths. The underlying reason is the confusion of the automaton
with changing the favorable action in each state and the tendency of the environ-
ment to change the current state. As a matter of fact, higher values for depth show
bias towards the favorable action, and as a result, making the right decision for
the automaton comes at a lot of cost. Overall, we can infer that in such environ-
ments where the favorable action changes periodically, AVDHLA might be a good
choice.

Appendix C.3. Scenario 3

The purpose of this scenario is to assess the proposed automaton in a Marko-
vian switching environment in conjunction with TNR and TNAS. The considered
environment is a two-state Markov chain in which switching from one state to the
other will decrease or increase the probability of being rewarded in terms of the
favorable action, but that action is still the favorable one. As well, the environment
intends to stay in the current state.

Analytically, in the transition matrix of the Markov chain, the probability of
element a;; i = j is more significant than a;; i # j. The transition matrix of
such an environment is as follows:

58



0.9 0.1
r= (0.1 0.9) (C9)
To reach the desired environment, we consider the following reward matrix for
the Markov chain. Additionally, Fig ¢ shows the desired Markovian switch-

ing environment.
0.8 02
k= (0.7 0.3) (.10)

Before analysis of the result in TableC.16] conversion of the Markovian switch-
ing environment to the stationary environment should be done using the steady
state analysis of the markov chain as follows:

Vool = Voo

09 0.1\
Velol  09) "

e (o1 oe)= ¥

0.9x+0.1y = x (C.1D)
0.1x+0.9y=1
x+y=1

x=0.5

y=20.5

Getting the reward matrix of stationary environment depends on multiplication
of the steady state matrix to reward probability matrix of Markovian Switching
environment.

VeaRarkovian Switching — RStationary

(0.5 0.5) (8'3 8?):(0.75 0.25)

(C.12)

Accordingly, the Markovian switching environment is transformed into a sta-
tionary environment where action 1 is favored 75% of the time, and action 2 is
favored 25% of the time.
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Table C.16: Experimental Results of the Third Scenario with Respect to TNR and TNAS

Model Config 1 Config 2 Config 3 Config 4
TNR TNAS TNR TNAS TNR TNAS TNR TNAS
K=2

AVDHLA 7551 33 7421 216 7422 90 7469 73

FSLA 6319 3681 7346 361 7433 60 7424 7
K=5

AVDHLA 4566 2384 4690 2316 4650 2043 4696 2107

FSLA 3604 6396 4677 2888 4465 2397 4609 2117
K=9

AVDHLA 4224 3630 4162 4071 4168 3413 4385 2553

FSLA 2865 7135 4149 4149 4110 3585 4066 2900

The results (Table[C.16)) show the superiority of AVDHLA over FSLA with
respect to TNR and TNAS. This superiority is more obvious in lower values of
K and N. The main reason for the first one is that the lower value of K can
help AVDHLA to tune the depth of each action faster. Consequently, it performs
better by getting more rewards with a lower number of action switching. The
second superiority is in low depth since AVDHLA can asymmetrically choose
its depth relative to FSLA. As expected, this automaton works better in such an
environment in conjunction with the experiment metrics.

Appendix C.4. Scenario 4

This scenario is conducted to evaluate the proposed automaton in a Markovian
switching environment in conjunction with TNR and TNAS. The environment is
modeled as a two-state Markov chain in which the favorable action in all states is
the same as before, but changing the state can decrease or increase the probability
of being rewarded for the favorable action. Additionally, the environment tries to
change the current state.

Mathematically, in the transition matrix of the Markov chain, the probability
ofa;j i= jislessthana;; i+ j. The following transition matrix is considered
for this scenario.
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0.2 038
r= (0.6 0.4) C.13)
The corresponding reward matrix that satisfies the specified conditions is as
follows. Additionally, in Fig d, the desired Markovian switching environ-

ment is depicted.
0.8 02
k= (0.7 0.3) (14

To have a better overview of the specified environment, we need to convert
the Markovian switching environment into the stationary environment using the
steady-state analysis of the Markov chain as follows:

Vool = Voo
02 08\
Voloe 04) "

e 9 (oe o0x)=t

0.2x+0.6y =x (C.15)
0.8x+0.4y=1
x+y=1

x=0.42

y=0.58

The final result is obtained by multiplying the steady state matrix with the
reward probability matrix of the Markovian switching environment.

VeaRarkovian Switching — RStationary

0.8 0.2
(042 0.58) (0_7 0.3>:(0.74 0.26)

Consequently, the Markovian switching environment turns into the stationary
environment, where the probability of being rewarded for the first action is 0.74
and for the second action is 0.26.

By looking at the results(Table[C.17), AVDHLA outperforms FSLA with re-
spect to TNR and TNAS. In such an environment with existence of the favorable
action, AVDHLA can increase its depth through the favorable action. As a result,

(C.16)
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it will collect more rewards with less number of action switching. Eventually,
AVDHLA can be robust in this environment in conjunction with the considered
metrics.

Table C.17: Experimental Results of the Last Scenario with Respect to TNR and TNAS

Model Config 1 Config 2 Config 3 Config 4
TNR TNAS TNR TNAS TNR TNAS TNR TNAS
K=2

AVDHLA 7323 129 7449 36 7409 23 7469 1
FSLA 6148 3852 7227 398 7365 63 7380 6

K=5
AVDHLA 2807 4509 2997 4064 2784 4775 3028 4050
FSLA 1997 8003 2674 4975 2946 4251 3001 3999
K=9
AVDHLA 2275 5740 2549 5135 2934 4225 2742 4538
FSLA 1231 8769 2219 5850 2522 5012 2613 4855

Appendix D. Nik Defense Experiment Extras

This appendix is dedicated to perform extra experiments on the proposed de-
fense in the existence of AVDHLA as a decision maker. Three scenarios of are
considered as follows:

1. This scenario examines the effect of fail-safe parameter on the quality of the
proposed defense.

2. To understand how 7 parameter affects the quality of the proposed defense,
this scenario is conducted.

3. As well as other parameters, number of 7 in one 0 will be studied to see the
quality of the proposed defense with the various values of 6.

We should remark that 10000 blocks are generated for each scenario. Inner
VASLAS are Lg_¢p with A; = 0.1 and A, = 0.01.
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Appendix D.l. Scenario 1

This scenario is conducted to examine the proposed defense with various val-
ues of p to see the effect of the fail-safe parameter on the relative revenue and
the lower bound threshold. For this purpose, intervals of p such as [1,3], [2,4],
and [1,5] are considered to perform the experiment. p values can vary discretely
between the minimum value and the max discreetly. The value of 7 is equal to the
time it takes to mine five blocks, and each 0 is divided into ten time intervals.
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Figure D.21: Experimental results of Scenario 1 with respect to the relative revenue

The results in Fig demonstrate the superiority of [1,5] for AVDHLA with
respect to the relative revenue. It shows the tendency of the automaton toward the
higher values of p. In AVDHLA, the automaton asymmetrically chose the depth
for its action, so longer intervals can help it to choose the accurate value for the
depth.

On the other hand, observations show the same result for the lower bound
threshold. Overall, we can claim that longer values of the fail-safe interval are
better for AVDHLA because of the freedom to choose asymmetrically in relation
to the experiment metrics.
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Appendix D.2. Scenario 2

The ultimate objective of this scenario is to study the impact of the 7 time
interval on the quality of the proposed defense with respect to the relative revenue.
To achieve this, three different values of 7 are considered: 7 =15, 9, and 18. The p
parameter swings between Py, = 1 and py,qx = 3. For the sake of example, T =5
means that one 7 time interval is equivalent to the mining time of five blocks.
Also, one 0 has ten 7 intervals.
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Figure D.22: Experimental results of Scenario 2 with respect to the relative revenue

The obtained results are displayed in Fig[D.22] From these results, one can ob-
serve that the lower values of 7 lead to less relative revenue for the selfish miners.
This is close to our expectations, since the number of 7 in one 0 is constant. On
the other hand, lower values of 7 lead to an increase in the number of 0 in one sim-
ulation. It means that the automaton gets more feedback from the environment.
As aresult, it will tune the B parameter effectively.

Appendix D.3. Scenario 3

The last scenario is about investigating the impact of the number of 7 in one
0 on the performance of the proposed defense in relation to the relative revenue.
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For this purpose, 7 is considered to be about the time it takes to mine five blocks.
Additionally, three values of 6, 12, and 18 are used for the number of 7 in one 6.
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Figure D.23: Experimental results of Scenario 3 with respect to the relative revenue

By looking at the results in Fig[D.23|for AVDHLA, the superiority of the lower
number of 7 in one O with respect to the relative revenue of the selfish miners is
obvious.

As predicted from the behavior of the proposed automaton, the less number
of 7 in one 6 leads to more number of 6 in one simulation. This means that
the automaton can adapt itself to the complex environment such as blockchain by
setting the B parameter.

Eventually, we can claim from this scenario of the experiment and the previous
one (Appendix D.2)) that tuning the reinforcement signal accurately leads to a
more expensive selfish mining attack. As a result, we have a better defense in
conjunction with the relative revenue.
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